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Windows Audit Policy — Defining Windows Logging

Windows Audit Policies can help with:
Intrusion detection (someone popped a reverse shell - 5 W’s and likely How)
Endpoint optics (vision to happenings on the workstations)

Windows Audit Policies can be divided into groups, think OU best practices.
Baseline - all systems get this baseline
Suspect® - IIS / ASPX systems on the network boundary or DMZ
Priority - like a domain controller, SQL, critical data locations

ity ==\ https://docs.microsoft.com/en-us/windows/security/threat-protection/use-windows-event-forwarding-to-assist-in-intrusion-detection
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Windows Audit Policy — Defining Windows Logging

Windows audit policies define what is written to a system’s event logs.
Configurable via auditpol.exe manually
Configurable via group policies structurally

Be careful, some events are written thousands of time per day.
What do we need to track? Optics targets, things we’re interested in.
How is our network performance? Latency.
What about the disk where resulting events are written? IOPS
How many events per second? SQL / SIEM / Big Data

il 777 [
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https://docs.microsoft.com/en-us/windows/security/threat-protection/use-windows-event-forwarding-to-assist-in-intrusion-detection




Windows Audit Policy — Defining Windows Logging

Audit Policy Configuration is Categorized.

« Account Logon

+ Account Management

«  Detailed Tracking

- DS Access

- Logon/Logoff

«  Object Access

- Policy Change

«  Privilege Use

«  System

«  Global Object Access Auditing
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w _ﬁ Security Settings
_'j Account Policies
_E Local Policies
__j Event Log
5 Restricted Groups
5 System Services
4 Registry
» [ File System
=0 Wired Network (IEEE 802.3) Palicies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies
> ;,_u_g_* Wireless Network (IEEE 802.11) Pelicies
| Public Key Policies

| Software Restriction Policies
_| Application Contrel Policies
> ‘g IP Security Pelicies on Active Directory (LABS.L

AT EgENTET L Of GG AT DT e o e aesers.

- When Advanced Audit Policy Configuration|
I settings (Windows Vista or later} to overide
Paolicies’Security Options must also be enal

More about
Which editions of

i it Policy Configuration
& Audit Policies
ally Policy-based Co

_ Administrative Templates: Policy definitions (ADMX fil
Preferences

A summary

Categories onfiguration
Account Logon ot corfigured
Account Management ot corfigured
Detailed Tracking ot corfigured
DS Access ot configured
Logon/Logoff ot corfigured
Object Access ot corfigured
Palicy Change ot configured
Privilege Use ot corfigured
System ot corfigured
Global Object Access Auditing  Not corfigured




Windows Audit Policy — Baseline Policy

Microsoft C|aimS the itemS here Category Subcategory Audit settings

Account Logon Credential Validation Success and Failure
] Account Management Security Group Management Success
1 . S hOU | d be ConS|d ered a Account Management User Account Management Success and Failure
Account Management Computer Account Management Success and Failure
. Account Management Other Account Management Events Success and Failure
baseline set of events. Detaied Tracking Process Creafion Success
Detailed Tracking Process Termination Success
. . Logon/Logoff User/Device Claims Not configured
2. Will provide a ton of useful LogonfLogof IPsec Extended Nod Not conigured
Logon/Logoff IPsec Quick Mode Not configured
. . . Logon/Logoff Logon Success and Failure
information in log form. Logoniogol Logor Success
Logon/Logoff Other Logon/Logoff Events Success and Failure
Logon/Logoff Special Logon Success and Failure
Logon/Logoff Account Lockout Success
Object Access Application Generated Not configured
@Mi r ft' Object Access File Share Success
Object Access File System Not configured
C OSO " Object Access Other Object Access Events Not configured
W ) t. d f f. . th Object Access Registry Not configured
Object Access Removable Storage Success
e re Ire o Con Ig u rl ng ese Policy Change Audit Policy Change Success and Failure
h C . t t Policy Change MPSSVC Rule-Level Policy Change Success and Failure
Policy Change Other Policy Change Events Success and Failure
eve ryW e re H a n yo u J u S u rn Policy Change Authentication Policy Change Success and Failure
’? ? Policy Change Authorization Policy Change Success and Failure
Privilege Use Sensitive Privilege Use Not configured
them On for u S . By defa u It - System Security State Change Success and Failure
System Security System Extension Success and Failure
System System Integrity Success and Failure
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H C'\Users\lldnml..tratur) HIH S i ——
ysten audit policy
at zgnry/SubtntLgnl—y
kS ys e,
Socnruy Syum Extension
svx‘m‘l intllE

Setting

Succass and Failure
Success and Failure
Success and Failure
Success and Failure

Other Sy.ten Events
Success and Failure

Audit Policy geher Swntan Bogpes

o

Success and Failure

Logof: Success and Failure

ancnunt Lm:lmu: and Failure
1P an i

and Fs

IP: and Failure

Special Logon S and Pailure

Other Luiunr[‘uguff Events and Failure

The command prompt way.

Network Folicy Server and Failure

g:z: ;mlz::ice Clains Buccess and Failure

auditpol.exe /set /Category:* /success:enable £ila Exeton Succass and Failure
auditpol.exe /set /Category:* /failure:enable Sarel Ohdece e
: Aopiication Benerated: and Failure
auditpol.exe /get /Category:* Hand1s Faninaias ton 55 and Failurs
Fi Sha c and Failure

ing Platfarm Packet Drop and Failure
ing Platform Conmection and Pailure
and Pailure

and Pailure

Pailure

Pailure

Configurable via GPO
* More difficult, settings in a few different places

Success
Succass
Success

Failure
Failure
Failure
becailed !'Hu:luna'

Process Creati

Success and Failure
rocess Termination

Success Failure

» BUT - granular controls are nice

Account Management

Pro:

DPAPI Activity

RPC Events

Plug and Play Events
Policy Changs

Success
Success

and Failure
and Failure
and Failure

Authent oa ion Policy Changs Success and Failure
Authorization Policy Change Success and Failure
MESSUC Ralo-Level Policy Hhange Success and Failure
Filterin and Failure
and Failure

Success and Failure

Computer Account Management
Security Group Management
Distribution Group Management
Application Group Management
Other Account Management Events

No Auditing
Success and Failure
No Auditing
No Auditing
Success and Failure
Success and Failure

User Account Managemant Succass and Failure
Computer Account Management and Failure
S‘ roup Managenent and Failure
bution Group Managenent ss and Failure
User Account Management pplication Group Management and Pailure
tl:rr llm:mmt Managenent Events Success and Failure
Dlr:u:ury Service Changes Success and Failure
Diractory Sevvice Replication Success and Failure
irectary Service Replication Success and Failure
ory Service Access Success and Failure
ccount Logon .
Kerberos Service Ticket Operations Success and Failure
Other Account Logon Events Success and Failure
Kerberos Authentication Service Success and Failuve
Credential Ualidacion Success and Failuve
C:\lUzers\idniniscrator>
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Commands:
auditpol.exe /set /Category:* /success:enable
auditpol.exe /set /Category:* /failure:enable
auditpol.exe /get /Category:*




Windows Event Collection - Command Line Logging is Easy-

Max log file size is small by default.
Command line logging is off by default.

“To see the effects of this update, you will need to enable two policy settings”
Admin. Templates > System > Audit Process Creation
Policies > Windows > Security > Advanced Audit > Detailed Tracking

Yeah, and one last thing: The second setting may be overwritten.

When you use Advanced Audit Policy Configuration settings, you need to confirm that these

settings are not overwritten by basic audit policy settings. Event 4719 is logged when the
settings are overwritten.

Rt

gl 7T E
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Group Policy Object Policy Paths:
Admin. Templates > System > Audit Process Creation
Policies > Windows > Security > Advanced Audit > Detailed Tracking



Windows Event Collection - Command Line Logging is Easy

To avoid the overwriting of Advanced Audit settings, a third setting is required.
Computer Configuration > Policies > Windows Settings > Security > Local > Security
» Setting — Audit: Force Audit Policy Subcategory Settings = Enabled

4 & Computer Configuration A || Palicy Palicy Sett
4 (7] Policies Accounts: Limit local account use of blank passwords to co... Not Defing

b Software Settings Accounts: Rename administrator account Not Defing

4 [ Windows Settings Accounts: Rename guest account Not Defing

b ] Name Resolution Policy | Audit: Audit the access of global system objects Not Defing

Scripts (Startup/Shutdown) Audit: Audit the use of Backup and Restore privilege Not Defing

4 [ Security Settings

gt | Audit: Force audit policy subcategory settings (Windows Vis... Not Defing
b 3 Account Policies

Audit: Shut down system immediately if unable to log secur... Not Defing

4 J Local Palicies
b .ﬂ Audit Policy Audit: Force audit policy subcategory settings w_
b g UserRights Assignment
b G Security Options Security Policy Setting | Explain

bl Eventlog ;F' Audit: Force audit policy subcategory settings [Windows Vista or

b [ Restricted Groups 2 f Iatell‘!n overide audit policy category settings

b g Systemn Services
b (g Registry v Define this palicy setting:
b _'3 File System © Enaicd

b ig Wired Network (IEEE 802.3) Policies TR
b () Windows Firewall with Advanced Se _ Digabled

Netwnrk List Manager Palicies

Aad

)
=
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Group Policy Object Policy Paths:

Computer Configuration > Policies > Windows Settings > Security >
Local > Security

Setting: Audit: Force Audit Policy Subcategory Settings = Enabled




Windows Event Collection - PowerShell Logging is Easy

The PowerShell way to turn on auditing:

WevtUtil gl "Windows PowerShell" (list configuration)

WevtUtil sl "Windows PowerShell" /ms:512000000

WevtUtil sl "Windows PowerShell" /rt:false

WevtUtil gl "Microsoft-Windows-PowerShell/Operational” (list configuration)
WevtUtil sl "Microsoft-Windows-PowerShell/Operational" /ms:512000000
WevtUtil sl "Microsoft-Windows-PowerShell/Operational” /rt:false

PS C:\Windows\System32\WindowsPowerShell\vli.@e> type .\profile.psil
$LogCommandHealthEvent = $true

$LogCommandLifecycleEvent = $true
$LogPipelineExecutionDetails = $true
$PSVersionTable.PSVersion

Can also configure the following via command line options.
* Module Logging
« Script Block Logging
» Script Execution Privileges (ie: signed / bypass / enforced)

Aal

il 777 [
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Commands:
WevtUtil gl "Windows PowerShell" (list configuration)
WevtUtil sl "Windows PowerShell" /ms:512000000
WevtUtil sl "Windows PowerShell" /rt:false
WevtUtil gl "Microsoft-Windows-PowerShell/Operational™ (list
configuration)
WevtUtil sl "Microsoft-Windows-PowerShell/Operational” /ms:512000000
WevtUtil sl "Microsoft-Windows-PowerShell/Operational” /rt:false
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Windows Event Collection - PowerShell Logging is Easy

The Group Policy way to turn on PowerShell auditing:
Policies > Admin Templates > System > Audit Process Creation

& Include command line in process creation events = T

E Include command line in process creation events

O NotConfigured ~ Comment:
@ Enabled
) Disabled

Supported on: [a¢ 1055t Windows Server 2012 R2, Windows 8.1 or Windows AT 8.1

Options: Help:

This policy setting determines what information is logged in |a
security audit events when a new process has been created,

This setting only applies when the Audit Process Creation policy
is enabled, If you enable this peolicy setting the command line
infarmation for every process will be logged in plain text in the
security event log s part of the Audit Process Creation event
4688, “a hew pracess has been created,” on the warkstations and
servers on which this policy setting i applied

Can also configure more granular things under the PowerShell config section.

Admin Templates > Windows Components > Windows PowerShell
*  Module Logging
» Script Block Logging

e » Script Execution Privileges (ie: signed / bypass / enforced)
efeﬁslveong\ns com
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Group Policy Object Policy Paths:

Policies > Admin Templates > System > Audit Process Creation
Admin Templates > Windows Components > Windows PowerShell
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Windows Event Collection
What About IIS Logging?

Yeah, that’s not on by default either.

LogFiles (text) written by default...
Nothing to event log.

Enable:
- Both log file and ETW event
« Maximum file size

And then you can catch:
« MailSniper

 Burp Suite sprays

« Hydra

+ Authentication interactions with Exchange

N

4
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Connections

Q-2 [B]

3 Start Page
w93 LABVZ-MX (WLABV2\itadmir
& Application Pools
v @] Sites
]
¥ APl
aspnet client
F Autodiscover
P ecp
P EWS
P mapi
P Microsoft-Server-4
¥ oag
¥ owa
¥ PowerShell
P Rpe
Q) Exchange Back End

Q Logging

Use this feature to configure how IS logs requests on the Web server.
wectony:

%SystemDrive%inetpublogsiLagFiles

Encoding

UTF-8

Log Event Destination

Select the destination where IS will write log events.
D) Log file only

") ETW event only

® Both log file and ETW event

Log File Rollover

Select the method that IS uses to create a new log file.
) Schedule:

Daily

® Maximurm file size (in bytes):

[seazeao0g.

7) Do not create new log files

Browse...
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RECAP.

Sysmon. Define internal tolerance for handling events. Configure, then Deploy
Audit Policies.

We installed Sysmon earlier.

We need to understand our business culture’s tolerance for:

« Windows Event Handling

« Shifting priorities - this is a challenge, once an organizations starts logging, and
paying attention, tuning the noise out of an environment takes dedication to
capital resource expenditure.

We have reviewed audit policies and understand some of the basics.

Let’s deploy audit policies in our lab environment.

‘ — ’ defensiveorigins.com
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LAB

Import and Link Related GPOs
Review GPOs as HTML Reports
~15 Minutes

LAB
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Applied Purple Teaming — L0320 Threat Optics Lab 2
Group Policy Configuration and Import
15 Minutes
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