


• The Ingest: Windows and Active Directory Best Practices
• The specific attack/component:

• Windows configurations
• Active Directory configurations

• The goal of the lifecycle:
• Eliminate multiple security risks related to LLMNR, weak passwords, 

etc.
• Increase operational security optics via Windows log configuration
• Increase System Administration efficiency by implementing efficient 

network design.





Best Practices!
• Attack Methodology = Check and document current configuration
• Security:

• Password Policies
• GPP
• LLMNR
• Defender
• Application Control

• Efficient Design:
• Naming Conventions / Account Names/ File Shares / Computer Names. 

Groups
• JUGULAR & LSDOU

• Optics
• Logging

Blog and Video: https://www.blackhillsinfosec.com/active-directory-best-practices-to-
frustrate-attackers-webcast-write-up/



● Microsoft KB number: 909264: https://docs.microsoft.com/en-
us/troubleshoot/windows-server/identity/naming-conventions-for-computer-
domain-site-ou




































