
Applied Purple Teaming – LC1140 
Password Spray
Password Spray Tools
DomainPasswordSpray

Related Applied Purple Teaming Lab: L1140
Related Atomic Purple Team Report: PB1140



Atomic Purple Team Phase: Ingest/Analysis



Atomic Purple Team Phase: Planning



Atomic Purple Team Phase: Attack

Links: 
https://github.com/dafthack/DomainPasswordSpray

MITRE: 
T1110.003 – Password Spray
TA0033 – Lateral Movement



Commands:
powershell -ep bypass
Import-module .\DomainPasswordSpray.ps1
Invoke-DomainPasswordSpray -Password Badpass82899

Atomic Purple Team Phase: Attack

Links: 
https://github.com/dafthack/DomainPasswordSpray

MITRE: 
T1110.003 – Password Spray
TA0033 – Lateral Movement



Atomic Purple Team Phase: Attack

Links: 
https://github.com/dafthack/DomainPasswordSpray

MITRE: 
T1110.003 – Password Spray
TA0033 – Lateral Movement



Atomic Purple Team Phase: Attack

Links: 
https://github.com/dafthack/DomainPasswordSpray

MITRE: 
T1110.003 – Password Spray
TA0033 – Lateral Movement



Atomic Purple Team Phase: Hunt & Defend

Links: 
https://github.com/dafthack/DomainPasswordSpray
https://github.com/byt3bl33d3r/SprayingToolkit
https://github.com/dafthack/MailSniper
https://github.com/vanhauser-thc/thc-hydra



Atomic Purple Team Phase: Hunt  and Defend

Kibana Queries: 
‘event_id 4624 or event_id: 4625’



Atomic Purple Team Phase: Hunt  and Defend

Kibana Queries: 
‘event_id 4624 or event_id: 4625’



Atomic Purple Team Phase: Hunt  and Defend

Kibana Queries: 
‘event_id 4624 or event_id: 4625’



Atomic Purple Team Phase: Adjust / Harden



Atomic Purple Team Phase: Report



Atomic Purple Team Phase: Report

Related Atomic Purple Team Report: PB1140



Atomic Purple Team Phase: Lessons Learned



Commands: 
powershell -ep bypass
Import-module .\DomainPasswordSpray.ps1
Invoke-DomainPasswordSpray -Password Badpass82899

Related Applied Purple Teaming Lab: L1140
Related Atomic Purple Team Report: PB1140

MITRE: 
T1127 – Trusted Developer Utilities
T1218 – Signed Binary Proxy Execution
T1059 – Command and Scripting Interpreter \ .001 PowerShell

Links:
https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1110/003/ 
https://github.com/dafthack/DomainPasswordSpray
https://github.com/byt3bl33d3r/SprayingToolkit
https://github.com/dafthack/MailSniper
https://github.com/vanhauser-thc/thc-hydra


