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Web Server Hacking Methodology

Objectives:

What is the common method used to attack web servers?

Recon

Ports (HTTP/HTTPS)
Service Enumeration (Apache, Nginx, IIS)
Banners

Vulnerability Scan

Nikto
Skipfish

Directory Fuzzing

Gobuster
Dirb
robots.txt

Abuse Defaults

Login creds
Config files

phpinfo
apache

Web App Attack

Vulnerability Scan Results
Manual testing for vulns/exploits

Burp Suite
ZAP


