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Social Engineering Recon

Objectives:

Collect sensitive information through the use of Social Engineering techniques
such as eavesdropping, shoulder surfing, dumpster diving, and/or impersonation

I've seen 'Sneakers' and I though Social Engineering was used to access
accounts and steal from unsuspecting bank managers and grandparents.

Yes
Not limited to those types of attacks

Network info
Network access creds
Security Controls

Make/model

Operating Systems

You can get this by just asking questions?

Partly

Techniques

Eavesdropping
Shoulder Surfing
Dumpster Diving
Impersonation

Tell us about Eavesdropping

Listening in on conversations
Intercepting communications

phone
email
text/audio/video

How about Shoulder Surfing

Literally watching over the shoulder for...

passwords
PIN
account/credit card numbers

Dumpster Diving sounds like a fun way to get recon.

Literally jumping in a dumpster

Day calendars

Great source of info



Sticky notes
Print-outs

That just leave Impersonation

Test out your acting chops

Phone conversations
In person conversations


