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Social Networking Recon

Objectives:

Gather information about target's personnel through Social Media using common
OSINT tools

What are we trying to learn from Social Media sites?

Company Info
Employee Info

Email addresses
Job Titles
Interests
Technologies used in the org
Badges
Professional connections
3rd-party details

What Socical Media sites should we be looking at to gather this info?

The usual cast of characters

Facebook
LinkedIn
Twitter

Is this a manual process, or do we have tools that can automate for us?

Demo

theHarvester


