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You are  a  secur i ty  profess ional .  I t  i s  3  

 

A

 

.

 

M

 

.  on a  Sunday.  Your  pager  goes
of f  and,  upon ca l l ing  the  network contro l  center ,  you f ind that  there  has
been a serious intrusion into a critical system. What do you do?

I t  i s  l a te  in  the  workday  on a  Fr iday .  Your  phone r ings .  A  f raud exam-
iner  f rom in te rna l  aud i t ing  be l i eves  tha t  a  company  computer  was  used
to commit  f raud in the payrol l  department .  She wants  your help.  What  do
you do?

You rece ive  a  ca l l  f rom corporate  secur i ty .  They  have  rece ived a  com-
p l a i n t  t h a t  s o m e o n e  f r o m  i n s i d e  y o u r  c o m p a n y Õ s  n e t w o r k  h a s  b r o k e n
into an outside system. Security wants your help. What do you do?

A l l  o f  these  scenar ios  have  one  th ing  in  common:  they  a re  computer
s e c u r i t y - r e l a t e d  i n c i d e n t s .  T h e  h a n d l i n g  o f  s u c h  i n c i d e n t s  m u s t  b e  m e -
thodica l ,  prep lanned,  and cons i s tent  wi th  prac t ices  that  w i l l  s tand up in
a  cour t  o f  l aw should  the  necess i ty  a r i se .  That  requi res  a  lo t  o f  prepara -
t ion,  tra ining,  and implementat ion of  the r ight tools ,  procedures,  and pol-
i c i e s .  O v e r  t h e  c o u r s e  o f  t h e  n e x t  f e w  p a g e s  w e  w i l l  e x p l o r e  t h e
impl icat ions  of  these  and other  types
o f  i n c i d e n t s  a n d  p r o v i d e  y o u  w i t h  a
s e t  o f  g u i d e l i n e s  f o r  m a n a g i n g  t h e m
effectively.

 

INFRASTRUCTURE ISSUES

 

No  inves t iga t ion  can  be  success fu l  i f
the  comput ing  in f ras t ructure  wi l l  not
s u p p o r t  t h e  b a s i c  r e q u i r e m e n t s  o f

 

P A Y O F F  I D E A

 

When a security incident occurs and you are re-
sponsible for conducting the investigation, that is
no time to begin determining how to perform an
investigation. The procedures must already be
established. This article provides a structured ap-
proach, with helpful checklists, to enable estab-
lishment of the policies and procedures neces-
sary to conduct a security incident investigation
effectively.
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good informat ion secur i ty .  In  the case  of  an intrus ion,  for  example ,  com-
p le te  sys tem logs  may  be  the  key .  Very  o f ten  e i ther  there  a re  no  sys tem
logs  or  the  logs  a re  incomplete .  I f  there  a re  no  po l i c ies  and  procedures
in  p lace  for  rout ine ly  gather ing logging in format ion,  inst i tut ing  an inves -
t igat ion,  and fo l lowing expl ic i t  gu ide l ines  for  invest igat ion and recovery ,
it is likely that your investigation will lead nowhere.

Most  computer  securi ty  incidents  do not  result  in  the capture and suc-
cess fu l  prosecut ion of  the  perpetra tor .  The FBI  has  es t imated that  fewer
than  ten  percent  o f  a l l  computer  inc idents  ge t  repor ted ,  fewer  than  ten
percent  o f  those  get  invest igated,  fewer  than ten  percent  o f  those  resu l t
in  prosecut ion ,  and fewer  than ten  percent  o f  the  prosecut ions  resu l t  in
convict ion and punishment .  That  means  the computer  cr imina l  has  a  one
in  ten  thousand  chance  o f  go ing  to  j a i l  fo r  a  computer - re l a ted  c r ime  Ñ
grea t  odds  fo r  any  endeavor .  So l id  inves t iga t ion  can  change  those  odds
materially.

Addi t iona l ly ,  the  FBI  and the  Computer  Secur i ty  Inst i tute ,  in  the i r  an-
n u a l  s u r v e y  o n  c o m p u t e r  c r i m e  a n d  i n f o r m a t i o n  s e c u r i t y ,  g a t h e r e d  t h e
following disturbing facts in 1998:

¥ 64  percent  o f  re spondent s  repor ted  a  secur i t y  b reach  in  1998  Ñ up
16 percent from the previous year

¥ secur i t y  b reaches  cos t  the  respondents  who  cou ld  quant i f y  lo s ses  a
total of $136,822,000 Ñ up 35 percent over the previous year

¥ 18 percent  of  respondents  had no idea whether  or  not  they had been
hacked

¥ o n l y  3 8  p e r c e n t  o f  r e s p o n d e n t s  h a d  a  w r i t t e n  i n t r u s i o n  p o l i c y ,  a n d
only 22 percent had an evidence handling policy

¥ 7 4  p e r c e n t  o f  r e s p o n d e n t s  r e p o r t e d  a t t a c k s  f r o m  i n s i d e  t h e i r  n e t -
works, and 70 percent reported attacks initiated from outside

¥ disgrunt led  employees  accounted  for  a t tacks  repor ted  by  89  percent
o f  the  respondents ,  wh i le  outs ide  hackers  accounted  for  79  percent
(all respondents reported attacks from multiple sources)

It  is  c lear from these stat ist ics that there is  a  real  problem. Fortunately,
there are solutions.

In  order  to  set  the  s tage  for  inc ident  response ,  there  are  a  number  o f
t h i n g s  t h a t  m u s t  b e  d o n e .  H e r e  i s  a  q u i c k  c h e c k l i s t  b e f o r e  w e  g o  i n t o
more detail.

1. Implement appropriate policies, standards, and practices.
2. Ensure  tha t  l ega l  i s sues  ( such  as  pr i vacy  and  ownersh ip  o f  company

information) are documented in appropriate policies.
3. I m p l e m e n t ,  e q u i p ,  a n d  t h o r o u g h l y  t r a i n  a  c o m p u t e r  i n c i d e n t  r e -

sponse team (CIRT).
4. Implement appropriate access controls.



   

5. Implement appropriate vulnerability testing.
6. Implement realtime intrusion detection and logging.
7. Institute periodic incident response rehearsals and drills.
8. Institute and maintain relationships with local law enforcement agencies.

One  s t ruc tured  approach  tha t  a l lows  implementa t ion  o f  the  check l i s t
is  intrusion management.  Al though this  is  a  topic  for  i ts  own art ic le ,  here
is  a  br ie f  descr ipt ion.  Int rus ion management  i s  a  four - leve l  methodology
that  helps secure information assets  on a  large network.  The def ini t ion of
intrusion management is:

 

L imi t ing  the  poss ib i l i t y  o f  a  success fu l  in t rus ion  through e f fec t i ve  preventa -
t i ve ,  qua l i ty  management  and detect ive  processes ,  and fac i l i t a t ing  success fu l
investigation of an intrusion should one occur.

 

Intrus ion management  i s  a  four -s tep process .  The steps  are  avoidance,
assurance ,  detec t ion , and  inves t iga t ion .  We de f ine  these  s teps ,  or  leve l s
as follows:

¥ Avo idance :  us ing  po l i c i e s ,  s t andards ,  bes t  p rac t i ces ,  and  too l s  such
as  f i rewal l s ,  access  contro l ,  and encrypt ion to  def lect  a t tacks  aga ins t
information assets

¥ A s s u r a n c e :  v u l n e r a b i l i t y  t e s t i n g  a n d  s y s t e m  a u d i t s  m e a s u r e  c o m p l i -
ance with policies

¥ D e t e c t i o n :  r e a l t i m e  l o g g i n g  a n d  i n t e r c e p t i o n  o f  i n t r u s i o n  o r  a b u s e
attempts

¥ Inves t i ga t ion :  t r ac ing  in t rus ions  and  abuses  in  a  manner  tha t  f a c i l i -
tates appropriate responses. Lessons learned feed back into Avoidance

I f ,  as  the core of  an infrastructure preparat ion a  formal  intrus ion man-
agement  program i s  implemented,  i t  w i l l  have  prov ided an  advantage  to -
w a r d s  b e i n g  a b l e  t o  b r i n g  t h e  i n v e s t i g a t i o n  o f  a  c o m p u t e r  s e c u r i t y
inc ident  to  a  success fu l  conc lus ion .  Compare ,  fo r  example ,  the  i tems  in
the  qu ick  check l i s t  above  and  the  four  l eve l s  o f  in t rus ion  management .
It will be found that the checklist fits well in the I/M process.

A  few words  regard ing  po l i c ies ,  s t andards ,  and  prac t i ces  a re  in  order
h e r e .  M a n y  o r g a n i z a t i o n s  h a v e  b e e n  l a x  i n  k e e p i n g  p o l i c i e s ,  s t a n d a r d s ,
and pract ices current  with the state of  their  networks and the state of  the
art  in terms of  technology,  business requirements,  and legal  issues.  There
a r e  s e v e r a l  s p e c i f i c  a r e a s ,  o t h e r  t h a n  c o n s i s t e n c y  w i t h  y o u r  b u s i n e s s
needs and network infrastructure, that should be considered. Some are:

¥ P r i v a c y  I s s u e s . G e n e r a l l y  t h e  c o u r t s  w i l l  s i d e  w i t h  t h e  i n d i v i d u a l
against  the organizat ion in matters  of  pr ivacy i f  the organizat ion does
not  have  spec i f i c  po l i c ies  to  protec t  i t .  One  sugges ted  po l i cy  i s  tha t



   

employees  have  no  expecta t ion  o f  pr i vacy  in  the  workp lace  and  tha t
a l l  da ta  in  any  form i s  sub jec t  to  scrut iny  by  the  company  a t  i t s  own
will and pleasure.

¥ S e a r c h  a n d  S e i z u r e . A l l  c o m p u t e r s  b e i n g  u s e d  o n  c o m p a n y  p r o p e r -
ty are subject  to seizure in the event of  an invest igat ion.  This includes
both user-owned computers and corporate-owned computers.

¥ I n v e s t i g a t i o n  P r o c e s s  a n d  A u t h o r i t y . T h e r e  s h o u l d  b e  a  p o l i c y
that  creates  a  CIRT and vests  i t  wi th  appropr ia te  author i ty .  Addi t ion-
a l l y ,  the re  shou ld  be  a  de ta i l ed  s t andard  prac t i ce  tha t  d i c t a te s  how
the CIRT funct ions ,  inc luding procedures ,  equipment  and sof tware to
be used, mandatory training, and periodic drills.

¥ Logg ing . There  shou ld  be  a  s t andard  prac t i ce  ( suppor ted  by  po l i cy ,
o f  c o u r s e )  t h a t  m a n d a t e s  l o g g i n g ,  d e f i n e s  l o g g e d  e v e n t s ,  a n d  m a n -
dates a log retention period (six months at minimum).

 

TECHNOLOGIES INVOLVED

 

T h e r e  a r e  s o m e  s p e c i f i c  e n a b l i n g  t e c h n o l o g i e s  t h a t  c a n  h e l p  e n s u r e  a
success fu l  inves t iga t ion .  Some o f  these  a re  implemented  in  advance  (as
part of the infrastructure) and some relate to investigative tools.

 

Intrusion Detection

 

Intrus ion detect ion ( implemented as  par t  o f  leve l  3  o f  intrus ion manage-
ment) is  a  set  of  technologies,  tools ,  and techniques intended to intercept
e f for t s  to  abuse  computers ,  da ta ,  o r  communica t ions  channe l s .  The  IDS
(intrusion detect ion systems) FAQ (frequent ly  asked quest ions)  by Robert
D a v i d  G r a h a m  d e f i n e s  i n t r u s i o n  d e t e c t i o n  a s  f o l l o w s  ( w i t h  o u r  c o r r e c -
tions to the inevitable typing errors in Internet FAQs):

 

An  in t rus ion  i s  somebody  (aka ,  hacker  o r  c racker )  a t tempt ing  to  b reak  in to
o r  m i s u s e  y o u r  s y s t e m .  T h e  w o r d  Ò m i s u s e Ó  i s  b r o a d ,  a n d  c a n  r e f l e c t  s o m e -
th ing as  severe  as  s tea l ing  conf ident ia l  data  to  something minor  such as  mis -
u s i n g  y o u r  e - m a i l  s y s t e m  f o r  s p a m  ( t h o u g h  f o r  m a n y  o f  u s ,  t h a t  i s  a  m a j o r
issue!).

 

An  intrus ion detect ion sys tem ( IDS)  i s  a  sys tem for  detect ing  such in -
t rus ions .  For  the purposes  of  th is  FAQ,  IDS can be broken down into the
following categories:

1. Network  in t rus ion  detec t ion  sys tems  (NIDS)  moni tor  packets  on  the
network wire  and at tempts  to  d iscover  i f  a  hacker/cracker  i s  a t tempt-
ing to break into a  system (or cause a  denia l  of  service attack).  A typ-
i c a l  e x a m p l e  i s  a  s y s t e m  t h a t  w a t c h e s  f o r  a  l a r g e  n u m b e r  o f  T C P
c o n n e c t i o n  r e q u e s t s  ( S Y N )  t o  m a n y  d i f f e r e n t  p o r t s  o n  a  t a r g e t  m a -
chine,  thus  d iscover ing i f  someone i s  a t tempt ing a  TCP port  scan.  An
NIDS may run e i ther  on the target  machine that  watches  i ts  own tra f -



   

f i c  (usua l ly  integrated wi th  the s tack  and serv ices  themselves) ,  or  on
an  independent  mach ine  promiscuous ly  wa tch ing  a l l  ne twork  t r a f f i c
(hub, router, probe).
2. System integr i ty  ver i f iers  (SIV)  monitor  system f i les  to f ind when a

in t ruder  changes  them ( thereby  l eav ing  beh ind  a  backdoor) .  The
most famous of such systems is Tripwire.

3. L o g  f i l e  m o n i t o r s  ( L F M )  m o n i t o r  l o g  f i l e s  g e n e r a t e d  b y  n e t w o r k
serv ices .  In  a  s imi la r  manner  to  NIDS,  these  sys tems look for  pat -
terns in the log f i les  that  suggest  an intruder is  attacking.  A typical
example  wou ld  be  a  par ser  fo r  HTTP  server  log  f i l e s  tha t  i s  look -
i n g  f o r  i n t r u d e r s  w h o  t r y  w e l l - k n o w n  s e c u r i t y  h o l e s ,  s u c h  a s  t h e
p h f  a t t a c k .  N o t e  t h a t  a  n e t w o r k  I D S  m o n i t o r s  m a n y  m a c h i n e s ,
w h e r e a s  t h e  o t h e r s  m o n i t o r  o n l y  a  s i n g l e  m a c h i n e  ( t h e  o n e  t h e y
are installed on).

Logging. I n  o r d e r  f o r  s o m e  t y p e s  o f  I D S  t o  w o r k ,  l o g s  m u s t  b e  c o m p r e -
h e n s i v e  a n d  t i m e l y  ( e . g . ,  t h e y  s h o u l d  b e  c r e a t e d  a n d  m a d e  a v a i l a b l e  t o
the LFM in rea l t ime).  However ,  in  addit ion,  they should be reta ined for  a
p e r i o d  o f  n o  l e s s  t h a n  s i x  m o n t h s .  T h e  u s u a l  p r o b l e m  w i t h  l o g s  i s  t h a t
they are incomplete ( i .e . ,  they do not  contain enough useful  informat ion)
and they  are  not  ava i lab le  for  ana lys i s  when the event  i s  d iscovered.  The
combina t ion  o f  good  in t rus ion  de tec t ion  and  a  log  re tent ion  po l i cy  can
mitigate both of those problems.

The usua l  excuses  for  not  creat ing  comprehens ive  logs  are  s ize  o f  the
logs and performance hits  due to their  creat ion.  The former is  not a  prob-
l e m  i f  a  l o g  p a r s e r  s u c h  a s  A X E N T  T e c h n o l o g y Õ s  I n t r u d e r  A l e r t  ( I D A )  i s
used  as  an  LFM.  The  IDA  watches  logs ,  no  mat te r  how deta i l ed ,  and  re -
por t s  impor tan t  ( a s  de f ined  by  you)  events  immedia te l y ,  thus  remov ing
the  requ i rement  for  human ana lys i s  on  an  ongo ing  bas i s .  The  l a t te r  i s  a
g e n u i n e  p r o b l e m  a n d  r e q u i r e s  c a r e  i n  d e s i g n i n g  t h e  l o g g i n g  s y s t e m  t o
avoid.

L o g s  s h o u l d  b e  o f f l o a d e d  f r o m  t h e  m a c h i n e  w h e r e  t h e y  a r e  l o g g i n g
and stored on a  log host  speci f ica l ly  dedicated to preserv ing and protect -
ing  logs .  Th i s  preserves  resources  on  the  sys tem be ing  logged ,  protec t s
t h e  l o g s  t h e m s e l v e s ,  a n d  p r o v i d e s  a  m e c h a n i s m  f o r  a d j u s t i n g  n e t w o r k
and host  performance.  F ina l ly ,  i t  a l lows products  such as  the ITA to work
on  g roups  o f  logs  w i th  v i r tua l l y  no  per fo rmance  e f f ec t s  aga ins t  the  ma -
chine being logged.

 

Forensic Analysis

 

F o r e n s i c  c o m p u t e r  a n a l y s i s  i s  t h e  s c i e n c e  o f  c o l l e c t i n g  c l u e s  o r  l e a d s
f r o m  a  c o m p u t e r  i n v o l v e d  i n  a  s e c u r i t y  e v e n t .  I t  r e q u i r e s  s p e c i a l i z e d
too ls ,  such  as  noninvas ive  b i t  s t ream backup so f tware  ( such  as  Sa feBack
from Sydex)  or  IPF i l ter  ( f rom NTI  in  Gresham,  OR)  which extracts  e -mai l



   

addresses  f rom a  d isk .  These  tools  have ,  as  the i r  purpose ,  gather ing  ev i -
d e n c e  a n d  l e a d s  f r o m  t h e  d i s k s  o f  c o m p u t e r s  i n v o l v e d  i n  a n  i n c i d e n t
without disturbing the integrity of  the disk or the data on it .  They are spe-
c i f i ca l l y  des igned  to  produce  in format ion  tha t  can  be  used  in  a  cour t  o f
l aw.  The i r  use  requ i res  spec i f i c  and  s ign i f i cant  t ra in ing  and  exper ience .
A  d i scuss ion  o f  the  de ta i l s  o f  fo rens i c  computer  ana l y s i s  i s  we l l  beyond
the scope of this article.

 

Back Tracing

 

Back t rac ing  i s  the  technique of  t rac ing  an intrus ion to  i t s  source .  There
are  two  genera l  t ypes  o f  back  t r ac ing :  ne twork  and  te lephone .  Network
back  t rac ing  invo lves  t rac ing  an  in t ruder  backwards  through routers  and
h o s t s  o n  a  l a r g e  n e t w o r k .  I n t r u d e r s  w i l l  g e n e r a l l y  j u m p  f r o m  s y s t e m  t o
s y s t e m ,  u s i n g  p r e c r a c k e d  c o m p u t e r s  a s  i n t e r m e d i a t e  p l a t f o r m s  f r o m
w h i c h  t o  l a u n c h  a t t a c k s .  B y  s o  d o i n g  t h e y  m a s k  t h e i r  t r u e  o r i g i n .  N e t -
work  back  t rac ing  requires  cooperat ion f rom the  adminis t ra tors  o f  in ter -
mediate systems.

T e l e p h o n e  b a c k  t r a c i n g  a l w a y s  r e q u i r e s  t h e  a s s i s t a n c e  o f  t h e  t e l e -
phone  company  (and ,  thus ,  a  cour t  order) .  Sk i l l ed  in t ruders  use  a  tech -
n ique  ca l led  phreak ing  to  break  in to  te lephone  swi tches  and  jump f rom
swi tch  (or  PBX)  to  sw i t ch ,  mask ing  the  phone  number  f rom which  they
are actually calling.

 

CONDUCTING AN INVESTIGATION

 

There  a re  severa l  approaches  to  manag ing  an  in t rus ion  and  conduc t ing
an invest igat ion.  The SANS Inst i tute  publ i shes  a  ten-s tep approach to  re -
sponding  to  a  secur i ty  inc ident .  Whi le  these  s teps  do not ,  exp l ic i t l y ,  ad -
dress investigation, they are a very good starting point.

Step 1. Remain calm
Step 2. Take good notes
Step 3. Notify the right people and get help
Step 4. Enforce a Òneed to knowÓ policy
Step 5. Use out-of-band communications
Step 6. Contain the problem
Step 7. Make a backup of the affected system(s) as soon as practicable
Step 8. Get rid of the problem
Step 9. Get back in business
Step 10. Learn from this experience

Kenneth Rosenblatt ,  an assistant distr ict  attorney in Santa Clara County,
CA ,  i s  a  we l l - known prosecutor  o f  computer - re l a ted  c r ime .  In  h i s  book ,
High Technology Cr ime Ñ Invest igat ing Cases  Involv ing Computers , (Ken-



   

neth S.  Rosenblatt ,  KSK Publ icat ions,  San Jose,  CA),  the author def ines s ix
specific goals of an investigation of a computer security incident:

1. To understand how the intruder is entering the system
2. To obta in  the  in format ion you need to  jus t i fy  a  t rap  and t race  of  the

phone line the intruder is using
3. To discover why the intruder has chosen the victimÕs computer
4. To gather as much evidence of the intrusion as possible
5. T o  o b t a i n  i n f o r m a t i o n  t h a t  m a y  n a r r o w  y o u r  l i s t  o f  s u s p e c t s ,  o r  a t

least confirm that the intruder is not a current employee
6. T o  d o c u m e n t  t h e  d a m a g e  t o  t h e  v i c t i m  c a u s e d  b y  t h e  i n t r u d e r ,  i n -

c luding the t ime and ef fort  spent by the vict im in invest igat ing the in-
cident and determining the amount of damage to its computer

In  th i s  author Õ s  upcoming  book  on  the  top ic ,  corpora te  inves t iga t ion
teams are offered a specific set of seven steps for meeting those goals:

1. Eliminate the obvious
2. Hypothesize the attack
3. Reconstruct the crime
4. Perform a traceback to the suspected source computer
5. Analyze the source, target, and intermediate computers
6. Collect evidence including, possibly, the computers themselves
7. Turn  your  f ind ings  and  ev ident ia ry  mater ia l  over  to  corpora te  inves -

tigators or law enforcement for follow-up

One should begin the invest igat ion by  gett ing the lay  of  the land.  Two
t h i n g s  m u s t  b e  d o n e  i m m e d i a t e l y .  F i r s t ,  p r e s e r v e  t h e  c r i m e  s c e n e  a n d
s e c o n d ,  g a t h e r  b a s i c  w i t n e s s  i n f o r m a t i o n  t o  g e t  a n  i d e a  o f  w h a t  h a p -
pened and when.

T h e  c r i m e  s c e n e  c a n  b e  p r e s e r v e d  b y  g e t t i n g  p e o p l e  a w a y  f r o m  a n y
computers  or  dev ices  cons idered par t  o f  the  v i r tua l  c r ime scene,  d i scon-
nect ing  any  communicat ions  l inks  to  those  computers ,  and  per forming  a
physical,  or bit stream backup for the purpose of preserving evidence. Then
conduct prel iminary witness interviews, very informally at  this point,  to get
a  r o u g h  p i c t u r e  o f  w h a t  h a p p e n e d .  T h e  n e w s  r e p o r t e r Õ s  f i v e  W s  ( W h o ,
What, Where, When, Why) are a good guideline for this questioning.

O n c e  t h i s  p o i n t  h a s  b e e n  r e a c h e d ,  o b v i o u s l y  w r o n g  e x p l a n a t i o n s  f o r
the  event  can  be  e l im ina ted  and  one  can  beg in  to  hypothes i ze  how the
a t t a c k ,  o r  o t h e r  i n c i d e n t ,  o c c u r r e d .  N e x t ,  a  c o p y  o f  t h e  b a c k u p  w i l l  b e
used ( there  should  be  two:  one for  ev idence and one as  a  working copy)
to create a  mirror of  the af fected computer(s) .  Never work on the original
computer  or  the evidence copy of  backup.  On the mirror ,  begin to recon-
s t ruc t  the  c r ime  and  te s t  the  hypotheses .  A  rep l i ca  o f  the  ne twork  may



   

need to be created in the lab;  at  this  point ,  one may be ready to start  the
process of tracing back to the suspected origin of the event.

Back trac ing is  very  di f f icul t  and,  in  many cases ,  i t  cannot  be done un-
les s  the  in t ruder  i s  on l ine .  However ,  i f  the  in t ruder  was  ca re less ,  there
may be  footpr ints  le f t  on intermediate  machines .  Amateurs  may  not  have
used intermediate systems and will be very easy to back trace.

Nex t ,  beg in  us ing  fo rens i c  techn iques  to  ex t rac t  c lues  f rom the  com-
puters  invo lved .  The  too l s  must  be  spec i f i ca l l y  for  th i s  ac t i v i t y  and  they
must meet several criteria:

¥ they must not alter the data as a side effect of the collection process
¥ they must collect all of the data we want and only the data we want
¥ we must  be  ab le  to  es tab l i sh  tha t  they  worked  proper l y ,  e .g . ,  a s  ad -

vertised
¥ they  mus t  be  accepted ,  genera l l y ,  by  the  computer  fo rens i c  inves t i -

gative community
¥ the results produced must be repeatable

Our  next  s tep i s  ev idence preservat ion and i t  wi l l  cer ta in ly  inc lude a l l
b i t  s t ream backups,  re lated f loppy disks ,  and,  perhaps,  the involved com-
puters  themselves .  Remember  not  to  turn on the  computers  unless  there
i s  a  bootab le  f loppy  in  the  A :  dr ive ,  to  prevent  the  computer  f rom boot -
ing from its hard drive, and perhaps, writing information to the hard disk.

F ina l ly ,  the  f indings  wi l l  be  ana lyzed,  conc lus ions  drawn,  and f ina l  re -
por t  prepared .  The  report  presents  the  conc lus ions ,  the  ev ident ia ry  ma-
ter i a l  to  suppor t  them,  recommendat ions ,  and  lessons  lea rned .  I t  i s  not
oneÕs place to take action unless directed by management to do so.

During the course of  the invest igat ion,  i t  may be necessary  to get  back
on l ine  w i th  the  sys tems  tha t  were  inc luded  in  the  inves t iga t ion .  In  f ac t ,
there  may  be  sys tems  ( servers ,  fo r  example)  wh ich  cannot  be  t aken  out
of  service at  a l l .  That  complicates  the work,  but  i t  i s  important  to remem-
ber  that  bus iness  needs  dr ive  secur i ty  ( inc luding invest igat ions) ,  not  the
other  way  around.  Bus iness  needs  are  never  subordinated to  the  invest i -
ga t ion  unless  forced to  by  outs ide  in f luences  (damage to  the  sys tem,  in -
tervention by law enforcement, etc.).

 

SUMMARY

 

T h e  i n v e s t i g a t i o n  o f  a  c o m p u t e r  s e c u r i t y  i n c i d e n t  i s  c o m p l e x .  S e c u r i t y
pro fess iona l s  must  ba lance  the  need  for  a  Òc leanÓ  inves t iga t ion  wi th  the
over r id ing  need  to  keep  the  bus iness  runn ing  smooth ly  and  implement -
ing  mit igat ing  contro ls  for  the  future .  Most  o f  invest igat ive  work i s  done
before  the  event  even  occurs .  That  work  i s  in  the  form of  in f ras t ructure
p r e p a r a t i o n ,  t r a i n i n g  o f  t h e  C I R T ,  a n d  r e h e a r s a l s  o f  m o c k  i n c i d e n t s .  I f
prepared for  an  event  before  i t  ever  occurs ,  the  int rus ive  port ions  o f  in -



   

ves t iga t ions  can  be  conducted  rap id ly  and the  organ iza t ion  can  get  back
to the business of doing business.

A most important lesson to be taken from this  discussion is  that  the in-
ves t iga t ion  o f  computer  secur i t y  inc idents  cannot  ex i s t  in  a  vacuum.  In -
ves t iga t ion  i s  not  a  s tand-a lone  e f for t .  I t  i s ,  r a ther ,  an  in tegra l  par t  o f  a
c o m p r e h e n s i v e  i n t r u s i o n  m a n a g e m e n t  p r o g r a m .  A  s u c c e s s f u l  i n v e s t i g a -
t ion  i s  suppor ted  and  enab led  by  good  prepara t ion  in  the  fo rm o f  po l i -
c i e s ,  s t a n d a r d s ,  a n d  p r a c t i c e s ,  a s  w e l l  a s  a  w e l l - t r a i n e d  a n d  e q u i p p e d
CIRT ,  in t rus ion  de tec t ion ,  and  logg ing  mechan i sms ,  and  a  genera l l y  se -
cure network.

Inves t iga t ion  o f  computer  secur i t y  inc idents  i s ,  a s  s t a ted  above ,  very
c o m p l e x .  T h e  s u r f a c e  h a s  m e r e l y  b e e n  t o u c h e d  h e r e .  H o w e v e r ,  e n o u g h
has been provided to get  th ings  s tarted to prepare for  what  most  respon-
dents  to  the  FBI/CSI  1998  s tudy  found:  in t rus ions  are  becoming an  inev -
itable fact of business life.
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