Digital Signatures

e A digital signature verifies the authenticity of digital messages or documents.

e Avalid digital signature gives the recipient a very strong reason to believe that:
o the message was created by a known sender.
o the message was not altered in transit.

e A digital signature of a file is the hash of that file encrypted with the private key of the one that signs.

Data

o-" Digitally Signed

Private Key Document

Slgner —— g
— Hash e :
— —_— 1000111010 -— r'l(,ly{)tl!.‘ﬂ —_— 1110100101
Algorithm

Hash

_— 1000111010 Verifier
7/ Algorithm Signature is valid
Hash when hash values
are equal ——
e —— 00111010 reas
Digitally Signed

Document w‘

Public Key

10100101

Decryplion s———— ] 100




