Web Socket Abuse

Web Sockets are easy to ignore, which means they can be a fruitful place to test!

ldeas

Treat anything you see in a WebSockets message the same as you would if it were anyplace
else.

Walk-Thru

Make sure you have Firefox set to use your Burp Suite as a proxy, and that the Proxy >
Intercept pane says "Intercept is off"

1. Think back to previous labs and remember that as soon as you solved any challenge, the
browser immediately showed that green banner. This is done via Web Sockets.

2. In Burp Suite, go to Proxy > WebSockets History

3. Find the item in the history that includes a message. To find them, look for larger numbers in
the "Length" column, and "To client" in the "Direction" column.

|/ Dashboard r I Target . r Proxj;r r " Intruder |/_
rlntercept rHTFP history rWebSOCketsE’c‘E:_ry

Filter: Showing all items \\

# - URL Diredion | Bdited | Length| Comment | TLS Time

1 http:/flocalhost: 3000/socket.io/ |- To sender . .IB 18:39:54 2,
2 http:/flocalhost:3000/socket.io/ [« To client N\ |6 18:39:54 2,
3 http:/flocalhost:3000/socket.in/ [+ To server 18:39:54 2.
4 http://localhost:3000/socket.io/ |« To client 253 18:39:54 2.
8 http://localhost: 3000/socket.io/ |« To client 229 18:39:54 2.
6 http://localhost: 3000/socket.io/ |« To client 249 18:39:54 2.
7 http:/flocalhost:3000/socket.io/ [« To client 306 18:39:54 2,
1 Il

Message

1 42["challenge solved",{"key":"forgottenBackupChallenge", "name":"Forgotten Sales Backup","chall
Sales Backup (Access a salesman's forgotten backup
file. )", "flag":"9854fa072c745fale8a55f 068752801 7483856b1" , "hidden" : false, "isRestore" : true}]

4. Right-click on the message and choose "Send to Repeater"”



5. In Repeater, you may have a "Reconnect" button and a grayed out "write" slider, like in the
image below.
If you don't have that button and the slider is green, skip to step 6.

If your window looks like the one below, click the "Reconnect” button or click on the slide switch
above it.

WebSocket ID: 1 : http:/flocalhost: 3000/socket.iof ® V40

Send WebSocket Message

i- Senc | , Reconnect

Raw Hex

1 42["challenge A
solved",{"key": "forgottenBackupChallenge", "name": "Forgotten Sales
Backup"."challenge": "Forgotten Sales Backup (Access a salesman's
forgotten backup
file.)","flag": "9854fa972c745fale8a55f0687528b1 748385601 ", "hidden”
:false, "isRestore" :true}]

Repeater Looks Different for WebSockets

5A. In the "Select WebSocket" window that opens, click "Select existing connection"



Select WebSocket

Specify the details of the server to connect to.

Host: [localhost

Port: |3000 |

[[]Use HTTPS

Reguest Response |

['Haw [/Headerﬁ r’Hex Ifﬁender

[

HTTP/1.1 400 Bad Request
2 Connection: close

3 Content-type: text/html

4 Content-Length: 18
2

6

Session ID unknown

L4

(:){:} & || = | |5earch...

| 0 matches \n

Pretty

Cancel

Select existing connection

Connect

Attach to An Existing WebSocket

5B. Select a row with a checkmark in the "Connected" column, then click "Attach"




- Select WebSocket - +

Select a WebSocket to attach to or create a new one.

WebSocket...| Source Time = Connected URL

k5 Proxy 20:07:09 25 Jun ... | »~~ ~, [|http:/flocalhost:3000/socket. iof

14 Proxy 20:06:5225Jun... | [ « ttp:/flocalhost: 3000/socket.io/

13 Repeater|20:06:24 25 Jun ... | “~—"|httpw{localhost: 3000/socket.io/

12 Repeater|20:06:19 25 Jun ... http:/floealhost: 3000/socket.iof

11 Repeater|20:06:09 25 Jun ... http:/flocalfmst: 3000/socket.io/

10 Promy 20:05:49 25 Jun ... http:/flocalhost™000/socket.io/

g Proxy 20:05:00 25 jun ... http:/flocalhost: 3080/socket.io/

B Proxy 19:42:38 25 Jun ... http:/flocalhost: 3000%gocket.io/

7 Proxy 19:37:30 25 Jun ... http:/flocalhost: 3000/shgket.io/

5 Proxy 19:36:46 25 Jun ... http:/flocalhost: 3000/socket.iof

g Proxy 19:36:40 25 Jun ... http:/flocalhost: 3000/sockdt.io/

4 Proxy 19:27:35 25 jun ... http:/flocalhost: 3000/socket\o/

3 Proxy 18:42:23 25 Jun ... http:/flocalhost: 3000/socket. i/

2 Proxy 18:42:01 25 jun ... http:/flocalhost: 3000/socket.iok

1 Proxy 18:39:53 25 Jun .., http:/flocalhost: 3000/socket.iof\

v
Cancel MNew WebSocket Clone Attach

Choose a "Connected" Item from the List

6. Now that you've reconnected to a socket, go to the "Send Websocket Message" pane and
edit the "challenge" parameter's value to be whatever you want it to be.

WebSacket ID: 14 : http:/flocalhost:3000/socket.iof C @V40)
Send WebSocket Message

Send To client |w Select next message received
Raw Hex
1 42["challenge -

solved", {"key":"forgottenBackupChallenge", "name": "Forgotten Sales
Backup", "challenge":"Fake a green banner for a challenge you didn't
solve!", "flag": "9854fa072c745fa0e 8555 0687528b1 f 48385601 ", "hidden" : fals
e, "1sRestore":truel}]

Make Your Attack Here



7. Make sure the "Direction" dropdown says, "To client" and then click "Send"

8. Go back to your browser to see your forged message right below the legitimate one (if the
legitimate one was still there)

local

C(_—\u = @ 1 |®|Q} 23 @ localhost:3000/#/privacy-: »»» 1‘.}] + INn @ & =

B OWASP Juice Shop

You successfully solved a challenge: Forgotten Sales Backup (Access a salesman's
forgotten backup file.) X

You successfully solved a challenge: Fake a green banner for a challenge you
didn't solve!

or

(© 25 E2 localhost:2000/+ "'l oino» =

You successfully solved a challenge: Fake a green
banner for a challenge you didn't solve!

11. This is not one of the defined challenges in Juice Shop, so you don't get a real banner to go
along with your fake banner. If you are sad about that, console yourself with more fake banners.



