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Lab-1010 (Challenge): “This is getting heavy, Doc...”  
 

Evidence: lab-1010.pcap 

Takeaways: Students will analyze provided network packet capture evidence of a 

compromised network scenario and attempt to solve “what happened” with as much 

detail as possible.    

The scenario: 

Dr. E. Brown was notified by Strickland’s Incident and Event Management (SIEM) system of a possible 

breach in his network. He quickly dispatched his Incident Handler to obtain a network packet capture 

over the period of four days and believe they have most of the traffic. Dr. Brown is seeking YOUR help to 

understand what happened…should he be concerned? 

*************************************************************************** 

Slacker Alert:  
Impersonation Alert: The domain “ebrown-enterprises[.]com” was detected as a potential 

impersonation of the domain e-brown-enterprise[.]com.  

First Detected: 2020-09-20 00:20:30 UTC 
Last Detected: 2020-09-20 00:20:30 UTC 
*************************************************************************** 
 
e-brown-enterprises.com (Dr. Brown’s legitimate domain) 
mail.e-brown-enterprises.com (173.230.154.59) 
192.168.88.0/24 (IP space inside Dr. Brown’s network)   
 
 
What happened? 
 
Timeline of Key Events 
 
Should Doc be worried? 
 
IOCs? 
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*************************************************************************** 

Solution to Challenge 
*************************************************************************** 
 
 

 
SMTP and Unknown UDP Traffic – Zeek conn.log 

 
 

 
Email Message – Phish Sent to Doc Brown 

 
 



© 2021 0Byte 0ffset, LLC 
 
DO NOT DISTRIBUTE 
 

 
Base64 Content of Attachment in Email  

 
 

 
TCP Stream Extracted via Wireshark 
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Attachment Decoded from Base64 in Email 

 
 

strings 2021-benefit.pdf |grep -i http 

 

 
Strings in PDF Indicated a Link to ebrown-enterprises.com 

 
Extracted URL: 
hxxp://ebrown-enterprises[.]com/savetheclocktower/annual-benift.doc 
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Wireshark View of Link Fetched 

 
 

 
Wireshark used to Extract annual-benift.doc from Capture 

 
 
 

strings annual-benefit.doc 
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Strings in Word Document Showed VBA (macro) and PowerShell Command 

 
 

file savetheclocktower.jpg 

 

 
File Command against JPEG File Showed Actual JPEG 
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savetheclock.jpg 

 
 

yara ~/yara_rules/xorsigs.yar savetheclock.jpg -s 

 

 
Yara Rule Indicated an Xor-Encoded EXE inside JPEG 

 
 



© 2021 0Byte 0ffset, LLC 
 
DO NOT DISTRIBUTE 
 

 
Attempt to Xor-Decode EXE Reveal Lots of ‘0x88’ Bytes 

 
 
 
 

 
single_byte.py Script used to Null and Key Escape the Xor Routine 
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EXE Found at 0x9609 Offset of JPEG File (savetheclock.jpg) 

 
 
 
 
 

 
File Command Confirmed Windows Executable 
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Hash of Extracted EXE Match in VirusTotal 

 

 
ICMP Traffic in Zeek conn.log 

 
 

 
ICMP Traffic viewed in Wireshark Indicated Command Shell Activity 

 

tshark -nnr no-UDP-443.pcap -Y 'icmp' -T fields -E separator='|' -e ip.src -e 
'data.data' |cut -f 1,3 -d ' ' |cut -f 2 -d '|' |grep -oP '[0-9a-f]{1,}' > icmp.out 
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ICMP Payload Data Extracted via Tshark 

 
 

 
CyberChef used to Decode Hex of ICMP Payload 
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Decoded ICMP Payload 

 
 
 
 

 
Decoded ICMP Payload 
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Decoded ICMP Payload Revealed Scheduled Job to Run Bat File 

 
 

 
DNS Traffic in Zeek dns.log Indicated DNSFtp Activity 

 

cat dns.log |grep 'e-brown-enterprises\.com' |grep -P '\tTXT\t' |cut -f 22 |cut -f 3 -d 
' ' > b64.out 
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cat b64.out |base64 -di |xxd 

 

 
Extracted/Decoded TXT Content Revealed Windows Executable File 

 
 
 

 
MD5 Hash of Extracted Executable 
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Hash Lookup in VirusTotal Showed 0 AV Hits – Command line RAR 

 

 
Decoded ICMP Payload Data Indicated Download of EXE File 
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Decoded ICMP Payload Data Revealed Rar Activity 

 
 
 

 
Decoded ICMP Payload Data Captured Files Being Encrypted and Archived 
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cat conn.log |grep -vP '\tudp\tdns\t' |less -S 

 

 
Filtered Zeek Logs (DNS Traffic Filtered Out) 

 
 

 
Wireshark Filter (http and tcp.port==8000) Showed HTTP POST Traffic 

 
 

 
HTTP Stream View in Wireshark Showed Rar File Exfiltrated 
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Zeek smtp.log Showed Two Messages from Same Sender 

 
 

 
TCP Stream of SMTP Traffic – Email Message Informed Dr. Brown of Attack 

 
 
 



© 2021 0Byte 0ffset, LLC 
 
DO NOT DISTRIBUTE 
 

 
Decoded ICMP Payload Data – Attacker Cleaning up and Leaving a Message Behind 

 

IOCs 
 

• bf57cb1e6092a25830b5ca8765a49fa6 (2021-benefit.pdf – Attachment in email/phish) 
 

• ebe42aa05e9c4c23ded0a62e03ad3785 (annual-benift.doc – Document containing VBA macro to 
download savetheclock.jpg and start icmp tunnel) 

 

• 57c456ab29c300ea9b7aa62fd9f20ba0 (icmpsh.exe – XOR/Embedded in savetheclock.jpg) 
 

• hxxp://ebrown-enterprises[.]com/savetheclocktower/annual-benift.doc (embedded link in PDF 
Attachment) 

 

• hxxp://ebrown-enterprises[.]com/savetheclock.jpg (JPEG Image with XOR/Embedded 
Executable) 

 

• ebrown-enterprise[.]com (Doppel Domain Controlled by Attackers) 
 

• 137.184.39.243 (Attacker Command-and-Control Server)  
 
 
*************************************************************************** 

End Solution to Challenge 
*************************************************************************** 
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The following approach can be taken to remove the UDP/443 traffic which removes added “noise” 
from the capture. 
 

 
QUIC Traffic Identified over UDP/443 

 
Apply the following Wireshark filter, then save only packets displayed: 

!(udp and udp.port==443) 

 
Wireshark used to Save Only displayed Packets 

 

 
Reduced pcap Size from 207MB to 3.9M 


