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• Could debug apps using the JDB (Java Debugger) 

• Find out which apps are debuggable  

• dz > run app.package.debuggable 

• If an app is not debuggable, reverse and add 
android:debuggable=true to AndroidManifest.xml 

• Relies on JDWP 

• Official docs : https://docs.oracle.com/javase/7/docs/
technotes/tools/windows/jdb.html

JDB
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• Java Debugging Wire Protocol 

• Introduced in JDK 1.4.2 

• Used to debug java apps running in JVM 

• Also supported by DVM  

• Could also use JSwat (https://github.com/
nlfiedler/jswat) which runs on JDWP 

JDWP
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• dz> run app.activity.start —component [package 
name] [activity name] 

• adb shell ps | grep ‘packagename’ or  
adb jdwp 

• adb forward tcp:[localport] jdwp:[port on device] 

• jdb -attach localhost:[localport]

Debugging app using JDB
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• classes 

• methods com.android.insecurebank.RestClient 

• stop in com.android.insecurebank.RestClient.dotransfer 

• go to the app and initiate the transfer 

• where 

• locals 

• set amount=“2000” 

• dump this 

• eval dotransfer(“192.168.161.180”,”8080","12345","56788","1337")
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