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• Reverse Engineering and Malware Analysis framework 

• Open Source  

• Really handy for analyzing applications  

• https://github.com/androguard/androguard

Androguard 101
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https://github.com/androguard/androguard


• Load up Androguard - Androlyze  

• Get all the activities, permissions and services  

• How to find classes and methods?  

• What about source code ? 

Getting Started
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• androlyze -s 

• myapp = APK(‘/absolute/path/of/apk’)

• myapp.get_activities()

• myapp.get_permissions()

Getting Started
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Finding Activities
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Finding Services
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Finding permissions
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Identifying Content Providers
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And a lot more
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Gives you Manifest in xml

Getting XML of Manifest
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All the permissions and details

Application Permission Details
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All the files inside the APK package

Files
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Package Name

Package Name
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Whether a valid APK 

Whether a valid APK or not
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• d = dvm.DalvikVMFormat(myapp.get_dex())  
 

Retrieving all classes
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• d = dvm.DalvikVMFormat(myapp.get_dex())  
 

Dalvik Virtual Machine

App instance we created earlier 

Getting DEX content 

Retrieving all classes
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Print out all the class names  

• for class in d.get_classes():  
     print class.get_name()

Retrieving all classes
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Print out all the method names  

• for method in d.get_methods():  
     print class.get_name()

Retrieving all classes

© 2015 - Pentester Academy and Attify



Print methods corresponding to 
each class

HANDS-ON LAB 
ATTIFY’’ 
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