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Module	
  2:	
  IntroducSon	
  to	
  Shellcoding	
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11.	
  Execve	
  JMP-­‐CALL-­‐POP	
  Shellcode	
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Is	
  there	
  a	
  need	
  for	
  exit()	
  

•  execve	
  does	
  not	
  return	
  if	
  successful	
  	
  

•  there	
  is	
  no	
  need	
  for	
  exit()	
  to	
  be	
  called	
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Execve	
  

/bin/sh,	
  0x0	
   Address	
  of	
  /bin/sh,	
  0x0000000000000000	
  
	
  	
  

0x0000000000000000	
  
	
  

We	
  cannot	
  have	
  NULLs	
  in	
  the	
  Shellcode	
  

RDI	
   RSI	
  RDX	
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Approach	
  

/bin/bash	
   A	
   BBBBBBBB	
   CCCCCCCC	
  

IniSal	
  String	
  

1 Use	
  JMP-­‐CALL-­‐POP	
  to	
  find	
  the	
  address	
  of	
  the	
  string	
  

2 Convert	
  “A”	
  to	
  0x0	
  	
  

3 Convert	
  “BBBBBBBB”	
  to	
  address	
  of	
  “/bin/bash”	
  

/bin/bash	
   0x0	
   Addr	
   0x0000000000
000000	
  

4 Convert	
  “CCCCCCCC”	
  to	
  	
  0x00000000	
  

RDI	
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Approach	
  

/bin/bash	
   0x0	
   Addr	
   0x0000000000
000000	
  RDI	
  

RDX	
  RSI	
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