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Bad	  Characters	  
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Bad	  Characters	  

•  Input	  sent	  to	  the	  program	  is	  filtered	  

	  

•  Input	  Delimiters	  	  
–  e.g.	  0x00	  for	  a	  string	  
–  e.g.	  0x0a	  0x0d	  for	  HTTP	  Header	  fields	  	  

•  Will	  be	  Applica'on	  and	  Developer	  Logic	  Specific	  
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Why	  should	  this	  bother	  us?	  

•  If	  our	  shellcode	  contains	  a	  bad	  character(s)	  
then	  it	  will	  break	  the	  exploit	  	  

•  How	  common	  are	  bad	  characters?	  VERY!!!	  
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Generic	  Bad	  Character	  Program	  



©SecurityTube.net	  

Pentester	  Academy	  


