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Automa'ng	  Bad	  Character	  Detec'on	  
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Challenges	  in	  Bad	  Character	  Detec'on	  

•  Painfully	  manual	  

•  Visual	  Inspec'on	  
– characters	  can	  be	  transformed	  which	  one	  might	  
overlook	  
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What	  if	  we	  had	  a	  tool	  …	  

•  Could	  generate	  character	  sets	  

•  Compare	  memory	  loca'on	  with	  the	  generated	  
character	  sets	  used	  

•  Finds	  bad	  characters	  using	  the	  above	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Enter	  Mona.py!	  	  
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Mona.py	  

•  hNp://redmine.corelan.be/projects/mona	  	  

•  Created	  by	  the	  Corelan	  Team	  (Peter)	  

•  Plugin	  for	  Immunity	  Debugger	  

•  hNps://www.corelan.be/index.php/2011/07/14/
mona-‐py-‐the-‐manual/	  	  (Documenta'on)	  
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Minishare	  

•  Bad	  Character	  Detec'on	  using	  Mona.py	  

•  Minishare	  
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Step	  	  1:	  Set	  Working	  Folder	  for	  Mona	  
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Step	  2:	  Generate	  Bytearray	  
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Step	  3:	  Find	  Bad	  Character	  	  
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Step	  4:	  Create	  Bytearray	  with	  Exclusions	  
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Step	  5:	  Repeat	  and	  Find	  All	  Bad	  Chars	  
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