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Collecting Volatile Data
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High Level Process
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Data to Collect

e Date and Time

- Clock may be skewed
- Might be in different timezone

* Network interfaces

- Funny networks
- Promiscuous mode?

e Network connections

©SecurityTube.net



Data to Collect (cont.)

* Open ports

* Programs associated with ports
* Running processes

* Open files

* Routing tables

* Mounted filesystems

* Loaded kernel modules
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Collecting Data
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