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Pentesting Routers: Default Credentials on

SSH, SNMP, Telnet etc.
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Setting up the Lab

Vyatta Router Community [Running]

snmp community public authorization ro

set serwvice snmp community private authorization rw

dvyatta® commit
Jice ssh ]

OpenBSD Secure

[ service https

Stopping weh server: lighttpd.
Starting weh serwver: lighttpd.
Stopping “VEer

Starting
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Scanning with Nmap
-

:~# nmap -sV -n 192.168.1.1

Starting Nmap 6.25 ( http://nmap.org ) at 2013-05-25 09:12 EDT
Nmap scan report for 192.168.1.1

Host 1s up (0.00019s latency).

Not shown: 996 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.5p1 Debian 6+squeeze2 (protocol 2.0)
23/tcp open telnet Vyatta router telnetd
80/tcp open http lighttpd 1.4.28

443/tcp open ssl/http lighttpd 1.4.28
MAC Address: 08:00:27:31:1D:17 (Cadmus Computer Systems)
Service Info: 0S: Linux; Device: router; CPE: cpe:/o:1linux:1linux_kernel

Service detection performed. Please report any incorrect results at http:
Nmap done: 1 IP address (1 host up) scanned in 12.39 seconds
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Are there any UDP Services?

| :~# nmap -sU -p 161 -n -sV 192.168.1.1
Starting Nmap 6.25 ( http://nmap.org ) at 2013-05-25 09:24 EDT
Nmap scan report for 192.168.1.1

Host is up (0.00033s latency).

| STATE SERVICE VERSION

161/udp open snmp SNMPv1 server (public)

MAC Address: 08:00:27:31:1D:17 (Cadmus Computer Systems)
Service Info: Host: vyatta
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Running Nmap Scripts

:~# nmap -sU -p 161 -n -sV -sC 192.168.1.1

iStarting Nmap 6.25 ( http://nmap.org ) at 2013-05-25 09:25 EDT
INmap scan report for 192.168.1.1

Host 1s up (0.00054s latency).

PORT STATE SERVICE VERSION

161/udp open snmp SNMPv1 server (public)

| snmp-hh3c-logins:

| baseoid: 1.3.6.1.4.1.25506.2.12.1.1.1

| snmp-interfaces:

| lo

| IP address: 127.0.0.1 Netmask: 255.0.0.0

| Type: softwareLoopback Speed: 10 Mbps

| Traffic stats: 133.75 Kb sent, 133.75 Kb received

| ethO

| IP address: 192.168.1.1 Netmask: 255.255.255.0

| MAC address: 08:00:27:31:1d:17 (Cadmus Computer Systems)
| Type: ethernetCsmacd Speed: 100 Mbps

| Traffic stats: 22.09 Mb sent, 24.34 Mb received

| ethl

| MAC address: 08:00:27:74:be:7d (Cadmus Computer Systems)
| Type: ethernetCsmacd Speed: 100 Mbps

| Traffic stats: 0.48 Kb sent, 26.80 Kb received

| eth2

| MAC address: 08:00:27:51:10:07 (Cadmus Computer Systems)
| Type: ethernetCsmacd Speed: 100 Mbps
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