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SSH	  Dic,onary	  /	  Bruteforce	  AFack	  

•  Default	  passwords	  for	  maintenance	  accounts	  

•  Short,	  guessable	  passwords	  as	  mul,ple	  
admins	  on	  most	  networks	  

•  Dic,onary	  or	  Bruteforce	  aFack	  most	  common	  
against	  SSH	  
– Setup	  an	  SSH	  server	  with	  sta,c	  IP	  	  
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Configure	  VyaFa	  for	  AFack	  
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Generate	  the	  Word	  List	  
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SSH	  Dic,onary	  AFack	  
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Hydra	  
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Ncrack	  
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Medusa	  
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Medusa	  SSH	  Bruteforcing	  
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