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  hFp://www.securitytube-­‐training.com	
  	
  
	
  
Pentester	
  Academy:	
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Pentes,ng	
  Windows	
  Environments:	
  
Study	
  Plan	
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The	
  Windows	
  Universe	
  

•  Endpoints	
  -­‐	
  Laptops,	
  Worksta,ons,	
  Phones	
  
	
  
	
  
•  Servers	
  -­‐	
  	
  Web	
  Servers	
  and	
  other	
  services	
  

•  Enterprise	
  Environments	
  –	
  Domain	
  
Controllers,	
  AD	
  etc.	
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Penetra,ng	
  Systems	
  

•  SoQware	
  Bugs	
  
– Core	
  Windows	
  
– 3rd	
  Party	
  
	
  

•  SoQware	
  Misconfigura,on	
  

•  Social	
  Engineering	
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Lab	
  Setup	
  

•  Windows	
  Licensing	
  	
  

•  Setup	
  your	
  own	
  lab	
  
– Learn	
  to	
  create	
  vulnerabili,es	
  
– Learn	
  to	
  FIX	
  them	
  J	
  	
  

	
  


