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Pentes,ng	  Windows	  Endpoints:	  
SoMware	  Based	  Vulnerabilites	  
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Basics	  of	  Vulnerabili,es	  

•  Metasploit	  course	  on	  Pentester	  Academy	  

•  hFp://PentesterAcademy.com/topics	  	  
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Lab	  Setup	  
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BadBlue	  2.72b	  

hFp://www.exploit-‐db.com/exploits/16806/	  	  
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Penetra,ng	  Systems	  

•  SoMware	  Bugs	  
– Core	  Windows	  
– 3rd	  Party	  
	  

•  SoMware	  Misconfigura,on	  

•  Social	  Engineering	  
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