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Pentes,ng	  Windows	  Endpoints:	  
SoMware	  Misconfigura,on	  
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RDP	  Misconfigura,on	  

•  Allowing	  RDP	  for	  all	  accounts	  
– Weak	  User:Pass	  for	  even	  SINGLE	  account	  

•  No	  account	  lockout	  policy	  

•  Using	  Default	  Port	  for	  RDP	  3389	  	  
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Weak	  Passwords	  for	  RDP	  
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Nmap	  Scan	  
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Ncrack	  RDP	  Bruteforce	  
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