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Pentes&ng	  Windows	  Endpoints:	  
Social	  Engineering	  
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Social	  Engineering	  

•  A7acking	  the	  weakest	  link	  in	  the	  chain	  –	  HUMAN	  

•  Techniques	  evolve:	  
– Mails	  	  
– Websites	  
–  HID	  devices	  	  
–  …	  

•  SET	  by	  Dave	  Kennedy	  
–  h7ps://www.trustedsec.com/downloads/social-‐engineer-‐
toolkit/	  	  
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Payload	  as	  Executable	  
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Create	  an	  EXE	  
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Social	  Engineer	  and	  Execute	  
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Firewall	  Down	  for	  this	  Demo	  
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Connect	  to	  Bind	  Shell	  via	  Handler	  
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AV!	  AV!	  AV!	  
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AV	  Evasion	  

•  Cat	  and	  Mouse	  game	  

•  Techniques	  constantly	  evolving	  

•  Encoding	  /	  Cryp&ng	  /	  Custom	  Binaries	  

•  NO	  SILVER	  BULLET	  
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Pentester	  Academy	  


