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Pentes,ng	  Windows	  Endpoints:	  
AV	  Evasion	  using	  Python	  
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AV	  Bypass	  

•  No	  Silver	  Bullet	  

•  Need	  to	  improvise	  methods	  always	  	  

•  Custom	  techniques	  /	  code	  more	  difficult	  to	  
beat	  
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Python	  to	  EXE	  

•  Pyinstaller	  

hFp://www.pyinstaller.org/	  	  
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Python	  Script	  to	  Launch	  Shellcode	  

•  Pyinstaller	  Win32	  Shellcode	  Runner	  

hFp://pastebin.com/rrhcGeHh	  	  
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Convert	  to	  EXE	  
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