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Pentes,ng	  Windows	  Endpoints:	  
Win7	  Hash	  Dumping	  and	  Mimikatz	  
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Pre-‐Requisites	  

•  Running	  as	  System	  	  

•  UAC	  Bypass	  done	  
– covered	  in	  previous	  video	  
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Dumping	  Hashes	  

•  Smart	  Hashdump	  

•  Hashdump	  
–  inject	  into	  lsass	  

•  John	  the	  Ripper	  to	  crack	  
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Mimikatz	  –	  Dumping	  Cached	  Creds	  

•  Integrated	  in	  Metasploit	  

•  Can	  dump	  creds	  from	  memory	  

•  Cached	  passwords	  used	  for	  Digest	  
Authen,ca,on	  as	  well	  

	  



©SecurityTube.net	  

Pentester	  Academy	  


