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Pentesting Windows Endpoints:

Win7 Hash Dumping and Mimikatz
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* Running as System

e UAC Bypass done

— covered in previous video
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Dumping Hashes

* Smart Hashdump

e Hashdump

— inject into Isass

* John the Ripper to crack
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Mimikatz — Dumping Cached Creds

* Integrated in Metasploit

 Can dump creds from memory

e Cached passwords used for Digest
Authentication as well
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Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo

TOPICS PRICING WHY SUBSCRIBE MEMBER ACCESS

Pentester Academy Introduction

3 Revolutionizing Infosec Training

> Highly Technical, Hands-on, Affordable

Start Learning Today!
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Different Processors — Different Assembly
Language
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Challenge 7: Cracking Digest Challenge 7: Cracking Digest Module 1: GDB Test Solution Module 1: CPU Information
Authentication Solution Authentication in x86_64 Assembly Language and in x86_64 Assembly Language and
in WAP Challenges in WAP Challenges Shellcoding on Linux Shellcoding on Linux

©SecurityTube.net



