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Pentesting Windows Endpoints:

Windows Sessions, Stations and Desktops
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Sessions, Station and Desktops

* Session
— single user’s logon session

e Stations
— security boundary to contain desktops + processes

e Desktops
— GUI objects allocated

http://blogs.technet.com/b/askperf/archive/2007/07/24/sessions-desktops-and-windows-stations.aspx

http://www.brianbondy.com/blog/id/100/
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Sessions, Stations and Desktops
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http://blogs.msdn.com/b/coreinternals/archive/2009/08/19/session-window-station-desktop.aspx?Redirected=true
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* Only windows station which can interact with
user

e 3 Desktops
— Default
— Winlogon
— Disconnect
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