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Pentes,ng	  Windows	  Endpoints:	  
Tampering	  the	  PAC	  	  
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Proxy	  Auto	  Config	  or	  PAC	  

•  Used	  for	  assigning	  proxies	  based	  on	  policies	  	  

•  Very	  common	  in	  Enterprises	  

•  File	  is	  wriFen	  in	  Javascript	  and	  runs	  within	  a	  
sandbox	  



©SecurityTube.net	  

Wri,ng	  a	  PAC	  File	  

hFp://findproxyforurl.com/pac-‐func,ons/	  	  
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Metasploit	  Post	  Module	  



©SecurityTube.net	  

Security	  Concerns	  

•  Single	  file	  controls	  where	  the	  browser	  goes	  to	  
fetch	  URLs	  

•  Can	  be:	  
–  Local	  (overwriFen	  in	  post	  exploita,on	  phase)	  
–  Remote	  (breaking	  into	  server	  or	  MITM	  over	  network)	  

•  Very	  popular	  among	  malware	  authors	  
–  hFps://www.securelist.com/en/analysis/204792308/
PAC_the_Problem_Auto_Config	  	  
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