
©SecurityTube.net	  

Network	  Pentes,ng	  

Vivek	  Ramachandran	  
SWSE,	  SMFE,	  SPSE,	  SISE,	  SLAE,	  SGDE	  Course	  Instructor	  

Cer,fica,ons:	  	  	  	  	  	  	  	  	  	  	  	  	  hFp://www.securitytube-‐training.com	  	  
	  
Pentester	  Academy:	  	  hFp://www.PentesterAcademy.com	  	  



©SecurityTube.net	  

Pentes,ng	  Windows	  Endpoints:	  
Blocking	  Websites	  using	  a	  Malicious	  PAC	  
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Blocking	  AV	  sites	  using	  Malicious	  Websites	  

•  Point	  browser	  to	  127.0.0.1:Closed_Port	  for	  
any	  site	  you	  would	  like	  to	  blackhole	  

•  Malware	  do	  this	  for	  AV	  websites	  

•  Legi,mate	  use	  is	  to	  block	  AD	  networks	  
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