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USB Hosts and Hubs



* Every PC has at least one host controller
* Manage data on USB bus(es)
* Send/receive data to devices
* Poll devices (where required)

* Most USB 2.0 chipsets support Enhanced
Host Controller Interface (EHCI) standard

* Most USB 3.0 chipsets support
Extensible Host Controller Interface
(xHCI) standard
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Finding USB Host Controllers

* Lspci | grep USB

— = =

phil@i3touch: ~f/PentesterAcademyfusb-Forensics
phil@i3touch:~/PentesterAcademy/usb-forensics$ lspci | grep USB
00:14.0 controller: Intel Corporation 8 Series XHCI HC (rev 04)
00:1d.0 controller: Intel Corporation 8 Series EHCI #1 (rev 04)
phil@i3touch:~/PentesterAcademy/usb-forensics$ |}
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Host Controller Architecture

Client software
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IUSE 2.0 Host Controller Hardware



e Monitor insertion/removal
* Manage power

* Root hubs directly connected to
host controller

e USB 3.0 hubs
e Contain a USB 2.0 hub

* Are actually switches
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Hubs and USB 3.0
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Host and Hub Demo

©SecurityTube.net



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8

