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USB Basics: Descriptors
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USB Descriptors

* They describe things
* Have a standard format

* 1st byte is the length in bytes (so you known when
you're done)

* 2nd byte determines type of descriptor
* Remaining bytes are the descriptor itself

* Common types
* Device: tells you basic info about the device

* Configuration: how much power needed, number of
interfaces, etc.

* Interface: How do | talk to the device
* Endpoint: Direction, type, number, etc.
* String: Describe something in unicode text
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Device Descriptors

bLength Number 18 bytes

1 bDescriptorType 1 Constant Device Descriptor
(0x01)

2 bcdUSB 2 BCD 0x200

4 bDeviceClass 1 Class Class Code

5 bDeviceSubClass 1 SubClass Subclass Code

6 bDeviceProtocol 1 Protocol Protocol Code

7 bMaxPacketSize 1 Number Maxi Packet Size EPO

8 idVendor 2 ID Vendor ID

10 1dProduct 2 ID Product ID

12 becdDevice 2 BCD Device Release Number

14 iManufacturer 1 Index Index of Manu
Descriptor

15 iProduct 1 Index Index of Prod Descriptor

16 1SerialNumber 1 Index Index of SN Descriptor

17 bNumConfigurations 1 Integer Num Configurations
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Configuration Descriptors

m Field Size Value Description

0 bLength 1 Number Size in Bytes

1 bDescriptorType 1 Constant  0x02

2 wTotalLength 2 Number Total data returned

4 bNumIinterfaces 1 Number Num Interfaces

3) bConfigurationValue 1 Number Con number

6 iConfiguration 1 Index String Descriptor

7 bmAttributes 1 Bitmap b7 Reserved, set to 1.

b6 Self Powered
bS5 Remote Wakeup
b4..0 Reserved 0.

8 bMaxPower 1 mA Max Power in mA/2
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Interface Descriptors

Field

bLength
bDescriptorType
binterfaceNumber
bAlternateSetting
bNumEndpoints
binterfaceClass
binterfaceSubClass
binterfaceProtocol

iInterface

Size Value

e N N, NS, N, . . U, §

Number
Constant
Number
Number
Number
Class
SubClass
Protocol

Index
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Number of Interface
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Number of Endpoints used
Class Code

Subclass Code

Protocol Code

Index of String Descriptor



Endpoint Descriptors

Offset Field Size Value Description

0 bLength 1 Number Size of Descriptor (7
bytes)

1 bDescriptorType 1 Constant  Endpoint Descriptor (0x05)

2 bEndpointAddress 1 Endpoint  b0..3 Endpoint Number.
b4..6 Reserved. Set to
Zero
b7 Direction 0 = Out, 1 =
In

3 bmAttributes 1 Bitmap b0..1 Transfer Type 10 =
Bulk
b2..7 are reserved.

4 wMaxPacketSize 2 Number Maximum Packet Size

6 binterval 1 Number Interval for polling

endpoint data
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String Descriptors

Offset Field Size Value Description

0 bLength 1 Number Size of Descriptor in Bytes
1 bDescriptorType 1 Constant  String Descriptor (0x03)

2 bString n Unicode Unicode Encoded String

Note: String O is a special case that lists available languages.
Most common is 0x0409 — U.S. English

©SecurityTube.net



USB Connections

 Device is connected
« Hub detects
* Host (PC) is informed of new device

* Hub determines device speed capability as indicated by
location of pull-up resistors

* Hub resets the device

* Host determines if device is capable of high speed (using
chirps)

* Hub establishes a signal path

* Host requests descriptor from device to determine max
packet size

* Host assigns an address

* Host learns devices capabilities

* Host assigns and loads an appropriate device driver (INF file)
* Device driver selects a configuration
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USB Descriptor Demo
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