


Just Enough Admin (JEA)

Note: For the “PowerShell Remoting” and “Just Enough Admin (JEA)” labs you will need a second lab virtual machine. You can create the second virtual machine by selection option 2 during the setup described here.

Just Enough Administration (JEA) is a PowerShell feature that allows administrators to tightly control what functions, cmdlets and external programs are available to users of PowerShell sessions. The permissions can be set per user or group, and they can even allow users who are not administrators to perform specific administrative actions.

In this lab, we are going to connect to the Remote VM and run a JEA setup script. Then we will return to our main VM and connect to our remote JEA endpoint using PowerShell Remoting.

Use the Remote.rdp shortcut on the desktop to connect to your remote VM from your main VM.
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Login with that same credentials you use to log into your main VM (IEUser:Passw0rd!). If you have connected correctly, you’ll see a remote lab VM with the desktop background that looks like the image below.
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From the Remote VM, open the C:\Users\IEUser\PowerShellForInfoSec\Samples\JEA.ps1 file in notepad and familiarize yourself with the code. In the first section, it creates the Role Capabilities File. This defines a role called SpoolerRestart and allows users with this role to run any Get cmdlets, and to stop or start the spooler service.
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The next section in the code creates the session configuration file. This defines which roles are assigned to various users or groups. In this case, anyone in the PrinterAdmin group will be given a role of SpoolerRestart.
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The very last step is to create the endpoint. We give the endpoint a name of SpoolerRestartEndpoint and indicate that we want it configured according to the session configuration file we created.
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And that sums it up. We create a file defining a role and what users with that role should be able to do (the role capabilities file). Then we create a file to assign roles to certain users/groups (the session configuration file). Lastly, we create the endpoint by specifying its name and giving it a copy of our session configuration file.

On the remote VM, start PowerShell as an administrator and run the JEA.ps1 script that we just reviewed.
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Make note of the users that are in the PrinterAdmins group on the Remote VM. You should see that bob is the only user and if you check his group membership you will see that he is not an administrator of the Remote VM.
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Now you can close the remote desktop connection to the Remote VM.

From a PowerShell window on the Main lab VM, try to connect to the remote endpoint as follows.

Enter-PSSession -ComputerName PS4I-Remote -ConfigurationName SpoolerRestartEndpoint
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In this case we are trying to connect as the current user (IEUser) who is not in the PrinterAdmins group. Due to the way we configured the remote endpoint, the only users that can connect to the SpoolerRestartEndpoint are the ones in the PrinterAdmins group (bob in this case). To connect as bob, we can pass alternate creds. Use the Get-Credential cmdlet to gather the alternate credentials (bob’s credentials)
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Enter a username of bob and a password of Passw0rd!

Now we can try the Enter-PSSession command we tried before and add in bob’s credentials.
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The connection is successful this time and the prompt changes to indicate that we are connected to the remote machine. Run Get-Command to see what commands are available to us on this endpoint. Is it what you expect to see?
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The Get, Stop, and Restart service entries are what we defined in our JEA configuration files. The other commands listed are basic functionality added to all JEA endpoints by default.

Try to stop or restart a service. The only Service you should be able to restart is the Spooler service based on the way we set up the role capabilities file. Here we try to stop the wscsvc service and get rejected (this is what we were expecting based on our configuration of the endpoint).
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Try changing the JEA.ps1 file to add or remove allowed commands. Also try adding a TranscriptDirectory so you can see what gets logged there when the endpoint is used.
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Remember to rerun the JEA.ps1 file from an administrative PowerShell prompt on the Remote VM, then return to the Main VM and reconnect to the remote endpoint as the user bob.

Execute some commands and experiment with the changes you made to the role capabilities file. When you are done, make a remote desktop connection to the Remote VM again and have a look at the transcripts in the PStranscripts directory.
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The endpoint allows any user in the PrinterAdmins group to restart the spooler service. Restarting this service requires administrative access, yet we were able to allow bob to restart this specific service without having to make him an admin on the remote VM. This is the power of Just Enough Administration!
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### Create the RoleCapabilities file (psrc) inside of a <module>\RoleCapabilities folder ###
FHEHEEE R R R R R R R R R R R R

$roleCapabilitiesPath = "C:\Program Files\WindowsPowerShell\Modules\SpoolerRestart\RoleCapabilities"
New-Item -ItemType Directory $roleCapabilitiesPath -ErrorAction Ignore

$VisibleCmdlets = 'Get-Service',
@{ Name = 'Restart-Service'; Parameters = @{ Name = 'Name'; ValidateSet = 'Spooler' }},
@{ Name = 'Stop-Service'; Parameters = @{ Name = 'Name'; ValidateSet = 'Spooler' }}

New-PSRoleCapabilityFile -Path "$roleCapabilitiesPath\SpoolerRestart.psrc” -VisibleCmdlets $visibleCmdlets
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### Create the Session Configuration file (pssc) in a temporary directory ###
FHEHEEE R R R R R R R R R R

j$args = @{
Path = "$env:Temp\SpoolerRestart.pssc"
RoleDefinitions = @{ 'PrinterAdmins' = @{RoleCapabilities = "SpoolerRestart" }}
SessionType = "RestrictedRemoteServer"
RunAsVirtualAccount = $true
-}

New-PSSessionConfigurationFile Rargs
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#### Register the endpoint that the session will connect to ###
FHEH R R R R R R R R

Register-PSSessionConfiguration -Name "SpoolerRestartEndpoint” -Path $env:Temp\SpoolerRestart.pssc -Force
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PS C:\Windows\system32>

C:\Users\IEUser\PowerShellForInfoSec\Samples\JEA.psl

WSManConfig: Microsoft.WSMan.Management\WSMan::localhost\Plugin

Type Keys

Name

Container {Name=SpoolerRestartEndpoint} SpoolerRestartEndpoint

PS C:\Windows\system32>
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PS C:\Windows\system32> net localgroup PrinterAdmins
Alias name PrinterAdmins
Comment

Members

bob
The command completed successfully.
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PS \Users\IEUser> Enter-PSSession PS4I-Remote Spooler‘Restar‘tEndeinj
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PS C:\Users\IEUser> $cred Get-Credential

cmdlet Get-Credential at command pipeline p
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PS C:\Users\IEUser> Enter-PSSession PS4I-Remote
SpoolerRestartEndpoint $cred
[PS4I-Remote]: PS>_
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[PS4I-Remote]: PS>Get-Command
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[PS4I-Remote]: PS>Stop-Service wscsvc
Cannot validate argument on parameter 'Name'. The argument
"wscsvc" does not belong to the set "Spooler" specified by

the ValidateSet attribute. Supply an argument that is in tf
set and then try the command again.
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### Create the Session Configuration file (pssc) in a temporary directory ###
FHEHEEE R R R R R R R R R R

J$args = @{
Path = "$env:Temp\SpoolerRestart.pssc"
RoleDefinitions = @{ 'PrinterAdmins' = @{RoleCapabilities = "SpoolerRestart" }}
SessionType "RestrictedRemoteServer™
ITranscriptDirectory = "C:\Windows\Logs\JEATranscripts"
RunAsVirtualAccount = $true

-}

New-PSSessionConfigurationFile Rargs
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