


PowerShell Core Install and Logging

PowerShell Core, the cross-platform version of PowerShell, is free to install and use. Detailed instructions for installing PowerShell Core on Windows, Linux and macOS are found here. On Windows, we can simply install it with the following command:

winget install --id Microsoft.PowerShell
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Install PowerShell Core on your lab VM and then run it by searching for pwsh in the start menu.
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Notice how it has a black icon by default which helps us distinguish it from the built-in Windows PowerShell.
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In the image above I’ve got PowerShell Core and Windows PowerShell executing commands side by side. There are no issues with running both versions of PowerShell on the same system at the same time. There really isn’t anything new to say about the way you use PowerShell from PowerShell Core vs. Windows PowerShell because the usage is essentially the same.

However, when it comes to logging, there are different ways to control the log settings and the logs are in a different location. You can find the PowerShell Core logs in the “Applications and Services Logs”PowerShellCoreOperational Log. On Linux, you’ll find the logs in syslog and on macOS you’ll find them in the os_log.
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You will need to use the PWSH (Core) log tail application instead of the TailPSopLog if you want to see the color coded, automatically updating version of this log as you play with PowerShell Core.
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The LogMenu tool that you used in the Windows PowerShell logging lab, also works to set the PowerShell Core Logging options. It does this by using the UseWindowsPowerShellPolicySetting registry key, instructing PowerShell Core to use the same log settings as Windows PowerShell.

Remember if you are using Visual Studio Code to assist you with creating your PowerShell scripts, you can use the PowerShell Session Menu to select which version of PowerShell you want it to use.
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The good news is, that there aren’t many differences that affect how we use PowerShell that we need to be concerned with between Core and Windows PowerShell so we can still apply all of our learning from this class to PowerShell Core as well.

Do you have a Linux or macOS test system you can install PowerShell Core on? Give it a try!

You will notice some differences between PowerShell Core on Windows vs Linux and Mac. Windows is the only Operating System where you will find AMSI integration and configurable execution policies. Another major difference is which protocol is used for executing remote commands (PowerShell Remoting). When Linux or macOS operating systems are involved, PowerShell remoting is accomplished through the SSH Protocol and extra setup steps must be taken as follows.
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It is exciting to see PowerShell accessible cross-platform and to be able to use a single skillset to manage multiple operating systems.
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PS C:\Users\IEUser:
The “msstore’ source requires that you view the following agreements before using.
Terms of Transaction: https://aka.ms/microsoft-store-terms-of-transaction

The source requires the current machine's 2-letter geographic region to be sent to the backend service to function prope
rly (ex. "US").

Do you agree to all the source agreements terms?

[Y] Yes [N] No: y

Found PowerShell [Microsoft.Powershell] Version 7.2.7.6

This application is licensed to you by its owner.

Microsoft is not responsible for, nor does it grant any licenses to, third-party packages.

Downloading https://github.com/PowerShell/PowerShell/releases/download/v7.2.7/PowerShell-7.2.7-win-x64.msi
102 MB / 102 MB

Successfully verified installer hash

Starting package install...

Successfully installed
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PowerShell 7.2.6
Copyright (c) Microsoft Corporation.

https://aka.ms/powershell
Type 'help' to get help.

PS C:\Users\IEUser> Get-Date
Friday, October 14, 2022 7:13:21 PM

PS C:\Users\IEUser>

Copyright (C) Microsoft Corporation.
11 rights reserved.

PS C:\Users\IEUser> Get-Date

Friday, October 14, 2022 7:13:27 PM

PS C:\Users\IEUser>
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