Bypassing Windows
Passwords with chntpw



CHNTPW




\J

Attacks
Attack -1
* You have physical access to a system which is . The

tool can be used to quickly remove the password

Attack -2

* You have physical access to a system which uses online account for
authentication. The tool can be used to
which will allow access to the system

3



Where are Windows Passwords Stored




Step- 1
*** Download the USB version of the utility from the official
website

https://pogostick.net/~pnh/ntpasswd/




Step- 2

*»» Extract all files and copy the files to a USB drive

Ensure that the USB is formatted and there is no
important data on it

:PC » NEWVOLUME (F)

M

Marme Date modified Type Size

4 boot.msg 2/1/2014 &35 PM Outlook ltem 2 KB
D initrd.cgz 2/1/2014 %:35 PM CGZ File 1,301 KB
D isclinux.bin 2/1/2014 %:35 PM EIM File 24 KB
o/ isolinux.cfg 8/27/2013 9:28 PM Configuration Sou.. 1KE
readme.tct 2/1/2014 &34 PM Text Document IKB
D sCsi.cgz 2/1/2014 9:35 PM CGZ File 13,398 KB
o syslinux.cfg 82772013 %:28 PM Configuration Sou.. 1KB
[55] syslinux.exe 5/11,/2011 %:39 PM Application 70 KB
D vmlinuz 8/27/2013 6:38 PM File 2,366 KB



Run a command prompt on Windows as Administrator and
use the following command

f:syslinux.exe -ma f:

Here :
" fisthe drive letter name (change it as per your USB drive
letter)
The USB will become bootable without any notification. A file
ldlinux.sys may appear on the USB drive




Now on your PC, press esc or F12 (whatever your system
supports and boot from USB

+Hard Drive
CD-ROM Drive
Network boot from Intel E1000

{Enter Setup>




Chntpw utility will boot and search for windows installation
drive

Type 1 (or whatever your drive is) and press enter

1S

sdal 18474348 9 18228

189228 MB partition sdail 1is T . Found windows on HINDOHS A system32/conf ig

Possible windows installations found
sdail 180228HMB HINDOHS Asyvstem3d2Z2conf 1g

ase select partition by number or

gquit U — o to old disk select system
auntomatically start disk drivers
manually select disk drivers to_ load
fetch additiovw drivers from floppy ~ ush
show all £ -1t : found (fdisk?l

1 show prop partitions only
Select: [1

"

A




Chntpw utility will ask for which registry file you want to
manipulate

Type 1 to select SAM and press enter

= RN W TR
= K™ X N

il U Rl Rl T
= MR N W T

gl o gl TRl T
Nl BT Sl BTl
= FW R W TR

SHHM

SECURITY
default
softtware

% 51T &
systenprofile
userdit f

R NOD
RSN

Sep
oep

e 50 5 0 e
[ QR TP TG S
8y o g =90
o p L Ll ol o B Tl
0 o e

é -
A 2
%) 2
) 5
A &
5]

[ ¥

m
=¥

rredef ined choices

[
T T

C =3

lect which par
list the file

0 =+
03
U=

]
= 4P

L

o
Q0 M-

Pacscsword e

RecowvervCon

Load almos
retuyr

-+ 0
+0 ME
M R0

Mot el
-
L =}
=3
=

SHOmM =

L
= M WM
M =0

LA
ol N
I1

[ svstem software sam securityl

o

==
n k]
a1
"

1
[m]




Now we need to select the option to edit user accounts

Type 1 and press enter

H Hagen
temRDDT\EVS
index i1ng
L.u‘ntalnlng 2 Pa
Abhbytes, unused

chntpw Main Interactive Menu {J>=s=======4>
L{SHH >

Edit user dafa and passwords
List groups

Begistry editor;, now with full wrltE 5up¥nrt?
Quit <(vou will be asked 1f there s something to sauvue)

Hhat to do? [11]




The utility will list all local accounts on the PC.

Type the respective ID of the user account we need to crack

chntpw Edit User Info &4 Passwords

Username
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Now select the option to clear password

Type 1 and press enter

user password
& user account [probabkly locked nowl
{make user an administrator)
% oo e
! user from a group
editing user, back to user select
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Now press quit and once it asks whether you want to save
changes type Y and press enter

Now reboot your system and your password will be removed
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