Cracking Windows
Passwords with
Ophcrack and Kali
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Scenorio

* You have physical access to a system which is . The
tool can be used to quickly the password

We are actually cracking the password and not bypassing it
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We need to have Kali Live boot USB




Boot from Kali Linux USB drive

Plug in USB to target PC and Boot from USB

sHard Drive
CD-ROM Drive
Network boot from Intel E1000

<Enter Setup>




Navigate to windows/system32/config folder and copy
these files to Kali Desktop

SAM & SYSTEM

DRIVERS.LOG2 DRIVERS{7f190bc9- DRIVERS{7f190bc9- DRIVERS{7
2 1e5-80f2- 26dc-1 26dc-1e5
ed1d2d02cde0LTM.  ed1d2d02cde0)lTM  e41d2d02c
bif Container0000000 ContainerD
0000000000001.re  0ODOO000D
gErEI-T'IS-FI"IF- eqgiransy

SAM.LOGIT SAM.LOG2

SOFTWARE.LOG2 SYSTEM.LOGT




Run Ophcrack from Applications/password attacks

I Usual Applications

Q 01 - Information Gathering
% 02 - Vulnerability Analysis

03 - Web Application Analysis
f:;} 04 - Database Assessment

g 05 - Password Attacks
@ 06 - Wireless Attacks
@ 07 - Reverse Engineering
£ 08 - Exploitation Tools
& 09 - Sniffing & Spoofing




Now load encrypted hashes by clicking load and then choosing
encrypted SAM. Choose the desktop folder

. . I5 opherack

SYSTEM SAM ‘ ‘ L v » @ @

Load ! Tables  Crack Help Exit
Single hash

PWDUMP file
Session file iash NT Hash LMPwd1 LM Pwd 2

Preferences

En:r\rptfg SAM




All accounts and their Hashes will be loaded

ophcrack
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Load  Delete  Save  Tables Crack Help

Progress  Statistics Preferences

User =« LM Hash NT Hash LM Pwd 1 LM Pwd 2
*disabled* ... 3ldecfeOdl...
*disabled* ... 31decfedl...
*disabled™* 7§ 31decfeOdl...
Ammar 32ed87bdb...




Step- 6
** Now visit following website and download vista free
rainbow tables and extract them

https://ophcrack.sourceforge.io/tables.php

@ ophcrack.sourceforge.io/tables.php

Yahoo! @@ Live Cricket Scores |... @ Speedtest.net - The.. ﬂ Welcome to Facebo... g Google News BB Y

Liranima WE“IIIH

@ Vista free (461MB)

Success rate: 99%

Based on a dictionary of 64k words, 4k suffixes, 64 prefixes and 4 alteration n.
passwords (274 billion).

mdbsum: 403cf58178d7272a48819b47cadbletb
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* Vista free
* Vista nine

* =enabled

Table Selection

Table Directory

* XP free fast

XP free small
* XP special

* XP german v1
* XP german v2
* Vista special

Vista eight

* Vista num
* Vista seven
* XP flash

* Vista eight XL

* Vista special XL

* Vista probabilis...
* Vista probabilis...

& = disabled
; .

* =not installed

fhome/kali/Downloads/tables_vi...

Status
not installed
not installed
not installed
not installed
not installed
not installed

inactive
not installed
not installed
not installed
not installed
not installed
not installed
not installed
not installed
not installed

In Ophcrack click on tables, and install the tables

Preload
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk
on disk




Click on crack and the utility will crack your password

ephcrack
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Save 1 Stop Help Exit
Progress  Statistics

User o LM Hash NT Hash LM Pwd 1 LM Pwd 2
*disabled* ... I1decfeldl...
*disabled*... I1decfeOdl...
*disabled* 7§ I1decfeldl...
Ammar 32ed87bdb...

Preload Progress
54%inRM I
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