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Scenorio

• You have physical access to a system which is password locked. We 
can copy the file hashes and then use the tool to crack the password 
in an offline attack

• It may also be possible to crack other users’ passwords on the same 
system



1. Copy SAM and System files after booting from 

the live kali USB drive(recommended)

2. Directly dump the hashes with ophcrack

3. Use commands to dump hashes from the 

registry

Obtaining Hashes



Step- 1
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 Download Ophcrack from official website

https://ophcrack.sourceforge.io



Step- 2
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 Download vista free rainbow tables and extract them

https://ophcrack.sourceforge.io/tables.php



Step- 3
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 In Ophcrack click on tables, and install the tables



DUMPING HASHES
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Extract hashes 
with ophcrack
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 In Ophcrack, click on load and choose the option to load from 
SAM with SAMDUMP2 (may not work on latest windows 
10/11)
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 Use the following commands to dump hashes

C:\> reg.exe save hklm\sam c:\temp\sam
C:\> reg.exe save hklm\system c:\temp\system



Commands
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 Now load encrypted hashes in ophcrack



Kali live USB

11

 Boot from kali live USB. Navigate to the 
windows/system32/config folder and copy these files to your 
main machine 

SAM & SYSTEM



Commands
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 Now load encrypted hashes in ophcrack and select the folder
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 Once we have the hash and rainbow tables installed, you can 
click crack and the password will be cracked
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