
022. Assignement 2: Manual BAC Hunting

Now that we know how to hunt for broken access control issues manually, you're going to try to apply this to find every single kind of broken 

access control that there is on our website.

Start by navigating off to https://hackxpert.com/cheesebook/. Now you have two accounts one is with the username admin and the 

password test. Our second user's username is test and so is their password.

Can you find all the broken access control issues that exist?

Start by logging in as administrator, and then opening up a private browser instance and logging in as the test user. Now be something you 

soon be able to do with the low-privileged user in the app in the window, for example, click on the create user option.


Now copy that URL and paste it into the low-privileged user window. They should not be able to see this yet they are able to view it. It's up 

to you to find the rest of the broken access control issues though!

https://hackxpert.com/cheesebook/

