030. Automated BAC hunting with burp suite

Introduction

So now that we know what to do manually, we can start introducing tools. We can never 100% fully automatically check it but we can
certainly make our work easier and semi-automate it. We can use a plugin for this in burp suite called “authorise” and this plugin is made for
testing BAC and IDOR.

Authorize will repeat any request you make with replaced authentication method (3 in screenshot below) and with empty authentication in
an attempt to emulate another user and an unauthenticated user. It will then compare the response of the modified request to the response

of the request you sent.
How to install

Installing might confuse you for a bit but it's not as hard as it first seems, you need to download the jython standalone JAR from this

website: & Downloads

View on Github @

v

Home News Download Documentation ¥ Development = Links

Current Version

The current version of Jython is 2.7.3. It can be downloaded here:

« Jython Installer: Use this to install Jython. (metadata)

« Jython Standalone: Use this to run Jython without installing or to embed Jython in a
Java application. (metadata)

» You may cite Jython 2.7.3 as a dependency in your Maven or Gradle build.

For information on installing see Installation.

This version is supported on Java 8 (minimum) and 11.

Current Release Candidate or Beta

There is no current release candidate or beta. A build from the repository will identify as

And now you can import that in burp suite:


https://www.jython.org/download.html
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@ These settings contrel how Burp handles extersions on startup.

[ Automaticaly reload axtensions on startup
[ Autcenaticaly update instaled BApps on startup

7) Java Environment
a Thasa sottings ket you configurs th

Foider for koading Berary JAR fles {optonall:

Select folder ...

3 Python Environment
@ Theaa settngs ket you configure the anvirenmant ior axecilting extenaions hat are willen in Python. To use Python
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that arg written in Java. If your extensions use any Bbraries, you can spacify a falder from which lbraries wil be loaded.

Location of Jython standalone JAR fila:

n i T

2.7 3 Saelect fie ...

Foider for oading modises (optional:
Select folder ...

3 Ruby Environment

o wil neeel Jython, which s & Python rerprater mplemanted in Java.

g Thesa settings let you configure ihe environment for executing extensions Mat are wriklen in Ruby. To use Ruby extenaions, you will need 1o download JRuby, which i a Ruby interpreter implemented in Java. Note tat you can either configure the

Tocation of the JRuby JAR fie hers, o you can laad the JAR fle on startup via the Java chsspath.

LLocation of JAuUby JAR fa:
Select fie ...

And we are done!
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# BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.
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. All your requests will show up in here

. There are some filters i recommend you set

. This will show if access control is properly implemented

. Fill in the request header here that takes care of the authentication

o Scope items only (No text required): This will ensure you won't see too many weird non scope related requests

o URL not contains (text): Any request that is supposed to be public information, i try to filter out in here

Interpreting the results

This is what the statuses for (2) mean:

ENFORCED: This means there is no IDOR. The modified request returns a 403 forbidden or any other error code.

Is Enforced?: This means the modified the modified response did not return an error code, but not the exact same response as the

unauthenticated request

Bypassed: THIS DOES NOT AUTOMATICALLY GUARANTEE AN IDOR! This means that the modified response matches the original
response. You still have to confirm whether or not this is intended behavior. More often than not, it will be intended behaviour. Whether or

not it is, is up to your discretion and this is also part of the reason why i recommend you really know your target well by exploring it before

you hack. Always confirm this manually by

1. Right clicking the request

2. Sending the modified request to the repeater

3. Repeating the request and confirming you are seeing other peoples data that is not supposed to be public

Practice

Let’s go practice this on ¢ Are you a hackxpert? but | am going to only give you rats one tip this time before we go. DO NOT COPY ALL
THE HEADERS. This lab is built to be life like and sometimes headers can mess with authorise so make sure to only use the cookies or

authorisation headers and nothing else. This is not as important now but will come into play soon!

Your target: @ CheeseBlog

You should already know to log in as the “test” user first with their weak password of “test” to grab their auth headers.



http://hackxpert.com/
http://hackxpert.com/pentest

3 NUpS.wY/ NACKXDEILCom (e JPRNIESTTNY MCE TNy MCe. min.s
2 hitpsw/hackxpert.com GET /pentest’admin.php
1 https:/fhackxpert.com POST /pentestiogin.php
o https://hackxpert.com GET /pentest/tinymee/tinymce.min.js
https://hackxpert.com GET /pentest/login.php
https:fhackxpert.com GET ffavicon.ico
https://hackxpert.com GET /pentest/inymee/tinymee.min.js
https:/fhackxpart.com GET /pentest/index. php
https:/fhackxpert.com GET fratsite/index.php
https:/hackxpert.com POST Iratsite/login.php
hitpsw/hackxpert.com GET fratsite/login.php
hitps://hackxpert.com GET /ratsite/assets/ratsite js
htips:/fhackxpert.com GET Iratsite/secretjs
Request
Pratty Raw Hex 8B w =
1 POST /pentest/login.php HTTP/1.1
2 Host: hackxpert.com
3 Lookie: __gads=
ID=89e1851ea8c89fch-22997ba238cedBab: T=1664304872: RT=186430487
2:5=ALNI_MZRFAvSYrMECwXojGxb7sKhe_n_Bg; _ga=
GA1.1.86728953.1664304958; _ga_B8L64ZBYXXW=
G51.1.1664304949.1.1.1664306804.0.0.0; PHPSESSID=
cfuigedkekbnbpmimdtdpg2nmj
4 Content-Length: 37
5 Cache-Control: max-age=@
6 Sec-Ch-Ua: "Chromium";w="1@5", "Not)A;Brand";v="8"
7 Sec-Ch-Ua-Mobile: 7@
4 Sec-Ch-Ua-Platform: “"mac0s"
9 Upgrade-Insecure-Requests: 1

1@ Origin: https://hackxpert.com

11 Content-Type: application/x-www-form-urlencoded

12 User-Agent: Mozilla/5.@ (Windows NT 1@.8; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/185.8.5195.1082
Safari/f537.36

13 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/av

i€ dimanafuahn dimanafanna +fen=0 A annlircatianieinnad_avrhanna

Paste these in the authorise window.

ede
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I Math... URL Orig. Len  Mod#. ... Unauth.... Authz. ...

qua 450 HiML B 4U4 NOT FOUNa
200 3730 HTML php CheeseBlog
v 302 1773 HTML php CheeseBlog
404 456 HTML is 404 Not Found
200 2183 HTML php CheeseBlog
404 456 HTML ico 404 Mot Found
404 A58 HTML B 404 Mot Found
200 4287 HTML php CheeseBlog
200 5140 HTML php Welcome to RatSite!
J 200 5199 HTML php Welcome to RatSite!
200 5126 HTML php Welcome to RatSite!
200 3910 script is
200 287 script s
a= =
Response
Pretty Raw Hex Render =] \n =

1 HTTP/1.1 382 Found
2 Date: Tue, 27 Sep 2022 19:28:85 GMT
3 Server: Apache/2.4.41 (Ubuntu)
4 Expires: Thu, 19 Nov 1981 @8:52:00 GMT
5 Cache-Control: no-store, no-cache, must-revalidate
6 Pragma: no-cache
7 location: admin.php
& Content-Length: 1470
9 Connection: close
18 Content-Type: text/html; charset=UTF-8
11
12 <!DOCTYPE HTML=>
13 <html=>
14 <head>
15 <meta charset="UTF-8">
16 <meta name="viewport" content="width=device-width"
yinitial-scale=1"»
17 <titlesCheeseBlog</title>
18
19 <link rel="stylesheet" type="text/css" href="
https://www.w3schools.com/w3css/4/w3.cs58">
e -] =linlk ral=Metulachaat hraf=t
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Request/Response Viewers  Configuration

Ignore 304/204 status code responses

Autorize ls off Pravent 304 Not Modified status code
Intarcept requests from Repeater
Check unauthenticated
Cloar List AUk Stel Replace query params
Temporary headers w Add Remove

Cookie:

__gads=ID=8%1851eabcEic0-2200Tha230c00ab: T=1664304872: A T=1664304872:3=ALN
I_MZRFASYIMECwXoiGxb T sithe_n_Byg; _ga=GA1.1.86728553.1664304950;
-90_BLBAZBYICCW=GS1.1,1664304943,1,1,1664206804.0.0.0;

'_______.-—"

Your admin privileged user here is “admin/test” so log in as them but DO IT IN A PRIVATE BROWSER WINDOW! now and click “authorise

is off” to activate it!

From kst request:

Fetch Cockies header

Enforcement Detector Datector Unautherticated Intercaption Fiters Match/Replace Tabk
Save/Resione
Type Scope fems anly: (Content is not required) ki
Content:
HAdd fiter




e daily cheese @ &

: New Post Admin Panel

ch for anything

iption

E"I

Tabl

wn

L cu

For example, even just creating a new post is something the test/test account should not be able to do but authorise points us into the

direction of a BAC!
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Meth... URL Orig. Len  Modil. . Urauth... Authz. . Unauth.. | RequestResponse Viewsrs Cenfiguration
GET  hitp: T84 phg 2124 2124 2067 Bypas.. lsenfor.. _ Modified Request  Modiied Response Expand
. Raw Han [=

GET /pentest/new.php HTTP/1.1

Host: hackxpert.com

Sec~Ch-Ua: “Chromium®;v="105", “Not)A;Brand”;v="8"
Sec-Ch-Ua-Hobile: 7@

Sec=Ch-Ua-Platform: “mac0s”
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.9; WinG4; x64) AppleWebKit/537.36 [KHTML, 11
Gecka) Chrome/1085.9.5195.102 Safari/537.26

Accept:

text/himl, application/xhtal+xml, application/xnl;q=0.9, inage/avif, inagefwebp, image/a
g,=/+;q=0.8,application/signed-exchange; v=b3; g=0.9

9 Sec-Fetch-Site: same-origin

R B LR

[

@& € 2] | searcn 0 mate
Original Request Original Response Expand
Faw Hanx a8«

GET /pentest/new.php HTTP/1.1

Host: hackxpert.com

Cookié: PHPSESSID=f2nB3nliZinulekBRfphdtdaj]

Sec-Ch-Ua: “Chromium";v="105", “Not]A;Brand”;v="8"

Sec—Ch-Ua—Hobile: 7@

Sec-Ch-Ua-Platform: “mach5™

Upgrade-Insecure-Requests: 1

User=Agent: Mozilla/5.@ (Windows NT 18.9; WinGd; x64) AppleWebKit/537.36 (KHTML, 11
Gecko) Chrome/185.98.5195.182 Safari/537.36

Accept:

text/html, application/shtal+xal, applicat ion/xnl;g=0.9, inage/avif, inage /webp, image/a
g,*/*;qud.8,application/signed-exchange; v=b3; g=0.9

& - o

@& €2 | search. 0 matc
Unauthenticated Request Unauthenticated Response Expand
Raw Hex 8w

GET /pentest/new.php HTTP/1.1

Host: hackxpert.com

Sec=Ch=Ua: “Chromium";v="185", “Not)A;Brand”;vs"g"
Sec-Ch-Ua-Hobile: 7@

Sec-Ch-Ua-Platfo "macOs"
Upgrade-Inseciure-Requests: 1

User-Agent: Mozilla/5.90 (Windows NT 18.8; Winbd; xB4) AppleWebKit/537.36 (KHTML, i
Gecko) Chrome,/185.9.5195.182 Safari/537.36
Accept:

text/html,application/xhtal+xml, application/xml
9, %w;q=B.8,application/signed=exchange; v=b3; q=
9 Sec-Fetch-Site: same-origin

o>

U B LR e

o

:q=0.9, image/avif, inage/webp, image/a

0 mate



ALWAYS INVESTIGATE MANUALLY! THIS SHOULD EITHER BE A PRIVATE RESOURCE OR SOMETHING ABOVE YOUR PRIVILEGE
LEVELS! Copy the URL and paste it in the browser of the Low priv user to confirm. Can you find all the IDORs and BACs?
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89 GET hitps://hackxpert.com *“~* — ~“24 2124 2067 Bypas.. Isenfor.. _ Modified Request  Modified
Send Original Request to Repeater -
Pretty Raw Hex
Send Modified Request to Repeater T .
1 GET /pentest/new.php H
Send Responses to Comparer 2 Host: hackxpert.com
3 Sec-Ch-Ua: "Chromium" ;'
CopyjURE 4 Sec-Ch-Ua-Mobile: ?0
Retest selected request 5 Sec-Ch-Ua-Platform: "mi
6 Upgrade-Insecure-Reque:
Retestall requests 7 User-Agent: Mozilla/5.!

Gecko) Chrome/105.0.5:
8 Accept:

text/html,application/:

g,*/%;q=0.8,applicatiol
9 Sec-Fetch-Site: same-o

@@ €& ||| | Search...
Original Request Original Re:

Pretty Raw Hex

GET /pentest/new.php H
Host: hackxpert.com
Cookie: PHPSESSID=f2n8:
Sec=Ch=Ua: "Chromium";
Sec-Ch-Ua-Mobile: 7@
Sec-Ch-Ua-Platform: "mi
Upgrade-Insecure-Reque:
User-Agent: Mozilla/5.1
Gecko) Chrome/105.8.5:
Accept:
text/html,application/:
g,*/%;q=0.8,applicatiol

®{C§} & ||| | Search...

Unauthenticated Request U

OO n A WN R

w0

Pretty Raw Hex



