031: Assignment: Automated burp suite hunting

Now it's time to put their automation skills to use. What was learned using burp suite is going to be applied in this chapter. Startup burp suite
and make sure that you have your authorize plug-in installed correctly.

You do this under the extender tab, make sure that you have the jython standalone jar downloaded and that you set it up on the extender
tap and then you go to settings.

https://hackxpert.com/pentest/login.php

If you have authorize installed you can continue. First, open up a browser and log in as the low-privileged user with the username and

password test. No teacher authorisation headers as we did before and paste them in authorise in the input field.

Next login with the high privileged user admin who has the password test. Activate your authorise plug-in. Now navigate around and try to
open functions that low-privileged user should not be able to open such as view user or create users.

Find all the flaws as you did before.


https://hackxpert.com/pentest/login.php

