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HTTP	  Digest	  Authen+ca+on	  RFC	  2069	  
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HTTP	  Digest	  Authen+ca+on	  

•  Basic	  Authen+ca+on	  sends	  User:Pass	  in	  
plaintext	  	  

•  Digest	  Authen+ca+on	  sends	  a	  Hash	  of	  the	  
password	  

•  RFC	  2069,	  2617	  

hGp://en.wikipedia.org/wiki/Digest_access_authen+ca+on	  	  
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Ini+al	  Version	  –	  RFC	  2069	  

Source:	  hGp://tools.ie[.org/html/rfc2069	  	  
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Response	  Calcula+on	  

MD5(Username:Realm:Password)	  Hash1	  =	  	  

MD5(admin:Pentester	  Academy:asdss)	  Hash1	  =	  	  

MD5(method:URI)	  Hash2	  =	  	  

MD5(GET:/lab/webapp/digest2/1)	  Hash2	  =	  	  
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Response	  Calcula+on	  

MD5(Username:Realm:Password)	  Hash1	  =	  	  

MD5(method:URI)	  Hash2	  =	  	  

Response	  =	  	   MD5(Hash1:Nonce:Hash2)	  
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Wireshark	  


