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Bea+ng	  Content-‐Type	  Check	  in	  File	  
Uploads	  
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Content-‐Type	  Check	  

•  Common	  prac+ce	  to	  check	  for	  Content-‐Types	  	  
–  image/gif	  	  

•  AGacker	  can	  use	  an	  intercep+ng	  proxy	  and	  
change	  the	  Content-‐Type	  to	  what	  is	  expected	  
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Arbitrary	  File	  Upload	  Vulnerable	  ISO	  

securitytube:123321	  
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Download	  

•  hGps://sourceforge.net/projects/
arbitraryfileuploados	  
– user:pass	  =	  securitytube:123321	  

•  created	  by	  Ashish	  Bhangale	  

•  Bugs	  and	  Issues:	  
– ashish@binarysecuritysolu+ons.com	  	  



©SecurityTube.net	  

Pentester	  Academy	  


