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Bypassing	  Whitelists	  using	  Double	  
Extensions	  in	  File	  Uploads	  
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Whitelist	  Based	  Approach	  	  
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Apache	  Manual	  –	  Double	  Extensions	  

Files	  can	  have	  more	  than	  one	  extension,	  and	  the	  order	  of	  
the	  extensions	  is	  normally	  irrelevant.	  For	  example,	  if	  the	  
file	  welcome.html.fr	  maps	  onto	  content	  type	  text/html	  
and	  language	  French	  then	  the	  file	  welcome.fr.html	  will	  
map	  onto	  exactly	  the	  same	  informa<on.	  If	  more	  than	  one	  
extension	  is	  given	  which	  maps	  onto	  the	  same	  type	  of	  
meta-‐informa<on,	  then	  the	  one	  to	  the	  right	  will	  be	  used,	  
except	  for	  languages	  and	  content	  encodings.	  For	  
example,	  if	  .gif	  maps	  to	  the	  MIME-‐type	  image/gif	  
and	  .html	  maps	  to	  the	  MIME-‐type	  text/html,	  then	  the	  file	  
welcome.gif.html	  will	  be	  associated	  with	  the	  MIME-‐type	  
text/html.	  

hGp://hGpd.apache.org/docs/2.2/mod/mod_mime.html	  	  
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Care	  should	  be	  taken	  when	  a	  file	  with	  mul<ple	  
extensions	  gets	  associated	  with	  both	  a	  MIME-‐type	  
and	  a	  handler.	  This	  will	  usually	  result	  in	  the	  request	  
being	  by	  the	  module	  associated	  with	  the	  handler.	  
For	  example,	  if	  the	  .imap	  extension	  is	  mapped	  to	  
the	  handler	  imap-‐file	  (from	  mod_imap)	  and	  
the	  .html	  extension	  is	  mapped	  to	  the	  MIME-‐type	  
text/html,	  then	  the	  file	  world.imap.html	  will	  be	  
associated	  with	  both	  the	  imap-‐file	  handler	  and	  text/
html	  MIME-‐type.	  When	  it	  is	  processed,	  the	  imap-‐file	  
handler	  will	  be	  used,	  and	  so	  it	  will	  be	  treated	  as	  a	  
mod_imap	  imagemap	  file.	  

hGp://hGpd.apache.org/docs/2.2/mod/mod_mime.html	  	  
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Insecure	  Configura+on	  
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Arbitrary	  File	  Upload	  Vulnerable	  ISO	  

securitytube:123321	  
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Download	  

•  hGps://sourceforge.net/projects/
arbitraryfileuploados	  
– user:pass	  =	  securitytube:123321	  

•  created	  by	  Ashish	  Bhangale	  

•  Bugs	  and	  Issues:	  
– ashish@binarysecuritysolu+ons.com	  	  
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