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Web	  Applica+on	  Pentes+ng	  
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SWSE,	  SMFE,	  SPSE,	  SISE,	  SLAE,	  SGDE	  Course	  Instructor	  

Cer+fica+ons:	  	  	  	  	  	  	  	  	  	  	  	  	  hGp://www.securitytube-‐training.com	  	  
	  
Pentester	  Academy:	  	  hGp://www.PentesterAcademy.com	  	  
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Defea+ng	  ge+magesize()	  Checks	  in	  File	  
Uploads	  
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Ge+magesize()	  

hGp://www.php.net/manual/en/func+on.ge+magesize.php	  	  
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Bea+ng	  ge+magesize()	  

•  Use	  ge+magesize()	  
– check	  if	  it	  is	  an	  image	  
– check	  mime	  to	  verify	  image	  type	  	  

•  Whitelist	  based	  approach	  to	  only	  allow	  GIF	  

•  Double	  extensions	  allowed	  	  
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Insecure	  Configura+on	  
Secure	  

Insecure	  
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Wri+ng	  Comments	  in	  GIF	  File	  
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Arbitrary	  File	  Upload	  Vulnerable	  ISO	  

securitytube:123321	  
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Download	  

•  hGps://sourceforge.net/projects/
arbitraryfileuploados	  
– user:pass	  =	  securitytube:123321	  

•  created	  by	  Ashish	  Bhangale	  

•  Bugs	  and	  Issues:	  
– ashish@binarysecuritysolu+ons.com	  	  
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