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Remote	  Code	  Execu+on	  with	  LFI	  and	  SSH	  
Log	  Poisoning	  
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Lab	  Setup	  

•  Metasploitable	  2	  

•  hGp://sourceforge.net/projects/
metasploitable/files/Metasploitable2/	  	  
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Vulnerable	  Code	  
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RCE	  with	  LFI	  and	  SSH	  Log	  Poisoning	  

•  auth.log	  is	  readable	  by	  all	  

•  Username	  field	  is	  logged!	  	  

•  Use	  PHP	  code	  for	  username	  

•  Exploit	  LFI	  and	  get	  RCE	  

hGp://www.lanmaster53.com/2011/05/local-‐file-‐
inclusion-‐to-‐remote-‐command-‐execu+on-‐using-‐ssh/	  	  
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Poisoning	  Auth	  Log	  
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