Bug Bounty Career — WEB
HACKING

Joas Antonio



Details

* The objective is to help Information Security professionals,
enthusiasts and even the youngest, to enter the Bug Bounty area;

* Knowing the skills necessary to work in the area of Bug Bounty;

e Of course, this is not a guide that will make you a professional, but |
hope it helps;

My LinkedIn:


https://www.linkedin.com/in/joas-antonio-dos-santos/

Bug Bounty Platforms

HackerOne
Bugcrowd
Intigriti

Bug Hunt
Hackaflag
Yogosha
Zeroday initiative
Open Bug Bounty
. YesWeHack

10. Cobalt.io

11. Synack Red Team
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Skills Bug Bounty Hunter

* Knowledge in Programming Logic;

* Knowledge in Web Attack Vectors;

* Knowledge in Reverse Engineering;

 Skillsin Web Development;

* Programming Logic exercised;

 Computational basis;

* CTF Player;

 Knowledge in Network Computer;

* Knowledge in System Administrator (Linux and Windows);
 Knowledge in Cloud Computer (AWS, GOOGLE and AZURE);
* Skillsin Infrastructure Exploitation;



Web Vulnerabilities — TOP 17

Open Redirect; 13. Subdomain Takeover;
HTTP Parameter Pollution; 14. Race Conditions;
Cross-Site Request Forgery; 15. Insecure Direct Object References;

HTML Injection and Content Spoofing; 16. Oauth Vulnerabilities;
Carriage Return Line Feed Injection;  17. Application Logic and

Cross Site Scripting; Configuration Vulnerabilities;
Template Injection;

SQL Injection;

Server Side Request Forgery;

10 XML External Entity;

11. Remote Code Execution;

12. Memory Vulnerabilities;
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Web Vulnerabilities - List

>

Arbitrary file access

Binary planting

Blind SQL Injection

Blind XPath In‘aciinn

Brute force aftack

Buffer overflow attack
Cache Poisoning

Cash Overflow

Clickjacking

Command injection attacks
Comment Injection Attack
Content Security Policy
Content Spoofing
Credential stuffin

Cross Frame Scripting

Cross Site History Manipulation (XSHM)
Crass Site Tracing

Cross-Site Eﬂquasi [CSRF)
Crass Site Port ATT::::::I:S% A)
Craoss-Site 5cri hng (X
Cross-User DE nc&men

Custom Special Character Injection
Denial of Service

Direct Dynamic Code Evaluation
[*Eval

Injection’)

Execution After Redirect (EAR)
Exploitation of CORS

Forced browsing

Form action hijacking

Format string attack

Full Path Disclosure

Function Injection

Host Header injection

HTTP Response Splitting

HTTP verb tampering

HTML injection

LDAP injection

Log Injection
Man-in-the-browser attack
Man-in-the-middle attack
Mobile code: invoking
untrusted mobile code
Mobile code: non-final
public field

Mobile code: object hijack
One-Click Attack
Parameter Delimiter

Page takeover

Path Traversal

Reflected DOM Injection
Regular expression Denial of
Service - ReDoS
Repudiation Attack
Resource Injection



Web Vulnerabilities - List

Server-Side Includes (SSI) Injection

Session fixation

Session hijacking attack
Session Prediction

Setting Manipulation
Special Element Injection
SMTP injection

SQL Injection

SSl injection

Traffic flood

Web Parameter Tampering
XPATH Injection

XSRF or SSRF

https://owasp.org/www-
community/vulnerabilities/



Vulnerabilities — HackerOne Rank

Weakness Type Bounties Total Financial Rewards Amount YOY % Chage

X585 $4,211,006
Improper Access Control - Generic $4,013, 315
Information Disclosure $3,520,801
Server-Side Request Forgery (S5RF) $2,995,755
Insecure Direct Object Reference (IDOR) $2,264 833
Frivilege Escalation $2,017 592
SqQL Injection $1,437,341
Improper Authentication - Generic 31,571 846
Code Injection

Cross-5Site Request Forgery [CSRF)



https://www.hackerone.com/top-ten-vulnerabilities

Resources Study

s://chawdamrunal.medium.com/pro-tips-for-bug-bounty-
9982a5fc5e9

* https://medium.com/bugbountywriteup/bug-bounty-hunting-
methodology-toolkit-tips-tricks-blogs-et6542301c65

e https://www.bugcrowd.com/resources/webinars/5-tips-and-tricks-to-run-
successtul-bug-bounty-programs/

e https://www.youtube.com/watch?v=CU9lafc-lgs&ab channel=ST%C3%96K

e https://github.com/EdOverflow/bugbounty-cheatsheet
ttps://chawdamrunal.medium.com/pro-tips-for-bug-bounty-
9982a51c5e9

* https://medium.com/bugbountywriteup/bug-bounty-hunting-
methodology-toolkit-tips-tricks-blogs- ef6542301c65

e https://www.bugcrowd.com/resources/webinars/5-tips-and-tricks-to-run-
successtul-bug-bounty-programs/



https://chawdamrunal.medium.com/pro-tips-for-bug-bounty-f9982a5fc5e9
https://medium.com/bugbountywriteup/bug-bounty-hunting-methodology-toolkit-tips-tricks-blogs-ef6542301c65
https://www.bugcrowd.com/resources/webinars/5-tips-and-tricks-to-run-successful-bug-bounty-programs/
https://www.youtube.com/watch?v=CU9Iafc-Igs&ab_channel=ST%C3%96K
https://github.com/EdOverflow/bugbounty-cheatsheet
https://chawdamrunal.medium.com/pro-tips-for-bug-bounty-f9982a5fc5e9
https://medium.com/bugbountywriteup/bug-bounty-hunting-methodology-toolkit-tips-tricks-blogs-ef6542301c65
https://www.bugcrowd.com/resources/webinars/5-tips-and-tricks-to-run-successful-bug-bounty-programs/

Resources Study

* https://www.youtube.com/watch?v=CU9lafc-
lgs&ab channel=ST%C3%96K

* https://github.com/EdOverflow/bugbounty-cheatsheet

* https://github.com/djadmin/awesome-bug-bounty

* https://github.com/devanshbatham/Awesome-Bugbounty-Writeups

* https://github.com/Muhammd/awesome-bug-bounty

* https://github.com/ajdumanhug/awesome-bug-bounty-tips
* https://medium.com/bugbountyhunting/bug-bounty-toolkit-aa36f4365f3f

* https://github.com/nahamsec/Resources-for-Beginner-Bug-Bounty-
Hunters

* https://github.com/bobby-lin/bug-bounty-guide



https://www.youtube.com/watch?v=CU9Iafc-Igs&ab_channel=ST%C3%96K
https://github.com/EdOverflow/bugbounty-cheatsheet
https://github.com/djadmin/awesome-bug-bounty
https://github.com/devanshbatham/Awesome-Bugbounty-Writeups
https://github.com/Muhammd/awesome-bug-bounty
https://github.com/ajdumanhug/awesome-bug-bounty-tips
https://medium.com/bugbountyhunting/bug-bounty-toolkit-aa36f4365f3f
https://github.com/nahamsec/Resources-for-Beginner-Bug-Bounty-Hunters
https://github.com/bobby-lin/bug-bounty-guide

Writeups Bug Bounty

* https://pentester.land/list-of-bug-bounty-writeups.html

* https://medium.com/bugbountywriteup

* https://github.com/yaworsk/bugbounty/blob/master/writeups.md
* https://www.youtube.com/channel/UCNRM4GH-SD85WCSgeSb4xUA
* https://paper.seebug.org/802/



https://pentester.land/list-of-bug-bounty-writeups.html
https://medium.com/bugbountywriteup
https://github.com/yaworsk/bugbounty/blob/master/writeups.md
https://www.youtube.com/channel/UCNRM4GH-SD85WCSqeSb4xUA
https://paper.seebug.org/802/

Skills Development — YouTube Channels

STOK (Fredrik Alexandersson)

Red Team Village DC Red Team Village
InsiderPhD Katie Paxton-Fear
Nahamsec Ben Sadeghipour
HackerOne

BugCrowd

The Cyber Mentor Heath Adams

John Hammond John H.


https://lnkd.in/djwu5A6?fbclid=IwAR3nZ9oiiUDKE7BseJuqVEWd6nTjoiyC8Kdp4WFrd9O-zxfj4qony1dpAZc
https://l.facebook.com/l.php?u=https://lnkd.in/dDhcEa5?fbclid=IwAR2zjUJJhNConz89ZbdSyJ8cdMps64zZ47Dxftg-U4vuf__AatkWtekdVgM&h=AT1jMu1eaYgvrAXX318acESG1-9AD-8hb3L8jKxbRRUXOy9lxoLo1t1-2_uT3wlYovn83eU0_TKsGIB3s7MUWmq4J6HGF8rn29YmsTyt5D_X84QGngcRKRqCvQYmBoFluy7X&__tn__=-UK-R&c[0]=AT1z2qbLF0Z2vRJoS-sLSILXx7NeLmLT5zNZAh7CHok973V3VYc_WJI2XXpWKasoqPvZjJvi1vGX8MT5t5nT53XapcgKRs6haI9G-QesrKxRHQLgZhYv2eEz9yPgRNw5KGZshdIwuL245UGy4Oe-LuazeISxjSqD_r0
https://lnkd.in/duDph87?fbclid=IwAR2jMttKOnFrbWy4rUIDJSdzEzGCjmmWHFeb06_Ey95CX_E4nOdVDxqrBvA
https://lnkd.in/drBQim3?fbclid=IwAR2R3W1M2eoSdeTbYNcK-Q3mFGrG2Tdv7YlnCkf3arAVQxt7w-vbIh3Tgkg
https://l.facebook.com/l.php?u=https://lnkd.in/d7QNQE8?fbclid=IwAR1YJ0g0EUFMSCjpUXZRxxBiV4YKDQpnDZy6fO52i_7SmHHOct8JJGotR50&h=AT3gFiIb_LU-rp7dS0BAcyHo9v4U7E9phR-2czqPSRtCqqjQTmEqWIBGVr8WanWCZw_xD5wC-fwRDebWSHPQ5Fmm9zkdIe5QBb7B1K90iFpUAp1dadAuF63E01h86HbFqCK8&__tn__=-UK-R&c[0]=AT1z2qbLF0Z2vRJoS-sLSILXx7NeLmLT5zNZAh7CHok973V3VYc_WJI2XXpWKasoqPvZjJvi1vGX8MT5t5nT53XapcgKRs6haI9G-QesrKxRHQLgZhYv2eEz9yPgRNw5KGZshdIwuL245UGy4Oe-LuazeISxjSqD_r0
https://lnkd.in/dAqbA84?fbclid=IwAR2mVj0ZaBoyQHbNntgqXXeqqRaUE7TvZtqiIHPNNyYZtlNdFv6vyHcN2-k
https://l.facebook.com/l.php?u=https://lnkd.in/dbYCM5Q?fbclid=IwAR02ZgBeNo588sMXtkZBnopFjajhKx93ReuEE7DGJCv8Xmd12p8Uwjf0nGE&h=AT04T56MqKlVFNBtwztq84Iuiuo-R6CpXtD9TUsfMf0lhL_Mp69LGzgkzQIHo4yfJ2-BrvuDO-qEUU0fvR1y8SzfyEyk7mMVil_vaSFa2xq6WrJOFrT42nputPZfxvSMkRMC&__tn__=-UK-R&c[0]=AT1z2qbLF0Z2vRJoS-sLSILXx7NeLmLT5zNZAh7CHok973V3VYc_WJI2XXpWKasoqPvZjJvi1vGX8MT5t5nT53XapcgKRs6haI9G-QesrKxRHQLgZhYv2eEz9yPgRNw5KGZshdIwuL245UGy4Oe-LuazeISxjSqD_r0
https://lnkd.in/dAp3xJM

Skills Development — Youtube Channels

* Codingo MichaelS.

* HackerSploit HackerSploit

* LiveOverflow

* [PPSec

» S4vitar Marcelo Vazquez (Spanish Content)

e Zigoo Ebrahim Hegazy (Arabic)


https://lnkd.in/dpEsrEk
https://l.facebook.com/l.php?u=https://lnkd.in/dGXwDkX?fbclid=IwAR0b19kiL6q1igbRozCI_p-PmWmHd5rx73NmDaE1zFgQlYAyg9JeMU7kV0E&h=AT2KWgJwRFjrl7sp00MrxJFPhWSaQssSpyZnlPMeC6-UnbW_5XAORYEfR87lwDiM_7LJeY9uBTO_sMNcHFlRLrYr68ZjcyB7UsntP4fIL59_P3CeIIp32SaxjIL7zPD4qTtw&__tn__=-UK-R&c[0]=AT1z2qbLF0Z2vRJoS-sLSILXx7NeLmLT5zNZAh7CHok973V3VYc_WJI2XXpWKasoqPvZjJvi1vGX8MT5t5nT53XapcgKRs6haI9G-QesrKxRHQLgZhYv2eEz9yPgRNw5KGZshdIwuL245UGy4Oe-LuazeISxjSqD_r0
https://l.facebook.com/l.php?u=https://lnkd.in/dTWHXSD?fbclid=IwAR35V41xVh1-_lMzsjkEOWITL8X9gUrpXmAl6qmyT235Im0ZRAKo9RqwYKg&h=AT2kesG-RMorY7RF4-8Bnz22oC6pyWbkJC2dylKXUL2iC1GIL6ndPr8vb_Ma95KWLYWKHLc5szGLgszdK_v3DkKHugJvB3itTi01bfq37FLVvuvo-zBuOwXAzLpTIdFhqFEV&__tn__=-UK-R&c[0]=AT1z2qbLF0Z2vRJoS-sLSILXx7NeLmLT5zNZAh7CHok973V3VYc_WJI2XXpWKasoqPvZjJvi1vGX8MT5t5nT53XapcgKRs6haI9G-QesrKxRHQLgZhYv2eEz9yPgRNw5KGZshdIwuL245UGy4Oe-LuazeISxjSqD_r0
https://l.facebook.com/l.php?u=https://lnkd.in/deCU5YZ?fbclid=IwAR0b19kiL6q1igbRozCI_p-PmWmHd5rx73NmDaE1zFgQlYAyg9JeMU7kV0E&h=AT0fARXsaESVccXQroyrMA5wod00SzWrgf3bx9WnrHe_UW903yLMskcagHldT2A5RphavvkC45w071AFGO5CAjqB0c9fJ7p2YGeE9HWg6INViWi7QDHFwEffvU1kAYSCxypA&__tn__=-UK-R&c[0]=AT1z2qbLF0Z2vRJoS-sLSILXx7NeLmLT5zNZAh7CHok973V3VYc_WJI2XXpWKasoqPvZjJvi1vGX8MT5t5nT53XapcgKRs6haI9G-QesrKxRHQLgZhYv2eEz9yPgRNw5KGZshdIwuL245UGy4Oe-LuazeISxjSqD_r0
https://lnkd.in/dMjbPft
https://lnkd.in/dgQTeuG?fbclid=IwAR0KqYv8JIcErkOVTmJaFm0gObfOA8Dozd9nQrzC501lJWlmCjLqvmPg4Ws

Skills Development — Youtube Channels

 ACADI-TI
https://www.youtube.com/channel/UCi8P9S-PW7AF71g8PiOW6Jw
e Michael LaSalvia

https://www.youtube.com/user/genxweb
 Wraiith
https://www.youtube.com/user/Wraiith75

* Bsides
https://www.voutube.com/channel/UCVImyGhRATNFGPmJfxagldw
* Vinicius Vieira
https://www.youtube.com/channel/UCySphP8k4rv7Jf-7Zv3baWIA



https://www.youtube.com/channel/UCi8P9S-PW7AF71g8Pi0W6Jw
https://www.youtube.com/user/genxweb
https://www.youtube.com/user/Wraiith75
https://www.youtube.com/channel/UCVImyGhRATNFGPmJfxaq1dw
https://www.youtube.com/channel/UCySphP8k4rv7Jf-7v3baWIA

Skills Development — Youtube Channels

e Kindred
https://www.youtube.com/channel/UCWTH3RKRCIE35RJ16Nh8V8Q

* Bug Bounty Public Disclosure
https://www.youtube.com/channel/UCNRMA4GH-SD85WCSageSbh4xUA

* https://www.youtube.com/channel/UCxHzA-
2975112015 kbMCO (RoadSec)

* https://www.youtube.com/channel/UC2QgCedRNj tLDrGWSM3Gs
O (Mindthesec)

* https://www.youtube.com/channel/UCz1Psqlhim7PUqQfuXmD-
Bw (Hackaflag)

* https://www.youtube.com/user/BlackHatOfficial YT (Blackhat)



https://www.youtube.com/channel/UCwTH3RkRCIE35RJ16Nh8V8Q
https://www.youtube.com/channel/UCNRM4GH-SD85WCSqeSb4xUA
https://www.youtube.com/channel/UCxHzA-Z97sjfK3OISjkbMCQ
https://www.youtube.com/channel/UC2QgCedRNj_tLDrGWSM3GsQ
https://www.youtube.com/channel/UCz1PsqIhim7PUqQfuXmD-Bw
https://www.youtube.com/user/BlackHatOfficialYT

Skills Development — Youtube Channels

. gttpsc;{/www.youtube.com/channeI/UCqGONXWlORngY4qK-OJde(Joe
ran

* https://www.youtube.com/user/DEFCONConference (Defcon)

* https://www.youtube.com/channel/UC4dxXZQq-
ofAadUWhahoceQ (DeviantOllam)

* https://www.youtube.com/channel/UC3s0BtrBJpwNDaflRSoiieQ (Hak5)

 https://www.youtube.com/channel/UCimS6P854cQ23j6c xst7EQ (Hacker
Warehouse)

. ;1ttps://www.voutube.com/channeI/UCe8j61ABYDuPTdthtDZveA (OWASP

* https://www.youtube.com/channel/UC42VsoDtraShMiXZSsD6eGg/featu
red (The Modern Rogue)

. R/'ftp?]:_//v)vww.voutube.com/channeI/ UC3S8vxwRfqlLBdIhgRIDRVzw (Stack
ashing



https://www.youtube.com/channel/UCqGONXW1ORgz5Y4qK-0JdkQ
https://www.youtube.com/user/DEFCONConference
https://www.youtube.com/channel/UC4dxXZQq-ofAadUWbqhoceQ
https://www.youtube.com/channel/UC3s0BtrBJpwNDaflRSoiieQ
https://www.youtube.com/channel/UCimS6P854cQ23j6c_xst7EQ
https://www.youtube.com/channel/UCe8j61ABYDuPTdtjItD2veA
https://www.youtube.com/channel/UC42VsoDtra5hMiXZSsD6eGg/featured
https://www.youtube.com/channel/UC3S8vxwRfqLBdIhgRlDRVzw

Skills Development — Youtube Channels

* https://www.youtube.com/channel/UCW6MNdOsqv2E9AjQkvOwe7A (P
wnFunction)

* https://www.youtube.com/channel/UCUB9vOGEUpw7IKJRoOR4PK-
A (Murmus CTF)

. nttpds:{/www.voutube.com/channeI/UCND1KVth8A580$jdaS4cZg (Colin
ardy

* https://www.youtube.com/user/GynvaelEN (GynvaelEN)

. ht%ps://mww.voutube.com/channeI/UCBcIijuXPok9kT VGAZade (Robe
rt Baruc

 https://www.youtube.com/channel/UCGISJ8ZHkmIvlCaoHovK-
Xw (/DEV/NULL)

. httr))s://www.voutube.com/channeI/UCDbNNYUME pgocgarSifNGw (Kac
per

. httpgi/{www.voutube.com/channeI/UCdNLW930vL4ITav1pbean (Men
torable



https://www.youtube.com/channel/UCW6MNdOsqv2E9AjQkv9we7A
https://www.youtube.com/channel/UCUB9vOGEUpw7IKJRoR4PK-A
https://www.youtube.com/channel/UCND1KVdVt8A580SjdaS4cZg
https://www.youtube.com/user/GynvaelEN
https://www.youtube.com/channel/UCBcljXmuXPok9kT_VGA3adg
https://www.youtube.com/channel/UCGISJ8ZHkmIv1CaoHovK-Xw
https://www.youtube.com/channel/UCDbNNYUME_pgocqarSjfNGw
https://www.youtube.com/channel/UCdNLW93OyL4lTav1pbKbyaQ

Skills Development — Youtube Channels

* https://www.youtube.com/channel/UCMACXuWd2w6 IEGog744UaA (Derek Rook)

* https://www.youtube.com/channel/UCFvueUEWRfQ9qT9UmMHCw og (Prof. Joas Antonio)
o https://www.youtube.com/user/ricardolongatto (Ricardo Longatto)

* https://www.youtube.com/user/daybsonbruno (XTREME Security)

* https://www.youtube.com/user/eduardoamaral07 (Facil Tech)

* https://www.youtube.com/channel/UC70YG2WHVxIOJRng4v-CIFQ (Gabriel Pato)

* https://www.youtube.com/user/Diolinux (Diolinux)

* https://www.youtube.com/user/greatscottlab (Great Scott!)

* https://www.youtube.com/user/esecuritytv (eSecurity)

* https://www.youtube.com/channel/UCzZWPaANpPISEE xvim8IgHA (Cybrary)

o https://www.youtube.com/user/DanielDonda (Daniel Donda)

o https://www.youtube.com/user/ZetaTwo (Calle Svensson)

* https://www.youtube.com/channel/UCNKUSu4TPk979JzMeKDXiwQ (Georgia Wedman)
* https://www.youtube.com/channel/UCqDLY9WFoJWqrhycW8cbv1Q (Manoel T)



https://www.youtube.com/channel/UCMACXuWd2w6_IEGog744UaA
https://www.youtube.com/channel/UCFvueUEWRfQ9qT9UmHCw_og
https://www.youtube.com/user/ricardolongatto
https://www.youtube.com/user/daybsonbruno
https://www.youtube.com/user/eduardoamaral07
https://www.youtube.com/channel/UC70YG2WHVxlOJRng4v-CIFQ
https://www.youtube.com/user/Diolinux
https://www.youtube.com/user/greatscottlab
https://www.youtube.com/user/esecuritytv
https://www.youtube.com/channel/UCzWPaANpPISEE_xvJm8lqHA
https://www.youtube.com/user/DanielDonda
https://www.youtube.com/user/ZetaTwo
https://www.youtube.com/channel/UCNKUSu4TPk979JzMeKDXiwQ
https://www.youtube.com/channel/UCqDLY9WFoJWqrhycW8cbv1Q

Tools - Bug Bounty

* https://github.com/KingOfBugbounty/KingOfBugBountyTips

* https://medium.com/@hackbotone/10-recon-tools-for-bug-bounty-
pafa8a5961bd

* https://portswigger.net/solutions/bug-bounty-hunting/best-bug-
bounty-tools

 https://github.com/nahamsec/Resources-for-Beginner-Bug-Bounty-
Hunters/blob/master/assets/tools.md

* https://www.hackerone.com/blog/100-hacking-tools-and-resources



https://github.com/KingOfBugbounty/KingOfBugBountyTips
https://medium.com/@hackbotone/10-recon-tools-for-bug-bounty-bafa8a5961bd
https://portswigger.net/solutions/bug-bounty-hunting/best-bug-bounty-tools
https://github.com/nahamsec/Resources-for-Beginner-Bug-Bounty-Hunters/blob/master/assets/tools.md
https://www.hackerone.com/blog/100-hacking-tools-and-resources

